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1. Introduction

This document provides a comprehensive user manual for IDRBT users interacting with the Subscriber
Portal. It covers every step involved in the subscriber registration, eKYC process, DSC/eSign purchase,
and certificate management.

2. Enroll For New User
For new subscribers who do not have an existing account, the 'Enroll for New User' option must be
used.

gy i |IDRBT CA Subsoriber Portal

e et 1 S B eans
b et s Se et & g vty Login to your account

® Indviduad Ovgarizaoo

R B L e I e T T

Clicking this option displays a registration form where the subscriber enters their mobile number and
captch. After clicking 'Get OTP', an OTP is sent to the registered mobile number. This OTP must be
entered in the provided field to verify the mobile number before proceeding to the next step.
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Create Your Account
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This step focuses on the mobile number verification process. The subscriber receives a One-Time
Password (OTP) via SMS. The OTP must be entered in the field marked 'Mobile OTP'. Clicking the 'Next'
button confirms the mobile verification and proceeds to the email registration step.
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Create Your Account
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After successful mobile OTP verification, the subscriber is prompted to enter their email address. Once
entered, an OTP is sent to the email for validation. This is an essential step to confirm the authenticity
of the subscriber’s email address. Subscriber must click on “Verify Email OTP”. After entering the email
OTP, the subscriber has to proceed to set their login PIN.
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After both mobile and email OTPs are successfully verified, the subscriber is prompted to complete
the remaining registration fields. These include setting a 'Login PIN' and confirming it. Once all fields
are filled, clicking the 'Create Account' button completes the registration. A success message will
confirm that the account has been created.

Create Your Account

L e L )
1D Mo GgE W SrIamd 1hal e art 1 By I ¥ ORI BREY I Ea SR WT e
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The subscriber will be shown a Subscriber Agreement , click on the link. This document outlines the
terms and conditions that govern the use of digital signature services. The subscriber must read the
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agreement and then click 'Agree & Sign' to accept the terms. This is a mandatory step for using the
DSC/eSign services after which they can click on the checkbox.

eV Sulacnber Agreement pdt

KYC Account Subscriber A t
- Pr—— o " COOun seriber Agreempn

s b (gt ot B § Sty e Aty
PLEASE READ THIS AGREEMINT CAREFULLY BEFORE USING THE exYC ACCOUNT FOR eSign SERVICE OR
CERTIFICATE ISSUED TO YOU, BY CHEATING kYL ACCOUNT, YOU ARE AGREZING TO BE BOUND BY THE
TERMS OF THIS AGREEMENT, IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, CLOSE YOUR oX¥C
ACCOUNT iIMMEDIATELY

This subscriver agreement (the “agreement”) between IDRBICA and the eKYC account holder or DSC

Appiicant or subscriber of appicant NAME i effective 25 of the date and time of the alfuing ugnature on

thee agresment (the “effective date®)

General
AlLTHO Torms used i this Sgreament has same meanng as aefined » IT Act, #nd Rules, Regulstion maoe

thereunder, & the Centificate Practice Statement (CPS) and the Guedelines issued by CCA fram teme-1o- time

The eXYC account holder gualifies as DAC appicant and subscrider as mentioned in the IT Act, The CA shall
peotect 1he particulars submitted by eKYE account holder In dne with 1he requirements mentioned under

the provisians of 1T Act for the pratection of particulans submitted by subscnbe for wsuance of PSC

NOTE : If the subscriber enters an incorrect OTP during enroliment, an “Invalid OTP” pop-up message
will be displayed. If the subscriber enters an incorrect OTP three times consecutively, their account
will be temporarily blocked.

0 Invalid OTP. Attempt 1 of 3. You have 2
attempt(s) remaining.

0 Too many failed attempts. Your account has
been temporarily blocked for 15 minutes.
Please try again later.

While registering Email ID also, if subscriber is entering incorrect OTP ,they will receive a pop-up
message as below:
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If the subscriber enters an incorrect OTP during enrollment, an “Invalid OTP” pop-up message will be
displayed. If the subscriber enters an incorrect OTP three times consecutively, their account will be
temporarily blocked.

0 Invalid OTP. Attempt 1 of 3. You have 2
attempt(s) remaining.

o Too many failed attempts. Your account has
been temporarily blocked for 15 minutes.
Please try again later.

NOTE: While entering the Login PIN, the subscriber must avoid using simple or easily guessable
sequences (for example, 12345678 or 11223344); if such a serial or repetitive PIN is entered.
The system displays a pop-up warning message instructing the subscriber to choose a stronger PIN.

0 PIN cannot contain sequential ascending
numbers
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After accepting the Subscriber Agreement, the system confirms the creation of the account. This
confirmation ensures that the subscriber’s registration and agreement acknowledgement are

complete. The subscriber is now allowed to log in using the mobile number and begin the eKYC and
DSC/eSign purchase journey.

Create Your Account

e Sign up to create your eKYC account

Once the account is created, a welcome email is sent to the registered email address. This email
confirms the registration and includes details such as login ID or further instructions for proceeding.
The subscriber should retain this email for future reference.

l CAMTION)

Ouar SubLLODM

Welcomm tu ICRET!

3. Login

3.1.1. Login using Mobile OTP

Subscribers can log in to the portal by entering their registered mobile number, captcha and click on
'Get OTP'. OTP will be sent on the registered mobile ,verifying the OTP the subscriber can access the
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portal by clicking the 'Login' button. This method ensures secure access and is applicable for users
who have already completed the registration.

If they enrolled as Individual, they must select Individual radio button.
If they enrolled as organization, they must select organization radio button.

i A
AT ety Aoy DRET CA Stmcnber Portal

e A e W ety et
B Login to your account

* rivous T

D Maase s yOur AQANAN 2 PP DIL16A MODH My

as3o o

et ot

If the subscriber is entering wrong OTP they will get a pop up as below,

0 Invalid OTP.Please Try Again

After 3 incorrect attempts, there will be a pop-up as below:

0 Too many failed attempts. Your account has
been temporarily blocked for 15 minutes.
Please try again later.

Again after 15 minutes, if the subscriber is entering wrong OTP. If they are entering wrong OTP
thrice, the account will be blocked and they will get a pop up as below, they will have to contact
administrator to unblock.
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0 Your account has been permanently blocked
due to multiple failed OTP attempts. Please
contact administrator to unblock.

3.1.2. Login using eKYC ID & PIN

The subscriber must enter their eKYC ID, PIN, and the displayed captcha, then click Validate PIN. After
successful validation, an OTP is sent to the registered mobile number. The subscriber must enter the
OTP and click Login to access the portal.

F )

e, IDRBT CA Subscriber Porsal
Ao ATV @ ftwm ) e Aoy .
A o e Login to your account
* Irdmacal Crgatoason
B Fiease e your Aadhaarrrgraered b e e
Mobie Nyt
Captcha * .7“"'6 o
o
' Gt OTP

o, Y

Cuyrg Adriy ORET CA Sctmeribier Portal

e APl ¢ Iy S merns Srre
L L T eana—— Logln to your account
® o Crgerusten
00 Ph2ase uve pasi 22IMAL g s1er ] NMEELSE At TDey
ool
astiria RisHeZ o
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Upon successful login, the subscriber is redirected to the Dashboard. The Dashboard provides a
consolidated view of the account including eKYC status, subscription plans, recent transactions, signed
documents, and quick links for performing key activities such as completing eKYC.

-0 o

Active Sistasrtpoon Flan

Maturdt eSiygn Trarsactions

3.2.1. Complete eKYC

Macurit Digitad Curtificate Applcation %tatus

Before purchasing DSC or initiating eSign transactions, the subscriber must complete the eKYC
process. From the Dashboard, the subscriber can click on the 'Complete eKYC' button or navigate
through the menu. The eKYC page offers options to select plans and provide identity details such as

Aadhaar and PAN.
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Step1l: Select Plan

The subscriber needs to select a purchase plan before proceeding with identity verification. The
subscriber can choose between different DSC or eSign plans by selecting 'Purchase Plan'.

P AT € e 8 e 3

fovabruranndinenstutin, sture SN ORET SUBSCRIBER PORTAL 747554271710 | A°

D btoart Account Rana

Uptoad B Sgn

clgn Transanues @J@ Piamabe Ermai wSgDA Plan  Dooamens wor g KV shmened At sty " vrd
= Yunficanon Vartfizsron rlecrad Ipboades Cormpieted Ay
& Complete eRYL
Maerage Corsfems 3
Applicant Details and Update eKYC Documents Proviea et

After choosing to purchase a DSC or eSign plan, the subscriber can select the desired plan from a
dropdown list. Once a plan is selected, the details of the plan will be displayed on screen for review
before proceeding to payment.
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Purchase DSC

. DSC Plans

Signature - Class 3 -2 Year

Selected Plan Details

Certificate Name

v i

Signature - Class 3

Certificate Validity 2 Year
Certificate Cost Rs. 1600.00
GST Exclusive(18%) Rs.288.00
Final Price Rs.1888.00
[ nex [
+ Select Payment Option
=
PURCHASE ESIGN X
. e-Sgn Plans
Pans 3 Transactions - Rs.359.00 v
Plan Name 3 Transactions
Plan Type Transaction
Base Price Rs. 359.00
GST Exclusive{18%) Rs.6462
Final Price Rs.423.62
= Select Payment Option

THIOT Aifaemr
CERTIFYING AUTHORITY
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After reviewing the plan, the subscriber proceeds to make payment using the available gateways. The
subscriber can choose to pay via debit/credit card or net banking. Once the payment method is
selected, the subscriber is redirected to the bank portal to complete the transaction.

& SH Benoch Payment

o yonr GSTIN Tur chalmstug Sngoif tas (Dpthanal)

Prov Yo oot 12 (L1

After successful payment, a confirmation message is displayed. This confirms that the transaction has
been completed and allows the subscriber to proceed with the eKYC process. A receipt or transaction
ID may also be generated at this stage.

&

Your Transaction |s Successful

A confirmation email containing the invoice for the purchase is sent to the subscriber’s registered
email address. This email includes the transaction ID, plan details, and the amount paid for
recordkeeping purposes.

Step 2: Organization Details:

If the subscriber has a GSTIN, they should select “Yes”, enter the GSTIN in the GSTIN field, and
click Verify GSTIN to validate the number before proceeding.
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Address page will pop up after verification as below, subscriber must select the relevant address

There are multiple addresses associated with this GSTIN., Please choose a

relevant address. :

" Address Action

' PLOT NO 4, BLOCK NO 54 ML NO 8568, O B8 GQUPTA ROAD. New Delhil, New Delhl, Delhi, m
1710004

2 AIRFORCESTATION DELHIL, 412 AIRFORCESTATION, CLUBROAD, New Delhl, Delh), 110003

= ANGEL SPLBLICSR SEC SCHOOL SHAHDARA, 3 33 36, SAHDEVGALL VISHWASNAGAR, m
Shahdara, Delh, 110032

< ANANDVIHAR DELMIL, © 53, MAINVIKASMARG, ANANDVIHAR, Shahdara, Delhy, 110032 m

5 ARE DELMIL 70 JANPATH, TOLSTOVLANE. Delhi, Central Delhl, Delhl, 110001 m

& AWAN F GHALIR NEWDFELIIL, AWAN F GHALIDIN, MATASLINDRILANE NEW ADDRESS N, m
NEWDELHI East Delnl. Delhi, 110092

= LAWREN LAWRENCE ROAD NEW DELHL LAWREN LAWRENCE ROAD NEW DELHIL 10 m
COMMUNITY CENTRE LAWRENCE ROAD DELHIL 11003%, Cauntral Delhi, Delhl, 110039

8 VIKASM VIKAS MINAR NEW DELML VIIKASM VIKAS MINAR NEW DELHL INDRA PRASTHA ESTATE m
DDA BLHLDING VIKAS MINAR NEW DELHE 110, Central Delhl, Delhi, 1170002

e PATPAR PATPARGAN) ROAD DELHL PATPAR PATPARGAN) ROAD DELHI, PATPARGAN] ROAD m
PLOT NO 188PANDIT PARK DELHI 110051, Central Deihl. Oelhl, 110051
VSADAN VIKAS SADANDDA OFFICE COMPLEX, VSADAN VIKAS SADANDDA QFFICE COMPLEX,

10 VIKAS SADAN RDLOCK C INA MARKET DDA COMPLEX NEW DELHI 11002, Cuantral Deihil, Dweibig, m

110022

Once GSTIN is verified successfully, all the details will be fetched automatically

- 4 e ¢ e e
poimadhiass el oy

HINNT CA SUNACHIREA MORTAL WA .

hasn pnd o gm omaten bove 1T

NETR) veriad e

W e

L) R M R By M, L 0 AL B T

Lwte [

Subscriber must click on save and proceed after verification.

If they want to edit GSTIN number, they can click on edit details and change it.
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If the subscriber selects ” No “ for GSTIN in Step 2 — Organization Details, they must manually enter
all organization information, including Organization Name, Organization PAN, CIN (if applicable), full
address (Address, Street Name, Locality/Colony, Town/Suburb/Village), Country, State, District/City,
and Postal Code, and then click Save and Proceed to continue with eKYC process.

If they want to edit any details, they can click on edit details and change it.

Do yeas Orgarabation Save GETIG

Step3: Applicant Details
Step-by-Step Process for eKYC Using Aadhaar (OTP) Method

1. Select eKYC Method
Begin by logging into the portal and choosing your preferred eKYC method.
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2. Aadhaar Authentication
You are redirected to an Aadhaar eKYC user authentication screen.

[ ]
Enter your Aadhaar number or VID (Virtual ID), agree to the consent statement, and click SEND

OTP.

Fs Dl A ane e e s o =
ot —t . A—— wEKYC Serviams

WYE Uner Auitrs

YT Lirvbomn wtth reesed

are e A

oot Aarttussr Mot / VID sexd sutherte
= m

Dvaratay agree 50 authmetcals mysell Usag Asdnanr thrcugh IDRET mnd provide my

oo

| o #1 Noddee OF mbowm A Noier
corment 1o cobuct ey Asdhasr and Beomsetinces £ QT fo mifieve oy personel deluts siong with oy sl IDmsobie rmanber (1 provided) hom
LIDAL § undurstand thw Durpose s sk

e An OTP is sent to your Aadhaar-linked mobile. Enter this OTP on the screen to continue.

3. PAN Details Submission
Once your Aadhaar OTP is successfully verified, proceed to enter your PAN number.

[ ]
Full name and DOP will be auto fetched.
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e Click Next. The portal verifies your PAN credentials in real time.

e Ifthe PAN number is incorrect, pop up will appear as below

o PAN Number does not exist

To validate the details click on next, if all the details are correct. Below screen will appear

0 Applicant details submitted Successfully.

PN Warae ] ] Thawe of 111 AnY e M per

4. Record Video for IPV (In-Person Verification)
e After successful PAN verification, proceed to the video recording phase.
e The system displays instructions for video recording. Review these instructions carefully. Steps

include granting camera access, positioning your face in front of the camera, and recording
your answers to prompted questions.

e Record the video as per instructions, preview it if needed, and then submit once satisfied.

Page 18 of 85



Institute for Development and Research in Banking Technolog)
(Estb. By RBI in 1996) —,

(TR g 1900 %:"‘é' CERTIFYING AUTHORITY

@ 0.0020

Click the "START RECORDING" button and answer the questions hence forth.

START RECORDI

Additional Information:
1. Name BULBUL ROUT
2 Date Of Birth - 30-0

-1996

3 Video Verification Code 227

Instructions:

*Your face will be shown in the screen if environment is proper

Make sure that internet connectivity is available throughout the recording

Make sure that the video and audio being recorded are audible and visible clearly

ver the que!

n displayed above and click next button until you answer all the questions

4. Once the

juestions are answered you will get option to preview the video and audio that 1S recordec

Click on SUBMIT button once the process is complete

Note: Please note that your Video recording will be rejected if the video and audio are not clear.

Important Note

Note:

A Only applicant should appear for video verfication. Any impersonation or
identity theft 1s a criminal offence, liable for imprisonment and fine, under the

provisions of information Technology Act. 2000 and shall be dealt severely

by IDRBT
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After recording, the user can preview the video and either re-record or submit it if satisfied. This
submission finalizes the video verification step.
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Once submitted, the system processes the video and displays a confirmation message. This means the
video has been successfully uploaded.
5. Status Tracking and Confirmation Email

e After the video is uploaded, a status screen will confirm “eKYC Video Submitted Successfully”.

e A - g
e ———————— ORI SUBSCRIOER PORTAL 7a7ssa71) s A

Sl egn Baston Faderd egn Trasacion sk Logn Deriin

Ml 0 0

#KVC S

wOT Statan
@ exvc vides Submitted Succestuty

) #5C Comphmen. AT ke & vrweam of §

8-. fratades 8= 4 rauer

o n f

Active Satmerpton Pen

POt e Ry A atal

You Pave o Armve DO tatng tigtee paan

% Actren Usscrpnon fas

Recent eSign Transactions fiecant Digal Certificate Applicatian Status
Moo Mo cred Frase AMT D sy
e e

e You'll also receive an email notification confirming successful video submission and eKYC
completion (pending CA review).
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6. eKYC Status Update and Forwarding
e The system dashboard indicates completion of Aadhaar and video-based eKYC with the status
progressing to “eKYC Completed”.
e Your application is now automatically forwarded to the Certificate Authority (CA) for Level 1
and Level 2 approvals and agreement processes.

Once Aadhaar and video verification are successfully completed, the system displays a success

message and the eKYC status is marked as complete. The request is now forwarded to the CA portal
for approval at Level 1 and Level 2.

B A Nrn B g o

e —— et v ¢ g b IORET SUBSCRIBER PORTAL NI S A

Scseal g Transaction Fordadd edagn Teanrsacser Loal Lagn Deals
0 0 on

wYC Slatus

LIS

[58 0 o0 Crmpremnd wl O ekYC Video Submirted Succesfully yltl |kt @ 19
s WIS 1D ‘-un!‘ non-servrg

Active Sulmcripmos Man

- Actve Sutacrn o Man
EE Vil hawe a0 ACIve DEC St g plan
Rocant aSign Transactions Rocont Digita Coruficare Appicanon Status
1t Far ARG s
APP D

4. Individual Login after eKYC approval from CA

4.1. Subscriber Agreement
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After eKYC approval from CA Level 1 & Level 2, the subscriber must log in to the portal again. The
portal will prompt the subscriber to accept the Subscriber Agreement. This agreement outlines the
legal terms associated with digital certificate usage. The subscriber should review the terms and click
'Agree & Sign' to proceed.

e e TOMET CA SUBSCRISER PORTAL oTTI003%¢ | &

Subscriber Agreement

= 12 MgMt2uteCmyuZiNcoanVhbQ

W Pty A P o epEarT e N
W o Ovvtcqrmens sl Posnacct i Basiing Techackns t._y‘ Corthyng Astarry

Bali 0 D0 Ao el

a1 Tho Bubscriber Aprewmont (Ihe “Agreormest’] I 4 legu' tontrect
Bonween e “BulrstrDer 803 keilate Sor Dowsloprent and Resourch n
Hunng Techruiogy - Cettfying Asthorty DDSET CAL rapremermed by
Prabtute bor L ard i Barking T oy (OMET]
= Socwty regeiersd (0 1996) under the Socety Regattation Act m the
scddrmee Cowde HBe Rosd No | Masas Tank, Mydembad - 500 057
Tatargana, Isds

If the subscriber clicks 'Reject’, all certificates for the user will be rejected and the enrollment
process is terminated. The user must start a new registration if they wish to proceed further.

Once the agreement is signed, the system confirms the action with a success message. This enables
the next step, which involves completing and signing the DSC Application Form.

O Subscriber Agraemant aSigned Successhully

4.2. DSC Application Form
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The DSC Application Form is displayed to the subscriber after agreement acceptance. It contains
fields such as applicant name, address, identity number, and other required details. Most of the
information is auto-filled using eKYC data; however, the subscriber must validate and confirm all
fields. After reviewing the form, the subscriber is required to digitally sign it to complete the
submission. This step is applicable only when a DSC is purchased. If the eSign plan is purchased and
the subscriber signs successfully, they will be redirected directly to the dashboard page.

e B ¢ e S e
e g s —— e IOHBT SUBSCRISER PORTAL je7asaN Y s | A

DSC Application Form

= KUWBwplbmtad HIYWOKZWSkb2JqCigaMC

| Apgtcant Trpe Irnpvidan
L Coricyts Thpe lt"i’"”"
Appicat Outnts
| Comvnon N MARTHICK O Emes © Sarthich pilmssdten oo |
:mgmnn 003 1ms Geruin Uk
i,‘k‘nhyu 210 crons [#h rmaee Oy Bangake |
|Saate e () 1O .
{pan CAZPHIM0RG Mot TOTSBATE?
| Feoscrsn Coon i..nmuootm.:.v Atnly

<]

If the user clicks 'Reject’, this DSC application will be rejected and if required, the user can purchase
a new DSC from the "My Subscription" section

Upon agreeing and signing the DSC form, the application is formally submitted for certificate
generation. The system confirms the submission and enables dashboard access to manage certificates.

o DEC Application Form efigred Succanalilly
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The subscriber can now access the Dashboard, where they will see options such as Manage
Certificates, My Subscription, Upload & Sign, and eSign Transactions.

e AUnE ¢ e S e -
e —— IORBT SUBSCRIBER PORTAL 1a79542717 5 | &7

B OCmnboerd

Sutoesdd vS g Transacthor Fathed eS80 Trasacon

0 0

Lt Logn Desals
#  Uplaad & Sign

BA47 PM on 26-06-2025

wlagn Tremmeenoes

SOYC Shatus

@Yl Slama
8:@ o MOV Actvomedt

Artive Sutreripoon Flan

ﬁ' Acve SULSCNpoon Man

Recent eSign Transactions

TR e 1 = ther nen-gurchased o eapired Chok betowy b= purchase of renew plar

Recent Digital Certificate Applcation Status

AFFID AT
APP Date

4.3. Manage Certificate
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Under the 'Manage Certificate' tab, the subscriber can see a list of certificate applications. Each
application displays status, request date, and relevant actions such as Setup or Download.

B Rt T
- ——— e ——n b v OHBT SUBSCIEBER PORTA

B Deahtoant Digital Certificate Details
7 Upoad B Sgn

wSign Tramsnoes fire & EDED D EDCIDCO D)

Crergbne eKiT
e M - N Ne Acpication I/ Date Cormmman Name | Valdity Corvfioms Satn bapiry Date Acoon

Warugge ContAane

sasrn KANTHICK G

£ My St ption | Syatire - Cais 3.2 D [ & borweskond |

Total Count: 1/

AR Rabrs Sassiand 5 UA EPENT . hitntide ba S auiant el aia b Maikine Yo basakuns

Clicking the 'Download' button and click on proceed checkbox for a certificate application prompts the
subscriber to enter Application ID and Download PIN. These are usually shared via email after
certificate issuance is complete.

o w8 | S o oy —

P e e Downlaad Cernficate
-

Important Notice Downist Curtifeus —
Compantetty. Apphcanon D

v 31 oW » | ' " \ -~ L 1t I

v .} T \ ~ » v

v 1. . 2w a > 1 e t v T . Ocarrnad PN

.
© Proceed

On the certificate download screen, the subscriber is required to confirm application details such as
Application ID and Download PIN which must have been received through mail. This page also initiates
mobile OTP verification to ensure security.

The subscriber clicks 'Get OTP' to receive a one-time password on their registered mobile number.
This OTP is used to verify the user's identity before downloading the digital certificate.
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The subscriber enters the received OTP in the designated field and clicks 'Verify OTP'. Successful
verification grants access to the final download screen.

P St ¢ v e
- , Cvrarrnsadd Cortle e

Certificate Details
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Clgmrsatzn Mamw 1011 Persony Motde 017

e e of yoor Mook leamter [Wotek el e n >

B (P028%a7 ey TsSATNY 00:16
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The subscriber must select the type of cryptographic token and enter the token password. This step
ensures the certificate is downloaded securely into token.
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Once the above steps are complete, the certificate is downloaded and installed in the token. A success
message confirms that the certificate is ready for use.

W A ¢ e 1 e e

' ~ Domarvvaad Corsficae

Certificate downloaded successfully...!
Agphcation 1D 888371

Dew Subscrber

Trawd pou fov dowrkoad it 3 CorTioae e tagh IORNT eSign Dl Senanure Corolcate. W vl your fToedack and Ouemsiis e Jvsill 10 aasle? yoo o ary of pourt cuuetien. D0 COnmact us & the detads
e 1o hiskin
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4.4. Different type of Certificate Setup and Download flow

4.4.1. Signature class 3 individual

Purchase Digital Certificate Workflow

Step 1: Select the Certificate Plan
Begin the process by selecting your desired DSC plan.
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You will see available options such as "Signature - Class 3"
Review the plan details including validity, cost, and GST breakdown, then click "Next" to continue.

PURCHASE DSC
B oo
Spnature - Class 3 -2 Year v -
Selecied Man Detals
Curttheams Name Sigratsew - Class 3
Cunificane Validiny 2 Year
Cenificare Cost Rs. 127500
GAT Exclumnvel 1 83) w2204
Final Price R 150450
&3 -
iF 1
==

Step 2: Choose Payment Option
You are taken to a payment selection page.
Choose your payment option (for example, "SBlePay"), then click "Continue" to proceed.

Purchase DSC X

‘ DSC Plans

. Select Payment Option

@® sBlePay

Continue CANCEL

B =

Step 3: Enter Payment Details

Fill out payment information such as card details or choose net banking/branch payment as per your
preference.

Check your order summary, enter all details correctly, and proceed with "Pay Now."
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All Barks - .
call 711251 71038768
& SBIBranch Payment HePay Tour Bk
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multiAccoumtPayoat2
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My Ny Astwount 212,50
Processing fee L MUINR
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Step 4: Transaction Success Confirmation

A confirmation screen is displayed with a green tick, showing your transaction ID, amount paid, and
payment mode.

Click the provided link to manage your certificate or continue with the next steps in the

issuance process.

@mm-.—ﬁ-’—--—

Your Transaction Is Successful

Trarsaction (D cal75 135171638768
Ouste gd Time : 20291107 141723

Amount J2125 N0

Payment Mode : N8

Click on setup button to proceed with the setup for the certificate.

e AP 4 Baes B e s o
s s s s s wy w.  |DRBT CA SUBSCRIBER PORTAL 077100556 1 | &

= Oadvtort Dygital Certificate Detadls

# Usleed & St

o orm WNo.  Apphcatont 1D/ Date Commaon Narme / Valdty Cortficare Statun Epry Dute Action
v Coryfcn

Wy Sebmcrptan ! L 4324 e Signature - Cass 3. 1
1aes BULALA ROUT
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After clicking on setup, all details will be pre-fetched and they have to click on proceed button. Once
proceed button will be clicked, it will generate Application ID.

R R e aate]

o St ot b+ i fe e

IORBT CA SUBSCRIBER PORTAL

B Dothdnes
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Setup Certificate - Signature - Class 3- 1 Year
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OF-Noe- 2025 (14:43:24)

B 2. senup comiticans

Corfenoa Name * SILHUL ROUT Organtaton PERCONAL Aiicmman 1t
Validey

Maobile / Mhose TUTTIO0 trmal D tuBurcut 3@ gmal com 1 Yo

My Sibacrpoos X

Country nda Pestal / 29 Code 01T Commen Mame
BULBUL ROUT

Statu eniataha Torwnr / City / Dtatrics tangalace Request Suus

Acdrees

1al srema, Ayyupiul layoss

In this step, they must upload PDF copy of supporting documents and click on upload button

e A Sy e -
v —— et ¢ fe e

et
IDRET CA SUBSCRIBER PORTAL rarriccsse 1 | A

B Desrboerd
. 3, Valdation Documants

# \iphoad & Son
Document O

d €590 Trarhations

Comprte w VT Country rdt Oty Bwgabre

Your ha=w WULBLK mOUT
Supporoing Document Ohotae File  No e choten

[Onby POF e

rane BLAUL ROUT

Video Verfication  Viceo recorting completed

NOTE: If the eKYC is approved within 48 hours, there is no need to record the video again — it will
be automatically pre-fetched. However, if the subscriber purchases a DSC after 48 hours of eKYC
approval, they will be required to record the video again.
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B 3. validation Documents
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WVideo Venfication  Video recording comaheted

Record Video for IPV (In-Person Verification)

e After successful PAN verification, proceed to the video recording phase.

e The system displays instructions for video recording. Review these instructions carefully. Steps
include granting camera access, positioning your face in front of the camera, and recording
your answers to prompted questions.

e Record the video as per instructions, preview it if needed, and then submit once satisfied.
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Click the "START RECORDING" button and answer the questions hence forth.

START RECORDI

Additional Information:
1. Name BULBUL ROUT
2 Date Of Birth - 30-0

-1996

3 Video Verification Code 227

Instructions:

*Your face will be shown in the screen if environment is proper

Make sure that internet connectivity is available throughout the recording

Make sure that the video and audio being recorded are audible and visible clearly

ver the que!

n displayed above and click next button until you answer all the questions

4. Once the

juestions are answered you will get option to preview the video and audio that 1S recordec

Click on SUBMIT button once the process is complete

Note: Please note that your Video recording will be rejected if the video and audio are not clear.

Important Note

Note:

A Only applicant should appear for video verfication. Any impersonation or
identity theft 1s a criminal offence, liable for imprisonment and fine, under the

provisions of information Technology Act. 2000 and shall be dealt severely

by IDRBT
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After recording, the user can preview the video and either re-record or submit it if satisfied. This
submission finalizes the video verification step.
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Once submitted, the system processes the video and displays a confirmation message. This means the
video has been successfully uploaded. They can click on “Submit for verification”

o Setup completed successfully

Once the setup completed, it will land into CA portal for approval. Once CA will approve then
subscriber will receive email after which they have to perform eSign and they can download the
certificate

o Pt ¢ R o g s rew Q
bt s bt s (DRBT CA SUBSCRIBER PORTAL NTTI00996 1 &

Digital Certificate Details

s Danes
ik . (CED) CI ) GO D I ) M | a
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i ) Sgnatee T 3. 2 [icine |
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o DSC Application Form eSigned Successfully.

Click on download button
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Subscriber has to click on proceed, and enter Application ID and Download PIN which they must
have received in email.

e DoWNlaa Cortificate
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Apphcanon 1D
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© Proceed

On the certificate download screen, the subscriber is required to confirm application details such as
Application ID and Download PIN. This page also initiates mobile OTP verification to ensure security.
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e e 0 e & B

Certificate Detalls

Download Certificaty L“
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The subscriber clicks 'Get OTP' to receive a one-time password on their registered mobile number.
This OTP is used to verify the user's identity before downloading the digital certificate.

e-“'~‘w~ Drrowsbomd Coiiealn

Certificate Details

NS Finsar itietvier Bo it phimied Aol e Eattfvasciion), Dree @ ) Bt i retvaemerl _

Aphdation 1) A Tk Typa (CA1
Tppw Itisibadl
Y I SR T 0e ) v o
Aeate U4 Sgnature - Class )
Cormtiate YAMNy 1 Yow [Ty S e——
amy 0] N
1o Marte (R iheve the ' NANTHICK G o Mabile Number Verification OTP sent eIty Al
Maperd adithan Marrw (11 Purveral Medibe OTF
Most pakm of yonet Wrie Phoat e (Rhakide tyr A%10b n 5
AU ey TOTNMITAY 00.58
o Mtale 11 Yerdy O

O ety A e 0 e Teertrs i Carvmiainn e ol e 5 1LY ehign Critificome Dot loxd

WONEY COTATI AL A8 W0 A0 ELNE M@ CovTet)

ARG Rona wnd & 2008 DT Mting or Daspharsn o arel Resamdh b Darbing Tovadogy

The subscriber enters the received OTP in the designated field and clicks 'Verify OTP'. Successful
verification grants access to the final download screen.

e A 4 Nrn B g

Ovrar i) Cortde e

Certificate Detalls

Downldac Cenifcate

MRITE Flaane oL (0 P mrtd Lttt bn Ui DR st /T Ubatny Cobww © b o <ottt (e 1o thae el

Apebt atton i) a537I Taken Tree (59

Ul Tpye Inchvidust
DB TNMAN JCOPF 1) - e

Crrnhione Clan Sigrature  Class 3

Corfiiate Viulay 2 Year Token Fesyward

Crarvy n

XARTHICK & o OTP Verifiad Successluly Fenen "

lgErsate Personal Mabts OTF

o . gvtryes I TIIEATNY 00:16
——r Yerfed

VI heretyy agree o the Terma aret Confoon pertarey tn DT eagn Cereficme Drmmosd

Virdty confym that o the abowr Setalds ary ooerect

Yor L1l

TRty Reserond, £ 2004 10RFT - rmtmute fot " In Frerg

The subscriber must select the type of cryptographic token and enter the token password. This step
ensures the certificate is downloaded securely into the physical or software token device.
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Certificate Details
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Once the above steps are complete, the certificate is downloaded and installed in the token. A success
message confirms that the certificate is ready for use.

B R

ettt S g et (TR0t Cottificide

Certificate downloaded successfully...!
Agphcation 1D a487

lew Subscrber

Trak o Nov downkoad ity 3 CorTmate e tagh IORNT @S Dl SEnatune Corticate, W yiis your foscRack 4nd Ouriemsris e Jvailil 10 sls? v o sy of poutt dpsetien. Do CONRAT Us 3 e detads
e tioned hekin

Fleane muke sre tht digaa cwrttbeate 1y domedosten te toke o birtraner

A Bgh Reseramt © 2374 1D6T irpumate for Devwbgperment s Resaare in Rarearg Faenofogy

4.4.2. System class 3 individual

Purchase Digital Certificate Workflow

Step 1: Select the Certificate Plan
Begin the process by selecting your desired DSC plan.
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You will see available options such as "System - Class 3"
Review the plan details including validity, cost, and GST breakdown, then click "Next" to continue.

Purchase DSC

. DSC Plans

System Carnificate - Class 51 Yo v oA
Sedectad Man Decaits

Centificste Name Systern Certificate - Class 3

Certificate validity | Year

Certificate Cost s, &300.00

GST Excluswve(!B%) 31000

Final Price f=.5310.00

[ e
Seiect Payment Option

e

Step 2: Choose Payment Option
You are taken to a payment selection page.
Choose your payment option (for example, "SBlePay"), then click "Continue" to proceed.

Purchase DSC X

’ DSC Plans

. Select Payment Option

@® sBlePay

B > |
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Step 3: Enter Payment Details

Fill out payment information such as card details or choose net banking/branch payment as per your
preference.

Check your order summary, enter all details correctly, and proceed with "Pay Now."

0OSBlePay :

Domtestic and Tnternacianal) 1is noas Cand bol

Payment Details

£S  Credit Card

) ks .

Popular Bank Order Summary
f&] lmemet Ranking 4 : Omder No.:

All Banks 7 b

cal)7 1125171038768

& SBIBranch Payment
Meschant Name

multiAccoumtPayoat2
Use youwr GSTIN fur chaiming taput tax (Opthansl)

vy Ny Astnrunt 212,50
Processing fes 8. MUINR
GST SIINR

Step 5: Transaction Success Confirmation

A confirmation screen is displayed with a green tick, showing your transaction ID, amount paid, and
payment mode.

Click the provided link to manage your certificate or continue with the next steps in the
issuance process.

Bom b4 Yy w wseres ey
e & Ut et et 5 By g

Your Transaction Is Successful

rarsaction 1D ca 135171638768
i g Time ). 114 )
Amount - 22125 N0

Payment Mode | N3

Digital Coruficace Details

Freriy €23 D D D C OO D

> Mg v 1D / D Caimwms Marwe WAgutn ol Mevwrd ! Valebey Lt St epiry Dete
1

Syeere Corhate - Tl
DAL ROUT

A
=3
[ =
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Setup Ceruficane - Systam Conificate - Class 3. | Yeer
1. Appicant Datade

B s cencos

Commren Warw * LU, DK g C¥icna

e /ers wes — sy i

Powst | D¥ Code i Nee tranget
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In this step, upload the Certificate Signing Request (CSR) file by clicking “Choose File.”

About CSR: As per 10G (Interoperability Guidelines), a CSR file must be generated by the subscriber.
The CSR securely binds identity information and public key for the certificate. Use OpenSSL or your

enterprise tool to create this file before uploading. After uploading, click “Validate CSR” to confirm

its correctness.

B 3 uplosacsr

Upload CSR* Choos= Rle  systemwethsan 1.c CSR Type
o
ARMEVM MY
usSrINRrpvAad1
WY +SCOMN+ VR
FESKHDO P2 (e A
TGU WIWNEN(
I el AN EE AD Db A VWM WA s — Ml Aoadd I Rt had N AVI eV v

= 4. Valdation Documents

Document 0
Country e Ciy Knrea
Your Name JULSUL ROUT

After CSR is validated, they must upload a pdf copy of supporting documents and click on upload
button
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Document &

Country
Your Name aam

Supporting Document Chovse Fi
(Onily POF file)

Video Verification O*

Name BULBUL ROUT

WVideo Verficstion Video recording compleced

/72
! iy ) T AT
é' CERTIFYING AUTHORITY

Il $ lok
\ Q??;

Cry ¥orba

&3
[ eyt |

e After successful document upload and video verification (if required), the subscriber clicks on

"Submit for Verification”.

. Record Video for IPV (In-Person Verification)

e After successful PAN verification, proceed to the video recording phase.

o The system displays instructions for video recording. Review these instructions carefully. Steps

include granting camera access, positioning your face in front of the camera, and recording

your answers to prompted questions.

e Record the video as per instructions, preview it if needed, and then submit once satisfied.

Video Recording Portal

@ 0.0020

*Your face will be shown in the screen if environment is proper

Click the "START RECORDING" button and answer the questions hence forth.

START RECORDING

Additional Information:
1. Name BULBUL ROUT

2 Date Of Birth : 30-08-1996

3 Video Verification Code 227

Instructions:

1. Make sure that internet conne

Make sure that the video and at

3. Answer the qu ntil you answer all the questions

ered you will get option 1o preview the video and audio that is recorde

5 Click on SUBMIT button once the process is complete

Note: Please note that your Video recording will be rejected if the video and audio are not clear.
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Important Note

/ Note:

A Only applicant should appear for video verification. Any Impersonation or
identity theft is a cniminal offence, liable for imprisonment and fine, under the
provisions of information Technology Act. 2000 and shall be dealt severely
by IDRBT

9 Portal

Tt
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Video Hecording Portsl

After recording, the user can preview the video and either re-record or submit it if satisfied. This
submission finalizes the video verification step.

Video Reoording Portal

Fross "RECORD AGAIN" 10 recard agan or "SUBMIT" ta complete the process

A2

Once submitted, the system processes the video and displays a confirmation message. This means the
video has been successfully uploaded.

NOTE: If the eKYC is approved within 48 hours, there is no need to record the video again — it will
be automatically pre-fetched. However, if the subscriber purchases a DSC after 48 hours of eKYC
approval, they will be required to record the video again.
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IDARET Ca SUBSCRISER FORTAL

. A Valdation Docurmm s
Dodument 0%

Your Name Ak

Suppotrg Dovament
Cnly POF Sl

Pt He chzsen

Wides Ventficatien O

NaTe LB NCrT

Vided Verfiaton

Courtry ‘e Oy “wo.

CERTIFYING AUTHORITY

077100506 1 | &

They have to click on “Submit for verification, after which the setup will be completed and a pop up

message will be shown as below:

JL AL

O Setup completed successfully

Once the setup is completed, it will land into CA portal for approval. Once CA approves then
subscriber will receive email ,they have to perform eSign and they can download the certificate

e B 4 T s gt P
[ —

ey
IDRBT CA SUBSCRIBER PORTAL 70771009951 | &

Digital Certificate Details

B Desrizian
= 23170 Dom
# tptsat K Sgn
| et Traesaciny e iy (D EEDEE EID I T rtatan I a
SNo.  Agphcation D/ Dets Commen Narme / Vadey Cartficats S Expary Dutn Acton
S BULHLL ROUT
ption - Class 3
3323483 BULBLL ROUT
: Sgnature - Cows 3 -1 ==
1mass BULBLL ROUT
3 AN R Sigrature - Oass 1 [ Acne |
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0 DSC Application Form eSigned Successfully.

You'll be able to download the issued certificate in .cer format from the provided download link.

7922433 BULBUL ROUT Systom Certficate - Cla.. 07 Noe-2025

voad Certificae a {23:59:59) m

4.4.3. Encryption class 3 individual

Purchase Digital Certificate Workflow

Step 1: Select the Certificate Plan

Begin the process by selecting your desired DSC plan.

You will see available options such as "Encryption - Class 3"

Review the plan details including validity, cost, and GST breakdown, then click "Next" to continue.
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Purchase DSC

. DISC Plans

Enoyption - Class 3 .1 Yaar

Sebected Plan Detads
Cortificair Name Encrypeion - Class 3
Certficate Valdity 1 Year
Certficate Cost Rs, 1500.00
GS5T Exclusye18%) R 27000
Faad Price R, 177000
e .
Select Payment Optian

Step 2: Choose Payment Option
You are taken to a payment selection page.
Choose your payment option (for example, "SBlePay"), then click "Continue" to proceed.

Purchase DSC X

B oscrians

. Select Payment Option

@ sBlePay

Continue CANCEL

Step 3: Enter Payment Details
Fill out payment information such as card details or choose net banking/branch payment as per your

preference.
Check your order summary, enter all details correctly, and proceed with "Pay Now."
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O SBlePay

Domsestic aud Internachanal) trunscnons Cand bolder lus o eraitle Dae cand (00 sch wanasction by ity Bk Card appdcanon of cootadt Mies Bauk 2oaach 1w erafile dae Card for Candl non Presesn Traa

ba  Credit Card

Popular Banks Order Summary

@ | lmemet Banking 4 g Onder No.:
All Banks R wp .
cal) 1125171638768
& SBIBranch Payment HePay Tour Bk
Merchant Name:

multiAccoumtPayoat2
Use youwr GSTIN fur claiming st tax (Optionsd)

vy Moy Astwunt 212,50
Processing fee £ SHINR
GST I.S3INR

Step 4: Transaction Success Confirmation

A confirmation screen is displayed with a green tick, showing your transaction ID, amount paid, and
payment mode.

Click the provided link to manage your certificate or continue with the next steps in the

issuance process.

@mm-o—ﬁ-’--—

Your Transaction Is Successful

Transaction (D calT5 1235171638768
Quste annd Time : 20291107 141723

Amount - J2125INN

Payment Mode - N3

s At ds 4 T e g o — b,
— —————— e |[DRET CA SUBSCRIBER PORTAL 70771009961 | &

Osgital Certificate Details

Féter ty (I I I I U () £ i u

SiNe.  Apghcadion D f Cace Common Name ( Vaikdy CortiScam St Ewpiry Do
| Rore- 004 (a5 I Y Ervrypption - Clra S -
man DULBLE ROUT

Servere - s 3.1

menn BULELK hOUT

' - v Sgreeare - D 32 =

jon

Total Count: 373
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B IDRBT CA SUBSCRIBER PORTAL

8 Oedrizard

7 Uploed & Sgn

1« Trassaciions

1. Applicant Detals

B 2 secup coninicace

Setup Certificate - Encryption - Class 3- 1 Year

J—

it

(£ ars) T
%} CERTIFYING AUTHORITY

ToTND0gss 1 A*

.
[ connee Bl ROQUOST Detalls
Moduest Date

17N 25 [14:5024
Creztphee siOYC = ~ . ‘
Common Narme SULBUL ROUT Orpanization PEISONG Appication 1D
Menage Ceniicne Witk
© Menage Cen Watile / Phone WIS Emak © ey

St g oo 1 Year

My Sulsetiplion

Courery nibn Postal / 29 Code My Common Nama

SULBLUL ROUT
Staes Kavnatwhs Town / Gty /) District Hargalors Rcsent SLatis
Address Yol oo, Agyacps wpout

(]

In this step, they must upload PDF copy of supporting documents and click on upload button

e A e @ g b

B e L DR IDRET CA SUBSCRIEER PORTAL TOTTI0N095 1 | A°

. 3 Valdation Documents

Document 0*

Country e Cry Hargpaisre
Four Name S Oy

© Mg Caniicss Supporting Document some e No tie chasen
(Only PDF fiie)

Wy it riytice

Wideo Vertfication 0%

Narre s T

Wiceo Vertication Viddas recording cooepleted

Record Video for IPV (In-Person Verification)

o After successful PAN verification, proceed to the video recording phase.

e The system displays instructions for video recording. Review these instructions carefully. Steps
include granting camera access, positioning your face in front of the camera, and recording
your answers to prompted questions.

e Record the video as per instructions, preview it if needed, and then submit once satisfied.
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@ 0.0020

Click the "START RECORDING" button and answer the questions hence forth.

START RECORDI

Additional Information:
1. Name BULBUL ROUT
2 Date Of Birth - 30-0

-1996

3 Video Verification Code 227

Instructions:

*Your face will be shown in the screen if environment is proper

Make sure that internet connectivity is available throughout the recording

Make sure that the video and audio being recorded are audible and visible clearly

ver the que!

n displayed above and click next button until you answer all the questions

4. Once the

juestions are answered you will get option to preview the video and audio that 1S recordec

Click on SUBMIT button once the process is complete

Note: Please note that your Video recording will be rejected if the video and audio are not clear.

Important Note

Note:

A Only applicant should appear for video verfication. Any impersonation or
identity theft 1s a criminal offence, liable for imprisonment and fine, under the

provisions of information Technology Act. 2000 and shall be dealt severely

by IDRBT
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Video Hecording Portsl

After recording, the user can preview the video and either re-record or submit it if satisfied. This
submission finalizes the video verification step.
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Vigeo Reoording Portal

Fross "RECORD AGAIN" 10 record agan or "SUBMIT" ta complets the process

g e T e LI
" JETHICH

Once submitted, the system processes the video and displays a confirmation message. This means the
video has been successfully uploaded.

NOTE: If the eKYC is approved within 48 hours, there is no need to record the video again — it will
be automatically pre-fetched. However, if the subscriber purchases a DSC after 48 hours of eKYC
approval, they will be required to record the video again.

e e e IDRBT LA SUBSCRISER FORTAL serricome 1 (s

. A Valadation Docurmmr s

Dodument 0%

Courtry ‘e Oy
Your Name

Supportrg Dovament Chpenss Fie Pt b thawen
Oy PO )

Wides Ventficatien O

Video Verficaon

They have to click on “Submit for verification, after which the setup will be completed and a pop up
message will be shown as below:

NOTE: If the eKYC is approved within 48 hours, there is no need to record the video again — it will
be automatically pre-fetched. However, if the subscriber purchases a DSC after 48 hours of eKYC
approval, they will be required to record the video again.
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B Dedbnue

. A Valdation Docurmm s
# pkoert & Sy

o Namasrvrn Doaument 0
Courtry Cny ue
Your Name R

Suppentng Decument Chpesn e i bls thasen
(nly PO e

Matage Orgs

Wides Ventficatien O

Mare LB NCrT

Vided Verfiaton

Q Setup completed successfully

L )
N |DRBT CA SUBSCRIBER PORTAL 707710096 1 | &
B Dushssend Dgital Certificate Details
Z Lyrosd A St AR
g Tareactinn Hoer gy @D EDCD DD Appsian T a
SiNe.  Apgbcrson 1D ( Dse Commman Karme S Velidty Ceritoxe Seaturs Bprylse  Acson
| ZJS-I'T‘) s wvll)ul oy Encrpncion  Class 3 m
2 S.fJIMu. ) . ﬁ.‘l'u!..‘l nouT Syromry - Coss 3 1 m
e e s IDRST CA SUBSCRIBER PORTAL 2077100995,1 | A°
B Dewtsian Digital Certificate Details
-“"' y EED OO OO fatmatun it Q Yo "
SNo.  Asplication D/ Duts Comemen Nueme § Vasdey Corttruen e baprgDes Acson
e T SRS =
2, B oo osi Ggnature - Clane $-1 =
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DSC Application Form

harety srart o comydy we Sactar 71 ot te Smrruess Tertwasogy Art, 2000, AVES prid ends #ie e actr sl s >

VoMo of 1 g a0 gl et g, By

4 et vesgrrridde wio of e e

One A v B g p— - -
—— ¢ oy —— IDRBT CA SUBSCRIBER FORTAL rarricosss 1 8
Digital Certificate Details

Agptnaturt Dvia

Upbsas! & Sgn

1pdee e

SNo  Appication 1D ) Date Common Narme ( akaey Centficne Sutes Expiry Qe Action
5354179 BULBLY. ROUT

1 > 3 - Encryption - Clins 3. [ Acoe |
17 Mo 2005 [ 145038 e

133488 BULBLL Wt
A i Sgnature - Ooss 3 1

111495 BULBLL ROLY
3 5 Sppature - Cioa 3-2. Facom }

N i J1LES 116064 2 Yes

Tots Cownt: 373

e s, Dwenbaad Cornificate

Apphcanon 1D
o0 18 pwrAN 01 110 AL TRaan 0 WERaT) ot Orwnin] O el
W Pt Ok et By Tobirn. T 3 wieh Tisten Gyivers, jheaie Fan (€ drvmn wef Indabed i+ yoer txryniter)
W Paren prrcees tn em1er the Sgtal nmAcate ashcaton € vt Drsresad P sttty wa 1 prar mrrsde ruthe or ey | repmeret e in Ocarrnad PN

— [ e

They have to enter details which they must have received in email
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4.4.4. Individual (Encryption + Signature)- Class 3

Purchase Digital Certificate Workflow
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Step 1: Select the Certificate Plan

Begin the process by selecting your desired DSC plan.

You will see available options such as "Individual(Encryption + Signature) - Class 3"

Review the plan details including validity, cost, and GST breakdown, then click "Next" to continue.

Purchase DSC X

. DSC Plans

Individual (Encryption + Signature)- Class 3 -1 Year v A
Selected Plan Details

Certificate Name Individual (Encryption + Signature)- Class 3
Certificate Validity 1 Year

Certificate Cost Rs. 6875.00

GST Exclusive(18%) Rs.1237.50

Final Price Rs.8112.50

e g

+ Select Payment Option

-

Step 2: Choose Payment Option
You are taken to a payment selection page.
Choose your payment option (for example, "SBlePay"), then click "Continue" to proceed.

Purchase DSC X

’ DSC Plans

H Select Payment Option

@ sBlePay

Continue CANCEL
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Step 3: Enter Payment Details

Fill out payment information such as card details or choose net banking/branch payment as per your
preference.

Check your order summary, enter all details correctly, and proceed with "Pay Now."

0SBlePay

Domtestic and Tnternacianal) 1 noas Cand bolder lues 1o eraitle dae cand (o0 sch waraaction By iy Bank Cand appdacanion of cootadt Mies Bauk deaach 1w erafile e Card Soe ( oo Presesn Tra

Payment Details

B3 Credit Card

rocsalar Banks .
Popular Bank Order Summury

a| lmemet Banking 4 | Omder No:
ALl Bankcs

call 711251 71038768
& SBIBranch Payment 1ePs fad
Meschant Name

multiAccoumtPayoat2
Use your GSTIN fur chaiming tput tax (Opthansl)

[ Arnunt 212,50
Processing fes X MNR
ST SIINR

Step 5: Transaction Success Confirmation

A confirmation screen is displayed with a green tick, showing your transaction ID, amount paid, and
payment mode.

Click the provided link to manage your certificate or continue with the next steps in the

issuance process.

o S 4 Ve I wgeane s
L L

Your Transaction Is Successful

Trarsaction (D @ cal75 1251716387648
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In this step, they must upload PDF copy of supporting documents and click on upload button

Record Video for IPV (In-Person Verification)

e After successful PAN verification, proceed to the video recording phase.

o The system displays instructions for video recording. Review these instructions carefully. Steps
include granting camera access, positioning your face in front of the camera, and recording
your answers to prompted questions.

e Record the video as per instructions, preview it if needed, and then submit once satisfied.

Video Recording Portal

Click the "START RECORDING" button and answer the questions hence forth.

START RECORDING

Additional Information:
1. Name BULBUL ROUT
2 Date Of Birth - 30-08-1996

3 Video Verification Code 227

@ 0.0020

*Your face will be shown in the screen if environment is proper

Instructions:

1. Make sure that internet connectivity is available throughout the recording

2. Make sure that the video and audio being recorded are audible and visible clearly

3. Answer the question displayed above

nd click next button until you answer all the questions

4. Once the questions are answered you will get option to preview the video and audio that is recordex

5. Click on SUBMIT button once the process is complete

Note: Please note that your Video recording will be rejected if the video and audio are not clear.
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Important Note

/ Note:

A Only applicant should appear for video verification. Any Impersonation or
identity theft is a cniminal offence, liable for imprisonment and fine, under the
provisions of information Technology Act. 2000 and shall be dealt severely
by IDRBT

9 Portal

Tt
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Video Hecording Portsl

After recording, the user can preview the video and either re-record or submit it if satisfied. This
submission finalizes the video verification step.

Video Reoording Portal

Fross "RECORD AGAIN" 10 recard agan or "SUBMIT" ta complete the process

A2

Once submitted, the system processes the video and displays a confirmation message. This means the
video has been successfully uploaded.

NOTE: If the eKYC is approved within 48 hours, there is no need to record the video again — it will
be automatically pre-fetched. However, if the subscriber purchases a DSC after 48 hours of eKYC
approval, they will be required to record the video again.
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NOTE 1): Two application ID’s will be appearing in the left side as this is a combination of two
certificates(Encryption & Signature)

NOTE 2): If the eKYC is approved within 48 hours, there is no need to record the video again — it will
be automatically pre-fetched. However, if the subscriber purchases a DSC after 48 hours of eKYC
approval, they will be required to record the video again.

e et st s teepeny  |WAHT CA SUBSCRISER FORTAL 20TII00M0E | | -

. A Valdation Docurmm s

Document O

Country ‘e Ony
Your Namee

Supportng Decument
Oy POF i

Vides Venficatien O

Videy Verfiomon

They must upload supporting PDF documents and click on upload. After which they can proceed to
record the video. Once recorded, they can submit the request for verification, by clicking on “submit
for verification”.
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. A Validstion Documents

Video Verification 0*

MNoyne BUCRA ROUT

Video Vertication  Video secording completed

THIOT Aifaemr

Cey Nerggere

Once the setup is completed, they will get a pop-up message as below:

Q Setup completed successfully

CERTIFYING AUTHORITY

-
0771009961 &

After is setup is completed, it will land into CA portal for approval. Till the time it’s not approved, it

will be in pending status.

e---—--v—
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They have to click on agree and sign

After clicking on download button, they will be getting the below page

e 0 San P eyt -

Important Notice

N ey

AppAcason D

-
v

v Doarroad M

- .
S

They must enter details (Appilication ID and Download PIN) which they must have received in email
and they can click on proceed button.

After clicking on proceed button , they have to enter Certificate Password,Mobile number.Subscriber
has to click on get OTP and have to verify the OTP.
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After entering the details, they can click on agree and download.
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Subscriber must insert token and have to select token type. They need to enter token password,
after which they can click on agree and download.
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Certificate Detalls

Certificate downloaded successfully...!
AppStation ID $354179

D Suscrider

Tk pou for downkoadieg & cerulficate o 1IDAAT eSign 0@t Serwmure Cortificate 'We sahon your eedhack 4nd comments oo avilalie 1o SRSer pou in ey of your quertes. DO Co0LKT us o the etk

4.5. Revoke Certificate

Revocation ensures that a DSC is no longer considered valid or trustworthy. This is crucial for
maintaining the security and integrity of digital transactions.

Common Reasons for Revoking a DSC

1. Compromise of private key — If the private key (used to sign documents) is lost, stolen, or
suspected to be compromised.

2. Change in user details — If the holder’s information (like name, organization, or email)
changes.

3. Misuse of the certificate — If it’s found that the DSC is being used for unauthorized or
fraudulent activities.

4. Employment or contractual changes — When the certificate holder leaves an organization or
their authorization ends.

5. Technical or administrative reasons — Such as issuing errors or compliance issues found after
issuance.

Once the certificate got downloaded, they can click on view button. Under which they will be getting
revoke certification option.
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Click on proceed, to revoke the certificate. Subscriber has to enter revocation reason from the list
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If unspecified has been selected, they will have to enter the remarks and then click on submit
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Once submitted successfully, they will be getting the below screen under manage certificate “view
option where they can see the status as “Revoke certificate request initiated”.

Certificate - Encryption - Class 3 - 1 Year

Select Plan
Application ID 5354179
Common Name BULBUL ROUT
Request Date 07-Now-2025 (14:50:24)
Signature Algorithm SHAZSGWIthRSA
Certificate Encryption - Class 3 -
Valid From O7-Now-2025 (18:52:32)
Validity 1 Year
Valid To 07-Now-2026 (23:59:59)
Expires In 362 Day(s)
Issuer CN=CA 2024
C=IN
Revoke Certificate request initiated -10-Noy. 2025 1556:53
Status -Pending

After this step, the request will land into CA Portal for approval.
Once CA will approve the request, the status of certificate will be changed to revoked.

5354179 BULBUL ROUT 07-Now-2026
Enayption - Class 3 - ...
O - D ... [ @ View

Yea

4.6. Suspend Certificate

Once the certificate got downloaded, they can click on view button. Under which they will be
getting suspend certification option. If the certification needs to be suspended for a particular time
period, the subscriber can go for suspend certificate option.
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Click on Proceed to suspend the certificate. Enter the suspend reason.

SUSPEND REASON

Suspend
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After this step, the request will land into CA Portal for approval.

THIOT Aifaemr

CERTIFYING AUTHORITY

e
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Once CA will approve the request, the status of certificate will be changed to suspend.

1114556 sULBLA ROUT
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4.7. Activation Certificate
Suspended certificate can only raise a activation request
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Click on view button , to initiate activation request for the certificate. Click on activation in the below

screen
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Enter the activation reason and click on submit

ACTIVATION REASON X

Activation

N

Once submitted, they can see the status under manage certificate section. Click on view button
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4.8. Reissue Certificate

After downloading the certificate, if the subscriber faces any issue with the certificate then they can
reissue the certificate.
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Once clicked in proceed, New application ID will be generated. After this, the new application will

land into CA portal for approval.

e o IDABY CA SUBSCREES POATAL

Click on submit for verification

Setup Certdficate - Encryption - Class 3 - 1 Year

207701 | AT

L. Apglicare Detalls = RSN
2. Setup Cort®icats [ - —-] et
VDN il
B 3 valditon ocumenes D
s
Cocument O* = veury
*Year
Courtry W5y g Camanpr Mot
Your Kame B BCuUT BULBILA ROUTY
Arien 1ot
Suppang Dot L .
ol POF S|
Vices Yertication ©9° e |
WaTe MU BT
Vite: Verfoaion Vo3 e BT BN g (v gdetid

Once approval is done, they must esign and download the certificate. After downloading the
certificate, the old application will automatically revoke and the new one can be used.

7046019 BULBUL ROUT Encrypgion - Class 3 - 10-Now- 2006

4.9. My Subscription

To purchase an eSign or DSC plan, the subscriber must navigate to 'My Subscription' and select the
'Purchase eSign' or DSC option. A list of available eSign or DSC plans will be shown. The subscriber
should choose a suitable plan based on validity and usage count.
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My Subscription eSign & DSC Plan: This section under 'My Subscription' displays the current status of
eSign or DSC Plan ,under eSign plan usage including remaining credits and validity period. DSC Plan
section displays all purchased DSC plans, their validity, and issuance status. It helps users manage their

subscriptions efficiently.
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4.10. Purchase eSign

PURCHASE ESIGN

. e-Sgn Plans

15 Trarsacnions - Rs.2345.00 v
Plan Name 15 Transactions
Plan Type Transaction
Base Price Rs. 2345.00
GST Exclusivey18%) Rs.422.10
Finat Price Rs.2767.10

« Select Payment Option

e o |

THIOT Aifaemr

CERTIFYING AUTHORITY

After selecting the eSign plan, the subscriber proceeds with the payment using available gateways.

Once the payment is successful, a confirmation message is displayed
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THIOT Aifaemr
CERTIFYING AUTHORITY

PURCHASE ESIGN

. e-Sign Plans

. Select Payment Option

O sBlePay

7

PURCHASE ESIGN

. e-Sign Plans

. Select Payment Option

@ sBlePay
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s Credit Curd

Popular Banks Order Summary
& lnternee Hank) Onder No
All Hanks X
CaDTIIZS IS0

oF S Bainch Payment A0S tack

Merchant Name

malitAcommPayout2
Ui yomr GSTIN for dlalming bpat (s (Optisaal)

oy Moy Anrsount 269,04
Processng Wy 5,50 INR
GST NR

P i T
B T —,

Your Transaction |s Successful

C 2004 TOROT - pratdiow for De

wte atud Pennarcht bt Harking Tetvrckagy
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4.11. Upload & eSign

To initiate document signing, the subscriber navigates to the 'Upload & Sign' section from the
dashboard. On this page, the subscriber uploads the PDF document they wish to sign digitally.

If the eKYC Pending , and they are trying to navigate Upload and Sign option. The below pop up will
appear. They have to complete eKYC Process.

e e ¢ S e v
——— - s et & b IDRNT CA SUBSCRIBER PORTAL M0S110083_ 16 | &

Select Document
1L b Biesdetiohs Your eKYC is currently incomplete. Please complete it to access eSign services

srrplete exY(

® Mgy Cortfhome

If the subscriber not purchased the any eSign plan and trying to navigate to upload & Sign, the below
pop up will appear.They can purchase the eSign plan from My Subscription.

e X -
S A — CIROT CA SUSSCRIBER PORTAL 0TV 009% ) | &

Select Documaent

eSign plans are either non-purchased or expired. Flease navigate to "My Subscription® and buy an eSign
plan for Signing
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N

After purchasing esign plan, the below page will appear

P e

R i 1DNET SUBSCMBSER PONTA A
Select Document v
[;:I Drag and drop your PDF file here to = PrerT——
upload SO
Once the document is uploaded, it appears in a preview section. The subscriber can review the
document before proceeding to sign it electronically.
:-‘:::'—.-.-::-':—'—‘:— DRBT SUBSCRIBER PORTAL mRrssany .

g — Sefect Document

& LUphomt & Sgn

)
Q vsign Tramactions Drag and drop your PDF file here to - Upioed PE
= Dex urmmes

Cormpbne #KYC upload

& Morage Confims

Wy Subiscription

= ]—‘] the-example_POF_1 W (1] pdt m
(e

AR Rupter Revarwed © JO04 DNET - st tidw ¢ Dwvwiopmeet arsl Bennarh o Rk Technsiogy

Clicking the 'Proceed' button takes the subscriber to the signature placement screen where additional
details are required for completing the eSign process.
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]
[ e — IDRRT aSign Pravew Docummsts 1 be sgred from
IDRBT

ey IS TR 0T et b

]

« D

l MR xS A

Lorem ipsum — Fpitee

Lorern graum dolor it amet, consestetur adpsecng s3on
e NenG a0 Tass s odio.

The subscriber must enter specific information such as Place/Location, Pages and Reason for signing.
The signature settings can also be configured here, such as placement coordinates. Clicking 'Save &
Proceed' saves the signature settings .User will be redirected to eSign gateway page and they wil have
to authenticate.

N @i st of R oty argetem s

i Bankig Techndogy | eSign Service

Your session will timeout in : 09:48

eKYC User Authentication
You are redirected here to authenticate for eSign of below document by IDRBT.

Authenticate using Aadhaar OTP linked with mobile to perform eSign.

English: | am the holder of above Aadhaar Number. | hereby agree to authenticate myself using Aadhaar through IDRBT and provide my
consent to collect my Aadhaar and biometrics / OTP, to retrieve my personal details along with my email ID/mobile number (if provided) from
UIDAI | understand the purpose as eS... more

They have to enter Aadhar number, OTP will be sent to the registered mobile number. The subscriber
must enter this OTP to confirm and authorize the eSign transaction.
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@ e et 4 Ve e g e i Serics

asgn Usar Authenbcation

s wrw tietanctsd Sers 10 mitteritoate by wfgn ! betes docsarwrt by IDRSY

ASP Name Trmection 10
Talithd MOIBXIcaPMIch iU Toceeld0 e

WKYT O @ mobile vertication QTP sent
1073542717 5

iy O m

W 57 socods

preem b muttserdraste e Hen Farsmetss ey atzoawm comilerrt e anc corfanm B actwgh e wrrm el cursifeng vl

VERIFY OTF AND PERFORM UDIGN

my Dutissuimt Agtastimit

After successful OTP verification, the document is digitally signed and a success message is displayed.
The subscriber can download the signed PDF immediately from this screen.

B P
B e I0RET SUBSCRIBER PORTAL AsaINT S

8 Deshtosn

7 Uphasd A Sgn

wlagn Niamannes
gt aK7
The Document has been signed successfully

& Vanage Cervhiae

Wy Subeorptin

Al Righors Bawervnl © 2004 1ORRT - beastinn frw Dowebagmarn sved Ressanth ot Sarking Tetmatagy

After clicking on download button, it will be downloaded as a zip file in downloads section.
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& > This PC > Downloads v G 2 Search Downloads
Name Date modified Type
VIO L IVLANIVEL L VWVLVLEAT 17U EVLD 1 L0 Appncauun
= f0c2f43606af49a1925f688ba3aebee2.zip 18-09-2025 16:08 Compressed

After extracting the zip folder, they can open the signed document PDF file as below

= meu QT Signed_focfa3sosafen. x|+ Gl ® #7  Signin =

Alltools  Edit  Coavert  E-Sign findtextortoos Q. B @ @ G5 AskAl A5
&@ Signed and all signatures are valid, ( Signature Panel

{Signed by:
‘Reason; est

Lorem ipsum

RS - |

Lorem ipsum dolor sit amet, consectetur adipiscing
elit. Nunc ac faucibus odio.

Vestibulum neque massa, scelerisque sit amet ligula eu, congue molestie mi. Praesent ut
varius sem. Nullam at porttitor arcu, nec lacinia nisi. Ut ac dolor vitae odio interdum
condimentum. Vi dapib dal ex, vitae malesuada ipsum cursus
convallis. Maecenas sed egestas nulla, ac condimentum orci. Mauris diam felis,
vulputate ac suscipit et, iaculis non est, Curabitur semper arcu ac ligula semper, nec luctus
nis! blandit. Integer lacinia ante ac libero lobortis imperdiet. Nuffam mollis convallis ipsum,

8C ~rrnmmenn none vunkhicids witan Mulls acab lueks in falic beirbimn frinnilla Marki cit amat

1o % AskAl Assistont .ot

4.12. eSign Transactions

The 'eSign Transactions' page shows a history of all eSign operations. Each entry includes transaction
ID, date, document name, and status. Subscribers can also download signed documents from this

page.

e i et

v [DRET SUBSCHEIER PORTAL 2075542717 & | &+
[T r— eSen Transactions m
& Uptost & W Friar fly OO TI0
e ate Dameney Transamon i ey Mok Viatea AN
62075 (31 IS0 ' DADORIIAMIT A IO T ccoe 314 b vor [ S | [ & Dot |

Total Coure Y /1

AR v Rrsat el T X004 TINET  foabbiste Ior Dovbagrors 4o Masaae bl o Bt berg Tortwes sr
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Under the eSign transaction filter, two options are available: Success and Failure. If a subscriber
completes the eSign process successfully, the transaction will appear under the Success filter. In case
of an unsuccessful attempt, the transaction will be listed under the Failure filter.

4.13. Purchase DSC

Purchase DSC X
. Q5 Plans
Spnature - Class 32 Year v A
Sefected Pan Detais
Certficate Name Sgnature - Class 3
Certficate Yid Ry 2¥ew
Cemfcate Cost f5. 10600.00
GST Exclushont e} Rs. 28800
Final Poce M5.188R.00
=N -
Seact Payment Opnor

Purchase and Activate DSC — Step-by-Step
> Select and Purchase DSC Plan
e The subscriber navigates to the "Purchase DSC" section and chooses the desired certificate
plan (e.g., Signature - Class 3, 2 Year).

Purchase DSC
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e After clicking "Continue," the subscriber selects a payment method and completes the
transaction using the available gateway (credit card, net banking, etc.).

cards (physical and virtual) shall be enabled for use only at contact-based points of usage [viz. ATM's and Point of Sale (POS) devices] within India. For card not present (Domestic and International)

Payment Details

E= Credit Card

Popular Banks Order Summary
& miemet Banking 4 Order No.:

All Banks ca241025215319017
& SBIBranch Payment SBlcPay Test Bank i

Merchant Name:

multiAccountPayout2
Use your GSTIN for claiming input tax (Optional)

Pay Now Amount: 1600.00
Cancel

Processing fee: 8.50 INR

GST: 1.53 INR

Total: 1610.03 INR

APM ID: PG_TRANS 396

e On successful payment, a confirmation message is displayed, and the certificate will appear
in the user's "Manage Certificate" section with status as "Pending".

A AT d Do e m g
R L ]

Your Transaction Is Successful

Transaction 1D £ ca241025215319017
Date and Time : 20251024 21:56:32
Amount : 1600 INR.

Payment Mode : NB

Al Rights Reserved. © 2024 IDRBT - Institute for and Ry in Banking Y Y

4.14. DSC Setup and Document Upload
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e The subscriber must now set up the certificate by clicking "Setup" next to the purchased
plan in "Manage Certificate."

e All personal and certificate details are fetched automatically from eKYC and the purchase
record. The subscriber reviews and confirms the details.

8 Owhbosd Setup Certificate - Signature - Class 3 - 2 Year

PP
7 Uplowd &5 * 1. Applicant Details [ coonns Bl Roquest Details

. 2. Setup Certificate

Common Name * KARTHICK G Organization PERSONAL
Mobile / Phone BISAN6750 Country India
Postal / 2P Code 41020 Suate Tomil Nadu Common Name
KARTHICK G
Town / Gty / District Coimbatore Request Stahis
Fresevs s

e They then proceed to upload required supporting documentation, (PDF only), by selecting
and uploading the document file.

e If eKYC approval was granted within 48 hours previously, video verification may be auto-
fetched; otherwise, click “Record Video” to add new verification footage as required by
compliance.

Once video is uploaded, submit for verification.

B Oadboard Town / Clty / District Connbatice

7 Upoed & 5ign

. 3, Validation Documents

Document 0%

Country ' oy Combatons
Your Name KANTIOCK O

HEM Daclaration Latter Chooe e No M choser
{Only POF Nie)

Video Verification 0*

Harre KANTHICK

Video Verifeation Video recording (ompleted
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Town / Cty / District Orbwiore

. 1 Vahdaton Documents

Document 0

Country ’ Cny
Your Name

HM Declatalion | etter 1A
100y PO o

Video Veriiation 0%

Video Verthation Vi (e srifleg rmyswned

4.15. Submit for Verification

skl ) 1 Cote a0 Watn

777
[+ fgiar ) FETOT A
. é’ CERTIFYING AUTHORITY

[ ——]
D

e After successful document upload and video verification (if required), the subscriber clicks on
"Submit for Verification." A confirmation will be shown that setup is completed successfully.

After setup , they will be receiving a mail confirmation.

N s o e vy e TUN T WY ML TR T Y

Document O*

Your Name NARTHICK G

HSM Declaration Dowiilonn & View &

Country Inda Ciry

_

Colmbatone.

Letter
(Only POF file)

Video Verification O*

a Setup completed successfully

Name KARTHICK §
Video Video recording completed
Verification

4.16. CA Approval

e Therequest is forwarded to the Certifying Authority (CA) for verification and
approval of the application and uploaded documents.
e Once approved, the status will update; the subscriber needs to log in again to

proceed.

4.17. DSC eSign and Certificate Download

e After CA approval, the subscriber logs in and completes the final eSign for the DSC as

per instructions.

e Once eSign is complete, the digital certificate is available for download from the

"Manage Certificate" section.

(900 1DeY D00 (Do) 1D0eY) (Do) (D0 oY (Dol Do oY (Do Do oY (Do
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