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NOTE: The procedures mentioned in the document is applicable to Bank Gateway/offline/online servers. Apply Class 2 Signing and Encryption Certificates for offline/online branch server and Class 3 Signing and Encryption Certificates for Bank Gateway. Kindly check and confirm the IFSC code for each server before submitting the request.

1. Applying Signing Certificate from Browser for Servers

The Digital Certificates have to be applied as per the instructions given by the RA Office to the Subscribers.  Non Smart Card Signing Server Certificate of type class 2/3 has to be applied through browser.  After the offline procedures, the Subscriber has to fill four online forms in the respective login of the corresponding RA Offices. Below (Fig. 01) is the last individual form 4 of 4 where the Certificate details have to be given:
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Fig. 01
· The name should be the Branch Server name, which should not contain any numeric and special characters for example “SBIN0123456”.

· Email address may be the corporate Email ID to be decided by the individual filling up the form preferably branch email ID or official email ID.

· Organization may be the Bank’s name.

· Organization unit name may be the department name for example “CPPD, DIT, Systems etc.,”. Comma and other special characters should not be given.

· Fill locality and state as per the location of your organization. Comma and other special characters should not be given.
Verify your details and proceed to generate key pair through browser utility (Fig. 02). Select Microsoft Base Cryptographic Provider and click ‘Generate Keys’.  The application will generate a request number, which is required to download the certificate to the browser after certificate issuance.  For this purpose follow the manual given by your RA Office.
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Fig. 02

Note:   Initially the Signing Certificate has to be kept in the browser so that the Encryption Certificate can be downloaded by using the Signing Certificate.  The instructions for “how to apply for the Encryption Certificate and downloading the same to the local disk” is given below.

2. Apply and download the Encryption Certificate (.p12/. pfx)

The offline procedure to apply for the Encryption Certificate will be same as per RA office instructions provided to you.  Here the user has to fill the same three online forms as he did earlier for the Signing Certificate (he may use his login name for getting the Encryption Certificate).  The form 4 of 4 has to be filled as given in the following window (Fig. 03):
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Fig. 03

When subscriber selects the Encryption Certificate he will get the following message (Fig. 04).
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Fig. 04
Click OK button to continue.  The earlier Signing Certificate will be used to download the Encryption Certificate as mentioned above.

The Subscriber has to fill the same information as earlier for Signing Certificate as mentioned in above section.  IDRBT CA will generate the encryption key pair. The user will not be prompted to generate key pair. The request number will be generated for the corresponding certificate request.  The Subscriber has to check the status of the request to download the Encryption Certificate.
3. Downloading  Server Signing Certificate

· Click on “Certificate Management” link, select the Registration Authority, as the case may be, and log-in using User ID and Password.  Then, click on “View Status” on the top menu and give the request number and click the “Submit” button.

· If the Certificate is issued by IDRBT CA, the Certificate will be available for downloading.  The status of the Certificate will be shown as follows:

<Click here to view the generated Certificate and download…….>

· Click the request number to download the Server Signing Certificate.

· Then “Terms and Conditions” screen will appear.  Click on “I agree” button.  The Certificate details will be shown.

· Select “Browser/Token (Smart Card)” and click on “Download” button.

· Then, click on “Accept Certificate” button.

· Then, message stating successful download of the Certificate will pop up.  Click OK.

Now, the Server Signing Certificate is downloaded to the Browser.  Please note that Server Signing Certificate will be required to download Server Encryption Certificate.
4. Downloading the Encryption Certificate
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Fig. 05

The Subscriber has to give corresponding Encryption Certificate request number to get the generated certificate as shown in the above figure (Fig.05).  If the Subscriber is having the Signing Certificate in the browser, he has to click sign and send which will result in the following window (Fig. 06) to select the Signing Certificate.
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Fig. 06

After selecting the corresponding Certificate it will prompt for downloading the Encryption Certificate (Fig. 07). Click ‘Download’.
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Fig. 07
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Fig. 08

After clicking the Download button and accepting terms and conditions, above window (Fig. 08) will appear. Subscriber has to download the file by selecting “Download as a file” option button. After pressing the download button it will prompt to save encryption certificate (Fig. 09):
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Fig. 09

Select “Save this file to the disk” option.  
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Fig. 10

Note:   Subscriber has to give the file name as defined by them with extension .pfx and set the file as type “All Files”.  

5. Exporting the Signing Certificate as .pfx File
Important:

The Signing Certificate should not be kept in the browser for SFMS application. It has to be exported to the local disk and the same should be deleted from the browser. 

Go to Internet explorer > Tools > Internet Options > Content tab > Certificates button as given below (Fig. 11):
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Fig. 11
After clicking Certificates button, the following window (Fig. 12) will appear where the user has to select the Signing Certificate. Click Export button to proceed.
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Fig. 12
After clicking the Export button, the following Wizard (Fig. 13) will popup and proceed by clicking Next button.
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Fig. 13
Subscriber is requested to read the instructions given in the below wizard (Fig. 14).  Subscriber has to choose the “Yes, export the private key” option for its safe storage in the local disk or other media and proceed further by clicking Next button.
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Fig. 14
In the below wizard (Fig. 15) it asks for different options. “Enable strong protection” will be checked by default.  We suggest you to keep it as default and after getting the same certificate with a new password the same can be deleted from the browser after confirmation of the successful download. 
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Fig. 15
By clicking next the following window (Fig. 16) will be displayed.
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Fig. 16

Provide the new password and confirm it to enable strong protection to your key pair.

Note:  Blank passwords are also accepted. It is suggested to give password of reasonable length.
After giving the new password press the Next button. The following Wizard (Fig. 17) will popup asking for the path to store the Certificate.  User can select the path where the Certificate has to be stored.
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Fig. 17

After storing the Certificate in path specified, click Next button.  Click Finish button (Fig. 18).
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Fig. 18
After clicking the Finish button in the above window, the following window (Fig. 19) will popup. Click OK.
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Fig. 19

The export successful message will be displayed (Fig. 20).
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Fig. 20

6. Procedure to Change the Password for Private Key Certificate  ( .pfx)

(.pfx) file contains the Private key as well as the Public key. The Encryption Certificate and the Signing Certificate remains in the same format i.e., (.pfx). Only the difference in their Key Usage extension given in the certificate. For Signing Certificate the Key Usage is “Digital Signature” and for encryption certificate it is “Key Encipherment”.  This procedure to change password is the same for both type of Certificates as it carries same extensions and same steps.

Note: In case of Signing Certificate, user himself assigns the password during the export of the Private Key and in case of Encryption Certificate, user receives password from the Registration Authority.  During the initial change of password of Encryption Certificate user has to provide the password received from the Registration Authority. 

The Certificate in the (.pfx) format should be installed on the browser.  For changing the password the following procedure should be followed:

Double click on the Certificate file (.pfx). On double clicking, the following window (Fig. 21) will appear or we can go through Import wizard (Fig. 12).
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Fig. 21
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Fig. 22

To continue to the next window click on the “Next” Button. After clicking, you will view the ‘Certificate Import Wizard’ window (Fig.22) and proceed by clicking Next button.  In the window (Fig. 23), 

· Type in the password given by user if it is Singing Certificate. 

· But if it is Encryption Certificate, supply the password given by the Registration Authority.

Important: Please do not forget to check “Mark the private key as exportable” and “Enable strong private key protection”.  After checking the box, click on the “Next” button.
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Fig.23

On clicking the “Next” button, “Certificate Import Wizard” window (Fig. 24) will appear.  In that window, select the option button ‘Automatically select the certificate store based on the type of certificate’. After selecting the option button, click on the “Next” button.
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Fig. 24

On clicking the “Next” button, “Certificate Import Wizard” window (Fig.25) will be displayed. Click on the “Finish” button.
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Fig.25

On clicking the “Finish” button, the following window (Fig.26) will pop up. This windows state that “The import was successful”.  Click on the ‘OK’ button.
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Fig.26

Stepwise Procedure to copy the Private Key file with different Password:

To view the certificate from the browser root store. Select Tools -> Internet Options…-> Content tab -> Click Certificate Button (Fig.27).
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Fig. 27

On clicking “Certificates…” button it will show the following window (Fig.28). In the window, select your corresponding certificate then Click on “View” button. 
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Fig.28

On clicking the “View” button in window (Fig.28), a window (Fig.29) ‘certificate’ will pop up. Click on the “Details” tab. 
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Fig.29

On clicking the “OK” button, a window (Fig.30) with following details will be displayed.

[image: image32.png]EX

ates

21|

iendedpurposes [ <Al

|

Personal | other Pesple | Intermediate Cerication Authorties | Trusted Root certicator 4| |

Issed To Issued B Expiratio... | Friendly Name | &)
Elca operator IDRBT Certifying Auth... 03-52p-03  CA Operator's I
(Eritin IDRET Certifying Auth... 31-8ug-03  <None>

[EJPRADIP KUMAR SA...  IDRET Certifying Aut... 11-Aug-03  PRADIP KUMAR

Era Adnin IDRET Certifying Auth... 03-5ep-03  RA Admin's IDRE,

Elra operator IDRBT Certifying Auth... 03-52p-03  RA Operator's I
ERsjesh Mohanty IDRBT Certifying Auth... 30-Jun-03  Rajesh Mohanty'
(Elrajest2 IDRBT Certifying Auth... 02-5ep-03 _ <None>

(Elrest1 IDRET Certifying Auth...  31-8ug-03  <hone>

Import Export Remave

advanced.

Certficate ntended purposes

Secure Emal





Fig.30

You can again follow the Export procedure

[image: image33.png]Welcome to the Certificate Export
Wizard

This wizard helps you copy certficates, certicate trust
lsts and certicate revocation s From a certficate.
store to your dis.

A certiicate, which s ssued by a certfication authority, is
 confirmation of your dentity and contains nformation
Used to protect data o to establsh secure network.
cannectians. A certficate store i the system area uhere:
certicates are kept.

To continue, cick Next

s ) concel





Fig. 31

On clicking “Next” button in the above window (Fig.31), the following window (Fig.32) will pop up.  In the window, select the option button ‘Yes, export the private key’ and then click “Next” button.
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Fig.32

A window (Fig.33) will be displayed.  Select the option button “Personal Information Exchange – PKCS#12(.PFX)”. In that option button, click on the check box “Enable strong protection (requires IE 5.0, NT 4.0 SP4 or above)” and then click on “Next” button.
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Fig.33

On clicking the “Next” button in the above window (Fig.33), a window ‘Certificate Export Wizard’ (Fig.34) will be displayed.  Here in the window you can assign the new password for your private key certificate, confirm it by typing the same password, that has been entered in the above password column and click on “Next” Button.
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Fig.34

A window ‘Certificate Export Wizard’ (Fig.35) will be displayed.  In the window, you have to assign a file name and the location to store it. You can overwrite the existing file in the same location also. After assigning and storing, click on “Next” button.
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Fig.35

On clicking the “Next” button in the above figure, a window (Fig.36) will be displayed. Specify the path where the file is to be exported and then click on “Next” button.
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Fig.36

On clicking “Next” button, a window (Fig. 37) will be displayed. Click on the “Finish” button.
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Fig. 37

On clicking the “Finish “ button, a window (Fig. 38) will be displayed.  Which states that ‘The export was successful’.
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Fig. 38

7. Remove the Certificate from the Browser

As per the earlier steps, get the figure (Fig.30) select the file and click on “Remove” button.
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Fig.30

On clicking “Remove” button, a window (Fig.39) will be displayed. Click on “Yes” button.
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Fig. 39

It deletes the earlier certificate with old password.

Now please follow the similar setup to install the new certificate with the new password as given in the first point if required to install in the browser.
8. Extraction of Public Key using browser utility

Procedure will be similar to extract public key only as defined in the export option steps

Now select “No, do not export the private key” in the below window (Fig. 40) and click Next.
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Fig. 40
After clicking Next button in the above window, Certificate Export Wizard (Fig. 41) will appear. Keep the options selected as default in the window and click Next.
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Fig. 41

After clicking Next button in the above window, please specify the path where the Public Key has to be stored safely in the below window (Fig. 42) and click Next.
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Fig. 42
Click the Finish button in the below window (Fig. 43).
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Fig. 43
After clicking the Finish button, a window (Fig. 44) giving the confirmation that “The export was successful” will appear.
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Fig. 44

This indicates you procedure to extract Public key only from the Browser’s store, which contain the both key pair. This Public key is stored with (.cer) extension by default or you can save by (.cert).  

Note:  After extracting the Public Key and storing the certificate (Public as well as Private Key) in a different location or any other media.  You can delete the Certificate from the browser as mentioned above procedures.

Before implementation these certificates (.p12/. pfx) files are to be split. Follow the instructions for SFMS_Split software which can be downloaded from Certificate Management > User Tools of https://services.idrbtca.org.in/ 
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