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1. Introduction

Reserve Bank of India has circulated checklist for Real Time Gross Settlement (RTGS) participants and this document gives the information regarding renewal of digital certificates for RTGS application.  

2. Procedure for obtaining Digital Certificates for RTGS Application 

· Digital certificates will be issued to the server, which hosts the RTGS application.

· For obtaining the digital certificate the bank/financial institution/ organization must authorize an official in charge of the RTGS Server. 

· The authorized official has to apply for Class 3 Signing and Encryption certificates along with the documents mentioned in sections 3.1 and 3.2. 

2.1. New applicant* of RTGS Application

The applicant has to present himself before Registration Authority (RA) Office i.e. IDRBT RA along with relevant documents as mentioned below. 
· Duly filled application form (given in Appendix-1)
· Original copy of any one of the following photo identification documents (along with a photocopy)

· Passport

· Voter’s ID

· PAN Card

· Driving License 

· Any other photo identity document issued by government

· One passport size photograph pasted on application form
· Floppies to copy the certificate request and certificates
· Duly filled Appendix –3 (RTGS DN field details) with attestation from RBI official
Procedure for creating request and applying online is described in detail in Appendix-4.
* New applicant means an authorized official, who is applying afresh for new certificate, 


or

An authorized official, appointed newly in place of earlier official who is in-charge of server.

2.2. Existing Subscriber of RTGS Application

An authorized official already holding the responsibility of the RTGS server in his organization and is assigned the UserId by RA office has to submit following documents to IDRBT RA Office:

· Duly filled application form as per Appendix-1. 
· Copy of the RTGS DN field details attested by RBI official (earlier)

· One passport size photograph pasted on application form
· Photocopy of the photo identification document
Personal presence in front of RA is not required in this case. 

The procedure for creating request and applying online are described in detail in Appendix-4.

3. Price

Payment for the digital certificates has to be made prior to the issuance of certificates. The digital certificate fee details are as under:

	Certificate type
	Amount (Rs.)
	Admin. Charges
	Total (Rs.)
	Validity 
	Usage

	Class 3 Signing
	10,000/-
	500/-
	10,500/-
	1 year
	For Server

	Class 3 Encryption
	10,000/-
	500/-
	10,500/-
	
	

	Total (Rs.)
	21,000/-
	


Modes of Payment:

1. Demand Draft drawn in favour of “IDRBT-CA” payable at “Hyderabad” or    

2. Electronic Fund Transfer (EFT) details:

Beneficiary Name  : IDRBT – CA

Bank Name             : UTI Bank Ltd.

Branch                     : Jubilee Hills

A/c No.                    : 030010100282383 

A/c Type                  : Savings

MICR Code             : 500211004


(Note: After making payment by means of EFT, you are requested to send us a confirmatory note containing details of payment.)
4. Distribution of Digital Certificate 

The digital certificate issued for RTGS subscribers will be taken on media (on floppy) after the verification by IDRBT RA Office and issuance by IDRBT CA. The certificate is to be uploaded on smart cards/HSM using utility provided by RTGS vendor.

5. Revocation of Digital Certificate

A certificate shall be revoked when the information in the certificate is known to be, or suspected be, inaccurate or when the private key associated with the certificate is compromised or suspected to be compromised. This includes situations where:

· The subscriber loses relevant privileges;

· The information provided by the end entity is inaccurate, e.g. when the owner of an identity certificate change their name

· The subscriber changes his organization

· An end entity makes the request for the revocation

· Any other reason that may be reasonably expected to affect the integrity, security, or trustworthiness of IDRBT CA Digital Certificate
· The Subscriber has breached or failed to meet their obligations under this CPS or any other agreement, regulation or law which may be in force

· Any other circumstances which shall be determined by rules and regulations to governing law
A revocation request can be initiated by the holder of the certificate by filling up the revocation form as per Appendix - 2 and forwarding (by fax/courier/post) the same to IDRBT RA Office for further course of action. 

NB: If the revocation of the certificate is initiated due to the negligence or any fault from the user, the certificate fees will be levied for the new certificate application. 
Appendix - 1

APPLICATION FORM FOR ISSUE OF DIGITAL CERTIFICATE

can be downloaded from :

http://idrbtca.org.in/ ( Downloads (On Internet)

http://10.0.65.65/ ( Downloads (On INFINET)

Appendix - 2

CERTIFICATE REVOCATION/SUSPENSION/ACTIVATION FORM

can be downloaded from :

http://idrbtca.org.in/ ( Downloads (On Internet)

http://10.0.65.65/ ( Downloads (On INFINET
Appendix - 3

RTGS SERVER DN FIELDS DETAILS

(To be sent to IDRBT CA Office, Hyderabad, Fax no. 040-23536297)

Details of DN Fields for RTGS Server Certificates to be mentioned below

Signing Certificate/Encryption Certificate:

Note: 

1. DN field details must be same in both Signing and Encryption certificate.

2. The common name should not contain any space or special characters.

3. E-Mail ID should not contain any space.

4. Please leave one block for one space if required for other fields.

5. If Country name field “C” mentioned as India, it will be mapped to “IN”.

6. The details are case sensitive.

7. Type or print on computer to avoid spelling mistakes and improve readability.

	Common Name (CN)
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	E-Mail (E)
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Organization (O)
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Organization Unit (OU)
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Locality (L)
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	State (S)
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Country Name (C)
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	


(Signature of the Applicant)

Certificate field details given above are verified for their suitability in RTGS application and applicant may be issued RTGS server certificates as per IDRBT CA procedure.

(Signature of RBI Officer – RTGS Implementation)

(With Office Seal)

Appendix - 4

Stepwise procedures for requesting a digital certificate:

1. Procedure to generate the Certificate Request

· The applicant will generate a certificate request in the server in HSM or Smart Card using the utility (CRYPTO TOOL) provided by RTGS vendor. Please follow the RTGS document for the request generation process.

Note: Use only alphabets and numerals (no special characters, no spaces, no underscore) in CN. For Example: CN should be 
<RTGSIFSC0000000> i.e. RTGS<IFSC Code for your Bank><Bankcode>

Please follow the instruction in Appendix –4.

· The certificate request, which is in PKCS#10 format, will be copied in floppies. The content of the request should be pasted through IDRBT CA online application for getting the digital certificate.

· The applicants will then apply for Class 3 Signing and Class 3 Encryption Certificates for RTGS server through IDRBT CA Certification Services choosing their RA Office as per section 2 and will paste the request generated in the corresponding field. 

· The applicant will download the Certificate on local/floppy disk after the issuance by IDRBT CA (refer Section 3). The certificate is to be uploaded on smart cards/HSM using utility provided by RTGS vendor.
2. Online request
After generation of PKCS#10 request, the applicant has to login to the IDRBT site through https://10.0.65.60/  (on INFINET) or https://services.idrbtca.org.in/ (on Internet).

Fig 1 shows the home page of IDRBT CA Services
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Fig-1
Click on “Enter Subscriber Website”, which will direct you to the main page of Subscriber’s site and select “Get a Digital Certificate” link. Click “Login” button to enter into the page where you can select the Registration Authority (RA) from the list of RAs as shown in Fig 2. 
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Fig-2

Select the RA office from which you have obtained the User ID and Password and click “Submit” button. This will guide you to the login page where you are prompted to enter the UserID and Password as shown in Fig 3.

[image: image3.png]=181.x|

Fie Edt Vew Favorkes Took Help
ok - = - D [ 4| Qewch (irevorss Gveds 3| By b 1 ] PR ¥

Acdress [] https:10.0.65.60/5ubscrier]Subscrber GetCertfcateflogn.jspRACODE=IDRETRADZBent=5tsubit x=G7tsubmit y=17 ] @G0 | Links |
Google- [ =l Gpseachwet < | B | PR Dhiboced ol [ | Fdostons 2
“Doshir - |[Enerseachwodsbere ]| Search

Controlle of Certifying Authorites,
Govermment ofindi.

Februan 29, 2000 Login Details

Registration Authority
Get a Certificate
Enter the User ID and the Password given by the Registration Authority
Certificate Management

Downloads Usentd

Password:

~Login " Reset

1£you don't have credentials for acoessing these sies and you believe you

Should have them, please contact sasaniceidibtanin

Eloone [ 3 [@ itemet
st | & 10 =3 F) 7| e B .| G| .| B B0 [[EL [¢ ENBDE IS B sisen





Fig-3
Enter the User ID and Password given to you and click “Login” button. If you had already applied for a certificate, the details will be displayed as given in Fig 4. If you are a new applicant, fill the individual details spread across four pages as in Fig 5.
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Fig-4
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Fig-5
Click on submit button to proceed further to the next page as given in Fig 6. 
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Fig-6
Select Certificate type as “Signing Certificate” and Certificate class as “Class 3”. Fill the details of your RTGS server. 

Note: You have already generated PKCS#10 Certificate request using the utility provided by vendor on your RTGS server. Check the ‘Yes’ radio button as in Fig 7 given below and click “Next” to proceed.
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Fig-7 
You can view all the details, which you have filled as shown in the Fig 8.
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Fig-8

Click “Next” button to proceed further and will take you the page where you can paste the PKCS#10 certificate request as shown in Fig 9.
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Fig-9

Copy the entire content of your .req file starting from -----BEGIN CERTIFICATE REQUEST----- to -----END CERTIFICATE REQUEST-----, and paste it in the space provided. Click on “Submit PKCS#10 Request” button. If the request is in correct format, it will give you a request number as given in Fig 10. You can note down this request number for further course of action.
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Fig-10.

Encryption Certificate Request:

For applying Encryption certificate, login with the userid and password and select Encryption certificate from the Certificate type (Fig 11). Make sure to fill the same details as you have filled for signing certificate. You will get another request number pertaining to encryption certificate request.
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Fig 11

IDBRT CA will issue the certificate for your certificate request. 

3. Downloading Certificate

After the certificate is generated you can download the same. You can check the status of the request by querying your certificate request status by clicking the “Certificate Management” link in the homepage of IDRBT CA’s website (https://10.0.65.65/ on INFINET or https://services.idrbtca.org.in/ on Internet). You should login to the site by selecting the RA Office and click “View Status” on the top menu and enter your request number. The status of your request will be displayed as given in Fig 12.
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Fig-12

If the status of the certificate request is “Certificate Generated”, click on the highlighted link corresponding to your request number to proceed for download. On clicking the link, it will prompt you to agree with terms and condition of IDRBT CA. Proceed further by clicking the “I Agree” button. This will guide you to the page where you can download the certificate after viewing the details as shown in Fig 13.
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Fig-13

Select the second option to download the certificate as a file. You can save the file by clicking “Download” button, as given in Fig 14. 
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Fig-14

Assign the name to the file and save it to disk as “Security Certificate” type. This file will be saved with .cer extension by default. 

Downloading of Encryption certificate

For downloading encryption certificate, use the signing certificate on smart card as shown in fig 15 and fig 19.
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Fig 15
NOTE: Please check your browser setting before downloading the Encryption certificate.  Tool > Internet Option > Security > Custom Level > “Please Enable first four option for Activex Control”. Click ok and come out of the dialog box.
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Fig 16

Please select the Certificate from the above dialog box, which has got access to the Smart card certificate. You have to use your Smart Card based certificate to sign the information to obtain the encryption certificate.

Note: If the applicant do not have Signing Certificate in the Smart Card or Certificate in the Smart card is not responding to download the encryption certificate, in that case the subscriber has to send self signed FAX request to IDRBT CA office mentioning the reason of problem with the userid and request number in the letter.
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Once the Signing with the Smart Card is successful it will prompt you to download the Certificate as given above fig.  Please read the instruction for downloading the Encryption certificate as a file as given in the fig below.
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Fig 17
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Fig 18
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Fig 19

Note: Password for the Encryption Certificate, contact to IDRBT CA office

For more details contact:

cahelp@idrbt.ac.in 

http://idrbtca.org.in/ (On Internet)

http://10.0.65.65/  (On Infinet)
Telefax: 040-23536297 (Direct)

Ph: 040-23534981-4 Extn- 5217/5216










GUIDELINES FOR OBTAINING


DIGITAL CERTIFICATES FOR 


RTGS PAYMENT INTERFACE SERVER


(For those who have opted IDRBT as Registration Authority)


(IDRBTCA/DOC/RTG/GLN/1.1)


�





IDRBT


Castle Hills, Road No. 1


Masab Tank, Hyderabad, Andhra Pradesh – 500057, India


Ph: 040 23534981/23534982 Fax: 040 23535157/23536365


Email: � HYPERLINK "mailto:cahelp@idrbt.ac.in" ��cahelp@idrbt.ac.in�


� HYPERLINK "http://idrbtca.org.in/" ��http://idrbtca.org.in/� (Internet)


� HYPERLINK "http://10.0.65.65/" ��http://10.0.65.65/� (Infinet)








Note:


The DN fields should be same for both Signing and Encryption certificates.


As mentioned in Appendix - 4
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