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Preface:

Certifying Authority (CA) is a body that fulfills the need for trusted third party services
in Electronic Commerce by issuing Digital Certificates that attests to some fact about
the subject of the certificate. A digital certificate is a digitally signed statement by a
CA that provides independent confirmation of an attribute claimed by a person

offering a Digital Signature.

For securing the transactions through INFINET, IDRBT provides high end Public Key
Infrastructure (PKI) based services and solutions to individuals, organizations as well
as governments that enable trust and security. IDRBT has set up a high-end, global
standards- based processing Center at its campus at Hyderabad, capable of issuing
thousands of Digital Certificates, an important component of PKI. As a licensed
Certifying Authority by the Controller of Certifying Authorities (CCA), Government of
India, IDRBT CA will issue, administer and revoke the digital certificates over
INFINET.

This manual will give you information about, the procedures for managing

Registration Authority services of IDRBT Certifying Authority.

About This Manual

Typographic Conventions

Convention Meaning

Select Use the arrow key or mouse to select an item on the menu, a

field in a window or an item in the interface.

Click Press the primary mouse button once. The primary mouse

button is typically the left button.

Italic

Bold Lettering Words in bold face type represent application’s functionalities

name, important notes, hints, paragraph headings.
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What is in this Manual?

This manual introduces the krust PKI Services by IDRBT Certifying Authority and
helps you by providing all the information to carry out the procedure for Certification

Services.

Chapter Description

Chapter 1 Introduction

Chapter 2 Getting Started

Chapter 3 Operational Guidelines for RA Administrator

Chapter 4 Operational Guidelines for RA Operator

Appendix 1 Getting Started in COVE

Appendix 2 Installation of Cyberflex Smart Card Reader Utility software
components

Getting Help:

If you have any questions that were not answered in this manual, please see the

following source for additional help.

Contacting IDRBT CA Technical Support:

i-trust PKI Customer Services team is committed to supporting the users. If you have

any questions, reed additional assistance, or encounter a problem, please contact

the following:
IDRBT CA
i-trust PKI Services Support Team
INFINET http://idrbtca.org.in/ , http://infinet.org.in/
INTERNET http://www.idrbt.com/
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E-mail caservice@idrbt.ac.in
Telephone +91-40-3534981/82
Fax +91-40-3535157

We Welcome Your Comments
Our support is committed. Please include the following information, when you

contact us:

Your name, company/organization name, job title, phone number and e-mail

address

Send us e-mail at:
caservice@idrbt.ac.in

Or, you can write us at:

The CA Administrator,

IDRBT

Castle Hills, Road #1, Masab Tank,
Hyderabad — 500057, INDIA
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1. Introduction

1.1. Introduction To Public Key Infrastructure

1.1.1. Internet Security Issues

All communication over the Internet uses the Transmission Control Protocol/Internet
Protocol (TCP/IP). TCP/IP allows information to be sent from one computer to
another through a variety of intermediate computers and separate networks before it

reaches its destination.

The great flexibility of TCP/IP has led to its worldwide acceptance as the basic
Internet and intranet communications protocol. At the same time, the fact that
TCP/IP allows information to pass through intermediate computers makes it possible

for a third party to interfere with communications in the following ways:

Eavesdropping. Information remains intact, but its privacy is compromised.
For example, someone could learn your credit card number, record a
sensitive conversation, or intercept classified information.

Tampering. Information in transit is changed or replaced and then sent on to
the recipient. For example, someone could alter an order for goods or change
a person's resume.

Impersonation. Information passes to a person who poses as the intended
recipient. Impersonation can take two forms:

o Spoofing. A person can pretend to be someone else. For example, a
person can pretend to have the email address biju@idrbt.com, or a
computer can identify itself as a site called www.idrbt.com when it is not.
This type of impersonation is known as spoofing.

o Misrepresentation. A person or organization can misrepresent itself.

For example, suppose the site www.idrbt.com pretends to be a furniture

© IDRBT, 2002 1
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store when it is really just a site that takes credit-card payments but

never sends any goods.

Normally, users of the many cooperating computers that make up the Internet or
other networks don't monitor or interfere with the network traffic that continuously
passes through their machines. However, many sensitive personal and business
communications over the Internet require precautions that address the threats listed
above. Fortunately, a set of well-established techniques and standards known as

public-key cryptography make it relatively easy to take such precautions.

Public-key cryptography facilitates the following tasks:

Encryption and decryption allow two communicating parties to disguise
information they send to each other. The sender encrypts, or scrambles,
information before sending it. The receiver decrypts, or unscrambles, the
information after receiving it. While in transit, the encrypted information is
unintelligible to an intruder.

Tamper detection allows the recipient of information to verify that it has not
been modified in transit. Any attempt to modify data or substitute a false
message for a legitimate one will be detected.

Authentication allows the recipient of information to determine its origin —
that is, to confirm the sender's identity.

Non-repudiation prevents the sender of information from claiming at a later

date that the information was never sent.

PKI is based on the use of digital certificates— the equivalent of a passport in the
physical world. Digital certificates allow users to verify the identity of the person or

institution that they're communicating with, and to digitally sign transactions.

A certificate-based system provides:

Authentication- to verify the identity of the sender and the recipient of digital

information

© IDRBT, 2002 2
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Data integrity- to verify that information is received unaltered from the sender
Data confidentiality- to ensure that sensitive information does not fall into the
wrong hands

Non-repudiation- to ensure that transactions are legally binding, protecting

your business from fraud

1.2. PKI Model

- -

- | B

LSBT Ao e regeslration certificate certificate
or Sarer s thawity [RA) suthaority (CA) diractory

The basic components of a PKI are the Registration Authority (RA) and the
Certificate Authority (CA).

The RA verifies the certificate request of the applicant and forwards to the CA
The CA generates certificates on the RA's request and posts the certificate to
a directory

A PKI also includes policies, procedures, and contracts that govern how and

when digital certificates are issued, renewed, or revoked, among other issues.

Applications that are PKlenabled can manage user certificates and generate digital

certificates on desktop PCs to secure communications and execute binding digital

transactions.
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1.3. Encryption and Decryption

Encryption is the process of transforming information so it is unintelligible to anyone
but the intended recipient. Decryption is the process of transforming encrypted
information so that it is intelligible again. A cryptographic algorithm, also called a
cipher, is a mathematical function used for encryption or decryption. In most cases,

two related functions are employed, one for encryption and the other for decryption.

With most modern cryptography, the ability to keep encrypted information secret is
based not on the cryptographic algorithm, which is widely known, but on a number

called a key that must be used with the algorithm to produce an encrypted result or

to decrypt previously encrypted information. Decryption with the correct key is
simple. Decryption without the correct key is very difficult, and in some cases
impossible for all practical purposes.

1.3.1. Symmetric-Key Encryption

With symmetric-key encryption, the encryption key can be calculated from the
decryption key and vice versa. With most symmetric algorithms, the same key is

used for both encryption and decryption, as shown in Figure 1.1.
Figure 1.1 Symmetric-key encryption

Encryption Dec ion
ryp — rypt

Cearfli: i f
| hawe T k- T
reviesrsd Rxog 4
tha nawr... -
>riginal Symmetric  Scrambled  Symmetric 2riginal
data lcey data leey data

Implementations of symmetric-key encryption can be highly efficient, so that users
do ot experience any significant time delay as a result of the encryption and
decryption. Symmetric-key encryption also provides a degree of authentication,
since information encrypted with one symmetric key cannot be decrypted with any
other symmetric key. Thus, as long as the symmetric key is kept secret by the two

parties using it to encrypt communications, each party can be sure that it is

© IDRBT, 2002 4
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communicating with the other as long as the decrypted messages continue to make

Sense.

Symmetric-key encryption is effective only if the symmetric key is kept secret by the
two parties involved. If anyone else discovers the key, it affects both confidentiality
and authentication. A person with an unauthorized symmetric key not only can
decrypt messages sent with that key, but can encrypt new messages and send them

as if they came from one of the two parties who were originally using the key.

Symmetric-key encryption plays an important role in the SSL protocol, which is
widely used for authentication, tamper detection, and encryption over TCP/IP
networks. SSL also uses techniques of public-key encryption, which is described in

the next section.

1.3.2. Public-Key Encryption

The most commonly used implementations of public-key encryption are based on
algorithms patented by RSA Data Security (http://www.rsa.com). Therefore, this

section describes the RSA approach to public-key encryption.

Public-key encryption (also called asymmetric encryption) involves a pair of keys
— a public key and a private key — associated with an entity that needs to
authenticate its identity electronically or to sign or encrypt data. Each public key is
published, and the corresponding private key is kept secret. Data encrypted with
your public key can be decrypted only with your private key. Figure 1.2 shows a

simplified view of the way public-key encryption works.

© IDRBT, 2002 5
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Figure 1.2 Public-key encryption
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The scheme shown in Figure 1.2 lets you freely distribute a public key, and only you
will be able to read data encrypted using this key. In general, to send encrypted data
to someone, you encrypt the data with that person's public key, and the person

receiving the encrypted data decrypts it with the corresponding private key.

Compared with symmetric-key encryption, public-key encryption requires more
computation and is therefore not always appropriate for large amounts of data.
However, it's possible to use public-key encryption to send a symmetric key, which
can then be used to encrypt additional data. This is the approach used by the SSL

protocol.

As it happens, the reverse of the scheme shown in Figure 1.2 also works: data
encrypted with your private key can be decrypted only with your public key. This
would not be a desirable way to encrypt sensitive data, however, because it means
that anyone with your public key, which is by definition published, could decrypt the
data. Nevertheless, private-key encryption is useful, because it means you can use
your private key to sign data with your digital signature — an important requirement
for electronic commerce and other commercial applications of cryptography. Client
software such as Internet Explorer or Netscape Communicator can then use your
public key to confirm that the message was signed with your private key and that it
hasn't been tampered with since being signed. Digital Signatures and subsequent

sections describe how this confirmation process works.

© IDRBT, 2002 6
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1.3.3.Key Length and Encryption Strength

In general, the strength of encryption is related to the difficulty of discovering the
key, which in turn depends on both the cipher used and the length of the key. For
example, the difficulty of discovering the key for the RSA cipher most commonly
used for public-key encryption depends on the difficulty of factoring large numbers, a

well-known mathematical problem.

Encryption strength is often described in terms of the size of the keys used to
perform the encryption: in general, longer keys provide stronger encryption. Key
length is measured in bits. For example, 128-bit keys for use with the RC4
symmetric-key cipher supported by SSL provide significantly better cryptographic
protection than 40-bit keys for use with the same cipher. Roughly speaking, 128-bit
RC4 encryption is 3 x 10?° times stronger than 40-bit RC4 encryption.

Different ciphers may require different key lengths to achieve the same level of
encryption strength. The RSA cipher used for public-key encryption, for example,
can use only a subset of all possible values for a key of a given length, due to the
nature of the mathematical problem on which it is based. Other ciphers, such as
those used for symmetric key encryption, can use all possible values for a key of a
given length, rather than a subset of those values. Thus a 128-bit key for use with a
symmetric-key encryption cipher would provide stronger encryption than a 128-bit

key for use with the RSA public-key encryption cipher.

This difference explains why the RSA public-key encryption cipher must use a 512-
bit key (or longer) to be considered cryptographically strong, whereas symmetric key
ciphers can achieve approximately the same level of strength with a 64-bit key. Even
this level of strength may be vulnerable to attacks in the near future.

1.4. Digital Signatures

Encryption and decryption address the problem of eavesdropping, one of the three

Internet security issues mentioned at the beginning of this document. But encryption
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and decryption, by themselves, do not address the other two problems mentioned in

Internet Security Issues: tampering and impersonation.

This section describes how public-key cryptography addresses the problem of
tampering. The sections that follow describe how it addresses the problem of

impersonation.

Tamper detection and related authentication techniques rely on a mathematical

function called a one-way hash (also called a message digest). A one-way hash is

a number of fixed length with the following characteristics:

The value of the hash is unique for the hashed data. Any change in the data,
even deleting or altering a single character, results in a different value.
The content of the hashed data cannot, for all practical purposes, be deduced

from the hash — which is why it is called "one -way."

As mentioned in Public-Key Encryption, it's possible to use your private key for
encryption and your public key for decryption. Although this is not desirable when
you are encrypting sensitive information, it is a crucial part of digitally signing any
data. Instead of encrypting the data itself, the signing software creates a one-way
hash of the data, then uses your private key to encrypt the hash. The encrypted
hash, along with other information, such as the hashing algorithm, is known as a
digital signature. Figure 1.3 shows a simplified view of the way a digital signature

can be used to validate the integrity of signed data.

© IDRBT, 2002 8
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Figure 1.3 Using a digital signature to validate data integrity
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Figure 1.3 shows two items transferred to the recipient of some signed data: the
original data and the digital signature, which is basically a one-way hash (of the
original data) that has been encrypted with the signer's private key. To validate the
integrity of the data, the receiving software first uses the signer's public key to
decrypt the hash. It then uses the same hashing algorithm that generated the
original hash to generate a new one-way hash of the same data. (Information about
the hashing algorithm used is sent with the digital signature, although this isn't
shown in the figure.) Finally, the receiving software compares the new hash against
the original hash. If the two hashes match, the data has not changed since it was
signed. If they don't match, the data may have been tampered with since it was
signed, or the signature may have been created with a private key that doesn't

correspond to the public key presented by the signer.

If the two hashes match, the recipient can be certain that the public key used to
decrypt the digital signature corresponds to the private key used to create the digital
signature. Confirming the identity of the signer, however, also requires some way of

confirming that the public key really belongs to a particular person or other entity.

The significance of a digital signature is comparable to the significance of a
handwritten signature. Once you have signed some data, it is difficult to deny doing
so later — assuming that the private key has not been compromised or out of the

© IDRBT, 2002 9
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owner's control. This quality of digital signatures provides a high degree of non
repudiation — that is, digital signatures make it difficult for the signer to deny having
signed the data. In some situations, a digital signature may be as legally binding as

a handwritten signature.

1.5. Certificates and Authentication
1.5.1. A Certificate Identifies Someone or Something

A certificate is an electronic document used to identify an individual, a server, a
company, or some other entity and to associate that identity with a public key. Like a
driver's license, a passport, or other commonly used personal IDs, a certificate
provides generally recognized proof of a person's identity. Public-key cryptography

uses certificates to address the problem of impersonation.

To get a driver's license, you typically apply to a government agency, such as the
Department of Motor Vehicles, which verifies your identity, your ability to drive, your
address, and other information before issuing the license. To get a student ID, you
apply to a school or college, which performs different checks (such as whether you
have paid your tuition) before issuing the ID. To get a library card, you may need to

provide only your name and a utility bill with your address on it.

Certificates work much the same way as any of these familiar forms of identification.
Certificate authorities (CAs) are entities that validate identities and issue
certificates. They can be either independent third parties or organizations running
their own certificate-issuing server software. The methods used to validate an
identity vary depending on the policies of a given CA — just as the methods to
validate other forms of identification vary depending on who is issuing the ID and the
purpose for which it will be used. In general, before issuing a certificate, the CA must
use its published verification procedures for that type of certificate to ensure that an

entity requesting a certificate is in fact who it claims to be.

The certificate issued by the CA binds a particular public key to the name of the

entity the certificate identifies (such as the name of an employee or a server).

© IDRBT, 2002 10
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Certificates help prevent the use of fake public keys for impersonation. Only the
public key certified by the certificate will work with the corresponding private key
possessed by the entity identified by the certificate.

In addition to a public key, a certificate always includes the name of the entity it
identifies, an expiration date, the name of the CA that issued the certificate, a serial
number, and other information. Most importantly, a certificate always includes the
digital signature of the issuing CA. The CA's digital signature allows the certificate to
function as a "letter of introduction” for users who know and trust the CA but don't

know the entity identified by the certificate.

1.5.2. Authentication Confirms an Identity

Authentication is the process of confirming an identity. In the context of network
interactions, authentication involves the confident identification of one party by
another party. Authentication over networks can take many forms. Certificates are

one way of supporting authentication.

Network interactions typically take place between a client, such as browser software
running on a personal computer, and a server, such as the software and hardware
used to host a Web site. Client authentication refers to the confident identification
of a client by a server (that is, identification of the person assumed to be using the
client software). Server authentication refers to the confident identification of a
server by a client (that is, identification of the organization assumed to be

responsible for the server at a particular network address).

Client and server authentication are not the only forms of authentication that
certificates support. For example, the digital signature on an email message,
combined with the certificate that identifies the sender, provide strong evidence that
the person identified by that certificate did indeed send that message. Similarly, a
digital signature on an HTML form, combined with a certificate that identifies the
signer, can provide evidence, after the fact, that the person identified by that

certificate did agree to the contents of the form. In addition to authentication, the

© IDRBT, 2002 11
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digital signature in both cases ensures a degree of nonrepudiation — that is, a
digital signature makes it difficult for the signer to claim later not to have sent the
email or the form.

Client authentication is an essential element of network security within most
intranets or extranets. The sections that follow contrast two forms of client

authentication:

Password-Based Authentication. Almost all server software permits client
authentication by means of a name and password. For example, a server
might require a user to type a name and password before granting access to
the server. The server maintains a list of names and passwords; if a particular
name is on the list, and if the user types the correct password, the server
grants access.

Certificate-Based Authentication. Client authentication based on certificates is
part of the SSL protocol. The client digitally signs a randomly generated piece
of data and sends both the certificate and the signed data across the network.
The server uses techniques of public-key cryptography to validate the

signature and confirm the validity of the certificate.

1.6. Password-Based Authentication

Figure 1.4 shows the basic steps involved in authenticating a client by means of a

name and password. Figure 1.4 assumes the following:

The user has already decided to trust the server, either without authentication
or on the basis of server authentication via SSL.

The user has requested a resource controlled by the server.

The server requires client authentication before permitting access to the

requested resource.

Figure 1.4 Using a password to authenticate a client to a server

© IDRBT, 2002 12
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These are the steps shown in Figure 1.4:

1. In response to an authentication request from the server, the client displays a
dialog box requesting the user's name and password for that server. The user
must supply a name and password separately for each new server the user
wishes to use during a work session.

2. The client sends the name and password across the network, either in the
clear or over an encrypted SSL connection.

3. The server looks up the name and password in its local password database
and, if they match, accepts them as evidence authenticating the user's
identity.

4. The server determines whether the identified user is permitted to access the

requested resource, and if so allows the client to access it.

With this arrangement, the user must supply a new password for each server, and
the administrator must keep track of the name and password for each user, typically

on separate servers.

As shown in the next section, one of the advantages of certificate-based
authentication is that it can be used to replace the first three steps in Figure 1.2 with
a mechanism that allows the user to supply just one password (which is not sent
across the network) and allows the administrator to control user authentication

centrally.

© IDRBT, 2002 13



e

DRB

1.7. Certificate-Based Authentication

Figure 1.5 shows how client authentication works using certificates and the SSL
Protocol. To authenticate a user to a server, a client digitally signs a randomly
generated piece of data and sends both the certificate and the signed data across
the network. For the purposes of this discussion, the digital Sgnature associated
with some data can be thought of as evidence provided by the client to the server.

The server authenticates the user's identity on the strength of this evidence.

Like Figure 1.4, Figure 1.5 assumes that the user has already decided to trust the
server and has requested a resource, and that the server has requested client
authentication in the process of evaluating whether to grant access to the requested

resource.

Figure 1.5 Using a certificate to authenticate a client to a server

o Llser enters

private-ley passeord.

Weh
Server
S5l connection
9 Client sends - '9 SErver
certificate and authorizes
9 Client evidence o SErver uses access for
; across networlo certificate and authenticated
retrieves . . i
evidence to identity.

private ley

and uses itto
create 'evidence”
[digital signature].

authenticate
the uszer's identity.

Unlike the process shown in Figure 1.4, the process shown in Figure 1.5 requires
the use of SSL. Figure 1.5 also assumes that the client has a valid certificate that
can be used to identify the client to the server. Certificate-based authentication is
generally considered preferable to password-based authentication because it is
based on what the user has (the private key) as well as what the user knows (the
password that protects the private key). However, it's important to note that these

two assumptions are true only if unauthorized personnel have not gained access to
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the user's machine or password, the password for the client software's private key
database has keen set, and the software is set up to request the password at
reasonably frequent intervals.

Important  Neither password-based authentication nor certificate-based
authentication address security issues related to physical access to individual
machines or passwords. Public- key cryptography can only verify that a private key
used to sign some data corresponds to the public key in a certificate. It is the user's
responsibility to protect a machine's physical security and to keep the private-key
password secret.

These are the steps shown in Figure 1.3:

1. The client software, such as Communicator, maintains a database of the
private keys that correspond to the public keys published in any certificates
issued for that client. The client asks for the password to this database the
first time the client needs to access it during a given session — for example,
the first time the user attempts to access an SSL-enabled server that requires
certificate-based client authentication. After entering this password once, the
user doesn't need to enter it again for the rest of the session, even when
accessing other SSL-enabled servers.

2. The client unlocks the private-key database, retrieves the private key for the
user's certificate, and uses that private key to digitally sign some data that has
been randomly generated for this purpose on the basis of input from both the
client and the server. This data and the digital signature constitute "evidence"
of the private key's validity. The digital signature can be created only with that
private key and can be validated with the corresponding public key against
the signed data, which is unique to the SSL session.

3. The client sends both the user's certificate and the evidence (the randomly
generated piece of data that has been digitally signed) across the network.

4. The server uses the certificate and the evidence to authenticate the user's

identity.
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5. At this point the server may optionally perform other authentication tasks,
such as checking that the certificate presented by the client is stored in the
user's entry in an LDAP directory. The server then continues to evaluate
whether the identified user is permitted to access the requested resource.
This evaluation process can employ a variety of standard authorization
mechanisms, potentially using additional information in an LDAP directory,
company databases, and so on. If the result of the evaluation is positive, the

server allows the client to access the requested resource.

As you can see by comparing Figure 1.5 to Figure 1.4, certificates replace the
authentication portion of the interaction between the client and the server. Instead of
requiring a user to send passwords across the network throughout the day, single
sign-on requires the user to enter the private-key database password just once,
without sending it across the network. For the rest of the session, the client presents
the user's certificate to authenticate the user to each new server it encounters.
Existing authorization mechanisms based on the authenticated user identity are not

affected.

1.8. How Certificates Are Used
1.8.1. Types of Certificates

Server SSL certificates. Used to identify servers to clients via SSL (server
authentication). Server authentication may be used with or without client
authentication. Server authentication is a requirement for an encrypted SSL

session.

Example: Internet sites that engage in electronic commerce (commonly
known as e-commerce) usually support certificate-based server
authentication, at a minimum, to establish an encrypted SSL session and to
assure customers that they are dealing with a web site identified with a
particular company. The encrypted SSL session ensures that personal
information sent over the network, such as credit card numbers, cannot easily

be intercepted.
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S/IMIME certificates. Used for signed and encrypted email. As with client

SSL certificates, the identity of the client is typically assumed to be the same

as the identity of a human being, such as an employee in an enterprise.

Examples: A company deploys combined S/IMIME and SSL certificates solely
for the purpose of authenticating employee identities, thus permitting signed
email and client SSL authentication but not encrypted email. Another
company issues S/MIME certificates solely for the purpose of both signing

and encrypting email that deals with sensitive financial or legal matters.

Object-signing certificates. Used to identify signers of Java code,

JavasScript scripts, or other signed files.

Example: A software company signs software distributed over the Internet to
provide users with some assurance that the software is a legitimate product of
that company. Using certificates and digital signatures in this manner can also
make it possible for users to identify and control the kind of access

downloaded software has to their computers.

1.9. SSL Protocol

The Secure Sockets Layer (SSL) protocol, which was originally developed by
Netscape, is a set of rules governing server authentication, client authentication, and
encrypted communication between servers and clients. SSL is widely used on the
Internet, especially for interactions that involve exchanging confidential information

such as credit card numbers.

SSL requires a server SSL certificate, at a minimum. As part of the initial
"handshake" process, the server presents its certificate to the client to authenticate
the server's identity. The authentication process uses Public-Key Encryption and
Digital Signatures to confirm that the server is in fact the server it claims to be. Once
the server has been authenticated, the client and server use techniques of
Symmetric-Key Encryption, which is very fast, to encrypt all the information they
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exchange for the remainder of the session and to detect any tampering that may

have occurred.

Servers may optionally be configured to require client authentication as well as
server authentication. In this case, after server authentication is successfully
completed, the client must also present its certificate to the server to authenticate

the client's identity before the encrypted SSL session can be established.

1.10. Signed and Encrypted Email

Some email programs support digitally signed and encrypted email using a widely
accepted protocol known as Secure Multipurpose Internet Mail Extension (S/MIME).
Using S/IMIME to sign or encrypt email messages requires the sender of the

message to have an S/IMIME certificate.

An email message that includes a digital signature provides some assurance that it
was in fact sent by the person whose name appears in the message header, thus
providing authentication of the sender. If the digital signature cannot be validated by

the email software on the receiving end, the user will be alerted.

The digital signature is unique to the message it accompanies. If the message
received differs in any way from the message that was sent — even by the addition
or deletion of a comma — the digital signature cannot be validated. Therefore,
signed email also provides some assurance that the email has not been tampered
with. As discussed at the beginning of this document, this kind of assurance is
known as nonrepudiation. In other words, signed email makes it very difficult for the
sender to deny having sent the message. This is important for many forms of

business communication.

S/MIME also makes it possible to encrypt email messages. This is also important for
some business users. However, using encryption for email requires careful planning.

If the recipient of encrypted email messages loses his or her private key and does
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not have access to a backup copy of the key, for example, the encrypted messages

can never be decrypted.

1.11. Object Signing

Object signing uses standard techniques of public-key cryptography to let users get
reliable information about code they download in much the same way they can get

reliable information about shrink-wrapped software.

Most importantly, object signing helps users and network administrators implement
decisions about software distributed over intranets or the Internet — for example,
whether to allow Java applets signed by a given entity to use specific computer

capabilities on specific users' machines.

The "objects" signed with object signing technology can be applets or other Java
code, JavaScript scripts, plug-ins, or any kind of file. The "signature" is a digital
signature. Signed objects and their signatures are typically stored in a special file
called a JAR file.

Software developers and others who wish to sign files using object-signing

technology must first obtain an object-signing certificate.

1.12. Contents of a Certificate

The contents of certificates are organized according to the X.509 v3 certificate
specification, which has been recommended by the International

Telecommunications Union (ITU), an international standards body, since 1988.

Users don't usually need to be concerned about the exact contents of a certificate.
However, system administrators working with certificates may need some familiarity

with the information provided here.
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1.13. Distinguished Names

An X.509 v3 certificate binds a distinguished name (DN) to a public key. ADN is a

series of name-value pairs, such as uid=biju, that uniquely identify an entity — that is,
the certificate subject.

For example, this might be a typical DN for an employee of IDRBT:

uid=bij, e=biju@idrbt.ac.in, cn=Biju, 0=IDRBT CA, c=IN
The abbreviations before each equal sign in this example have these meanings:

uid: user 1D

e: email address

cn: the user's common name
o: organization

c: country

DNs may include a variety of other name-value pairs. They are used to identify both
certificate subjects and entries in directories that support the Lightweight Directory
Access Protocol (LDAP).

The rules governing the construction of DNs can be quite complex and are beyond
the scope of this document.

1.14. A Typical Certificate

Every X.509 certificate consists of two sections:

The data section includes the following information:
o The version number of the X.509 standard supported by the certificate.
o The certificate's serial number. Every certificate issued by a CA has a
serial number that is unique among the certificates issued by that CA.
o Information
o Information about the user's public key, including the algorithm used

and a representation of the key itself.
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o The DN of the CA that issued the certificate.

o The period during which the certificate is valid (for example, between
1:00 p.m. on June 26, 2002 and 1:00 p.m. June 26,2003)

o The DN of the certificate subject (for example, in a client SSL
certificate this would be the user's DN), also called the subject name.

o Optional certificate extensions, which may provide additional data
used by the client or server. For example, the certificate type extension
indicates the type of certificate — that is, whether it is a client SSL
certificate, a server SSL certificate, a certificate for signing email, and
so on. Certificate extensions can also be used for a variety of other
purposes.

The signature section includes the following information:

o The cryptographic algorithm, or cipher, used by the issuing CA to
create its own digital signature. For more information about ciphers.

o The CA's digital signature, obtained by hashing all of the data in the

certificate together and encrypting it with the CA's private key.

Here are the data and signature sections of a certificate in human-readable format:
Certificate:
Data:
Version: v3 (0x2)
Serial Number: 3 (0x3)
Signature  Algorithm: PKCS #1 MD5 With RSA  Encryption
Issuer: OU=IDRBT Certificate Authority, O=IDRBT, C=IN

Validity:
Not Before: Fri Oct 17 18:36:25 1997
Not After: Sun Oct 17 18:36:25 1999
Subject: C=US, O=IDRBT CA, OU=Class 1 Certificate, OU=Reserve Bank of
India, CN=Biju Varghese
Subject Public Key Info:
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Algorithm: PKCS #1 RSA Encryption
Public Key:

Modulus:
00:ca:fa:79:98:8f:19:18:d7:de:e4:49:80:48:e6:2a:2a:86:
ed:27:40:4d:86:b3:05:c0:01:bb:50:15:¢c9:de:dc:85:19:22:
43:7d:45:6d:71:4e:17:3d:f0:36:4b:5b:7f:a8:51:a3:a1:00:
98:ce:7f:47:50:2¢:93:36:7¢:01:6e:cbh:89:06:41:72:b5:€9:
73:49:38:76:ef:b6:8f:ac:49:bb:63:0f:9b:ff:16:2a:e3:0e:
9d:3b:af:ce:9a:3e:48:65:de:96:61:d5:0a:11:2a:a2:80:b0:
7d:d8:99:¢ch:0c:99:34:¢9:ab:25:06:a8:31:ad:8c:4b:aa:54:
91:f4:15

Public Exponent: 65537 (0x10001)

Extensions:
Identifier: Certificate Type

Critical: no

Certified Usage:

SSL Client
Identifier: Authority Key Identifier

Ciritical: no

Key Identifier:
f2:f2:06:59:90:18:47:51:f5:89:33:5a:31:7a:e6:5c:fb:36:
26:¢9

Signature:

Algorithm: PKCS #1 MD5 With RSA Encryption

Signature:
6d:23:af:f3:d3:b6:7a:df:90:df:cd: 7e:18:6¢:01:69:8e:54:65:fc:06:
30:43:34:d1:63:1f:06:7d:c3:40:a8:2a:82:c1:a4:83:2a:fb:2e:8f:fb:
f0:6d:ff:75:a3:78:f7:52:47:46:62:97:1d:d9:¢c6:11:0a:02:a2:e0:cc:
2a:75:6¢:8b:b6:9b:87:00:7d:7¢:84:76:79:ba:f8:b4:d2:62:58:¢3:c5:
b6:c1:43:ac:63:44:42:fd:af.c8:0f:2f:38:85:6d:d6:59:€8:41:42:a5:
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4a:e5:26:38:f:32:78:a1:38:f1:ed:dc:0d:31:d1:b0:6d:67:€9:46:a8:
dd:c4
Here is the same certificate displayed in the 64-byte-encoded form interpreted by

software:

MIICKzCCAZSgAwIBAgIBAzZANBgkghkiGOWOBAQQFADA3MQswCQYDVQQGEwWJ
VUzZERMASGALUEChMITmMVOc2NhcGUXFTATBgNVBASTDFN1cHJpeWENcyBDQ
TAeFWO5NzEwWMTgwMTM2MjVaFwO050TEWMTgwMTM2MjVaMEgxCzAJBgNVBAY
TAIVTMREWDWYDVQQKEWhOZXRzY2FWZTENMAsSGA1UECXMEUHViczEXMBU
GALUEAXMOU3VwcmI5YSBTaGVO0dHkwgZ8wDQYJKoZIhveNAQEFBQADgYOAMI
GJA0GBAMr6eZiPGfiX3uRJgEjmKiqG7SdATYazBcABUlAVyd7chRkiQ31FbXFOG
D3wNktbf6hRO6EAMMS/R1AskzZ8AWT7LIQZBcrXpcOk4du+2Q6xJu2MPm/8WKuM
OnTuvzpo+SGXelmHVChEqooCwidiZywyZNMmrJgaoMa2MS6pUkIQVAgMBAAG;
NJAOMBEGCWCGSAGG+EIBAQQEAWIAgDAfBgNVHSMEGDAWgBTy8gZZkBhHU
fWJIMloxeuZc+zYmyTANBgkghkiGOWOBAQQFAAOBQgQBLI6/2072635DfzX4XbAFpjl
RI/AYwWQzTSYx8GfcNAgCqCwaSDKvsuj/vwbf9103j3UkdGYpcd2cYRCgKi4aMwqdW
yLtpuHAH18hHZ5uvioOmJYw8W?2wUOsYORC/a/IDy84hW3WWehBUqVK5SY4/zJ4
oTjx7dwNMdGwbWfpRgjd1A==

1.15. How CA Certificates Are Used to Establish Trust

Certificate authorities (CAs) are entities that validate identities and issue certificates.
They can be either independent third parties or organizations running their own

certificate-issuing server software.

Any client or server software that supports certificates maintains a collection of
trusted CA certificates. These CA certificates determine which other certificates
the software can validate — in other words, which issuers of certificates the software
can trust. In the simplest case, the software can validate only certificates issued by

one of the CAs for which it has a certificate. It's also possible for a trusted CA
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certificate to be part of a chain of CA certificates, each issued by the CA above itin a

certificate hierarchy.

1.16. Managing Certificates

The set of standards and services that facilitate the use of public-key cryptography
and X.509 v3 certificates in a networked environment is called the public key
infrastructure (PKI). PKI management is complex topic beyond the scope of this

document.

1.16.1. Issuing Certificates

The process for issuing a certificate depends on the certificate authority that issues it
and the purpose for which it will be used. The process for issuing nondigital forms of
identification varies in similar ways. For example, if you want to get a generic ID card
(not a driver's license) from the Department of Motor \ehicles in California, the
requirements are straightforward: you need to present some evidence of your
identity, such as a utility bill with your address on it and a student identity card. If you
want to get a regular driving license, you also need to take a test — a driving test
when you first get the license, and a written test when you renew it. If you want to
get a commercial license for an eighteen-wheeler, the requirements are much more
stringent. If you live in some other state or country, the requirements for various

kinds of licenses will differ.

Similarly, different CAs have different procedures for issuing different kinds of
certificates. In some cases the only requirement may be your email address. In other
cases, your Unix or NT login and password may be sufficient. At the other end of the
scale, for certificates that identify people who can authorize large expenditures or
make other sensitive decisions, the issuing process may require notarized

documents, a background check, and a personal interview.

Depending on an organization's policies, the process of issuing certificates can

range from being completely transparent for the user to requiring significant user
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participation and complex procedures. In general, processes for issuing certificates

should be highly flexible, so organizations can tailor them to their changing needs.

Issuing certificates is one of several managements tasks that can be handled by

separate Registration Authorities.

1.17. Certificates and the LDAP Directory

The Lightweight Directory Access Protocol (LDAP) for accessing directory services
supports great flexibility in the management of certificates within an organization.
System administrators can store much of the information required to manage
certificates in an LDAP-compliant directory. For example, a CA can use information
in a directory to pre-populate a certificate with a new employee's legal name and
other information. The CA can leverage directory information in other ways to issue
certificates one at a time or in bulk, using a range of different identification
techniques depending on the security policies of a given organization. Other routine
management tasks, such as Key Management and Renewing and Revoking

Certificates, can be patrtially or fully automated with the aid of the directory.

Information stored in the directory can also be used with certificates to control
access to various network resources by different users or groups. Issuing certificates
and other certificate management tasks can thus be an integral part of user and

group management.

In general, high-performance directory services are an essential ingredient of any

certificate management strategy.

1.18. Key Management

Before a certificate can be issued, the public key it contains and the corresponding
private key must be generated. Sometimes it may be useful to issue a single person
one certificate and key pair for signing operations, and another certificate and key
pair for encryption operations. Separate signing and encryption certificates make it

possible to keep the private signing key on the local machine only, thus providing
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maximum non-repudiation, and to back up the private encryption key in some central
location where it can be retrieved in case the user loses the original key or leaves

the company.

Keys can be generated by client software or generated centrally by the CA and
distributed to users via an LDAP directory. There are trade-offs involved in choosing
between local and centralized key generation. For example, local key generation
provides maximum non-repudiation, but may involve more participation by the user
in the issuing process. Flexible key management capabilities are essential for most

organizations.

Key recovery, or the ability to retrieve backups of encryption keys under carefully
defined conditions, can be a crucial part of certificate management (depending on
how an organization uses certificates). Key recovery schemes usually involve an m
of n mechanism: for example, m of n managers within an organization might have to
agree, and each contribute a special code or key of their own, before a particular
person's encryption key can be recovered. This kind of mechanism ensures that
several authorized personnel must agree before an encryption key can be

recovered.

1.19. Renewing and Revoking Certificates

Like a driver's license, a certificate specifies a period of time during which it is valid.
Attempts to use a certificate for authentication before or after its validity period will
fail. Therefore, mechanisms for managing certificate renewal are essential for any
certificate management strategy. For example, an administrator may wish to be
notified automatically when a certificate is about to expire, so that an appropriate
renewal process can be completed in plenty of time without causing the certificate's
subject any inconvenience. The renewal process may involve reusing the same

public-private key pair or issuing a new one.

A driver's license can be suspended even if it has not expired — for example, as

punishment for a serious driving offense. Similarly, it's sometimes necessary to
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revoke a certificate before it has expired — for example, if an employee leaves a

company or moves to a new job within the company.

Certificate revocation can be handled in several different ways. For some
organizations, it may be sufficient to set up servers so that the authentication
process includes checking the directory for the presence of the certificate being
presented. When an administrator revokes a certificate, the certificate can be
automatically removed from the directory, and subsequent authentication attempts
with that certificate will fail even though the certificate remains valid in every other
respect. Another approach involves publishing a certificate revocation list (CRL)
— that is, a list of rewoked certificates — to the directory at regular intervals and
checking the list as part of the authentication process. For some organizations, it
may be preferable to check directly with the issuing CA each time a certificate is
presented for authentication. This procedure is sometimes called real-time status

checking.

1.20. IDRBT Certifying Authority

IDRBT is an autonomous center for Development and Research in Banking
Technology set up by Reserve Bank of India in 1996. IDRBT owns the INFINET, the
communication backbone for the Indian Banking and Financial sector. Various inter-
bank and intra-bank applications ranging from Simple Messaging, MIS, EFT, ECS,
Electronic Debit, Online Processing and Trading in Government Securities,
Centralized Funds querying for Banks and Financial Institutions, Anywhere/Anytime

Banking and Inter-bank reconciliation are being implemented using the INFINET.

For securing the transactions through INFINET, IDRBT provides high end Public Key
Infrastructure (PKI) based services and solutions to individuals, organizations as well
as governments, which enable trust and security. IDRBT has set up a high-end,
global standards- based processing Center at its campus at Hyderabad, capable of
issuing thousands of Digital Certificates, an important component of PKI. As a
licensed Certifying Authority by the Controller of Certifying Authority (CCA), IDRBT

CA will issue, administer and revoke the digital certificates over INFINET.
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1.21. Registration Authorities

Interactions between entities identified by certificates (sometimes called end
entities) and CAs are an essential part of certificate management. These
interactions include operations such as registration for certification, certificate
retrieval, certificate renewal, certificate revocation, and key backup and recovery. In
general, a CA must be able to authenticate the identities of end entities before
responding to the requests. In addition, some requests need to be approved by

authorized administrators or managers before being services.

As previously discussed, the means used by different CAs to verify an identity before
issuing a certificate can vary widely, depending on the organization and the purpose
for which the certificate will be used. To provide maximum operational flexibility,

interactions with end entities can be separated from the other functions of a CA and
handled by a separate service called aRegistration Authority (RA).

Registration Authority receives the applications for the Digital Certificate from the
Applicant/Subscriber and verifies the details contained in the Application. An RA will
also verify the documents accompanying the application form for different Classes of
Certificate as mentioned in the IDRBT CA CPS. In case of Class 3 Certificates, the
Applicant/Subscriber must present before the RA for personal verification. If the
verification is successful, then the request is forwarded to the IDRBT CA
recommending generation of a Digital Certificate for the verified
Applicant/Subscriber. If he finds anything wrong in the certificate application, the RA
has the right to reject it.

An RA shall be responsible for the following:

Receiving the Certificate requests and Subscriber Agreement for the
Digital Certificates from the Applicants.
Verifying the applications as per the terms and conditions of the IDRBT

CA CPS, and upon successful verification, requesting the IDRBT CA to
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generate a Digital Certificate for the respective applicant as per the terms
and conditions in the IDRBT CA CPS.

Receiving and verifying the requests for Certificate suspension, activation
and revocation from the Subscribers and upon successful verification,
forwarding the request to the IDRBT CA.

May notify the Subscribers when their Digital Certificate shall expire in
advance.

Creating and maintaining an accurate audit trail of all RA operations.
Rejection of Digital Certificate applications in the event the
Applicant/Subscriber does not indicate acceptance of obligations as per
IDRBT CA CPS or inaccurate information furnished by the
Applicant/Subscriber.

Additional obligations as set forth in the RA agreement.

Others:

The RA or IDRBT CA shall not be responsible if the Subscriber’s Private
Key is compromised and a request for Suspension, Revocation or
Activation is placed on Subscriber’s behalf.

The RA or IDRBT CA shall not be responsible to inform users of
revocation of their Certificates in case of the request being initiated by the
Subscribers themselves. In case of request being initiated by RA or

IDRBT CA, the Subscriber shall be informed of the action being taken.

The procedure for becoming a Registration Authority are mentioned in the

document entitled “Rules and Guidelines for Registration Authorities”

© IDRBT, 2002 29



e

DRBG
2.  Getting started

A Certifying Authority (CA) is a body that fulfills the need for trusted third party
services in Electronic Commerce by issuing Digital Certificates that attests to some
fact about the subject of the certificate. A certificate is a digitally signed statement by
a CA that provides independent confirmation of an attribute claimed by a person

offering a Digital Signature.

For securing the transactions through INFINET, IDRBT provides high end Public Key
Infrastructure (PKI) based services and solutions to individuals, organizations as well
as governments that enable trust and security. DRBT has set up a high-end, global
standards- based processing Center at its campus at Hyderabad, capable of issuing
thousands of Digital Certificates, an important component of PKI. As a licensed
Certifying Authorityby the Controller of Certifying Authority (CCA), Government of
India, IDRBT CA will issue, administer and revoke the digital certificates over
INFINET.

IDRBT CA'’s i-trust PKI Services are currently available only on INFINET.

Visit IDRBT CA's official website on INFINET at http://idrbtca.org.in/ . This

website contains the information about the IDRBT CA Certification Practice
Statement, the classes of digital certificates offered by IDRBT CA, general
information about PKI, Registration Authorities, Information Technology Act,
Subscriber Agreement, Privacy Statement, Frequently Asked Questions, IDRBT
CA Help Desk, etc.

Figure 2.1 shows the home page of http://idrbtca.org.in/ .

Note: This website will only be accessed on INFINET. You are advised to
become a member of INFINET to utilize the certification services offered by
IDRBT CA.

© IDRBT, 2002 30



DRB

] IDRBT Certifying Authority - Microsoft Internet Explorer =] x|

J File Edit Yiew Favorites Tools  Help |

J 4=Eack - = - () at | Qhsearch [ Favorites & AHistory | BN S - w D

| Address [&] hetp fjdrbtea.org ] #e H Y7 »
| (i5Please help us categorize this site ) [search.. Q) (skins[web[<Z5)

B

7- trust PKI Serpices
IDRET Certifying Authority

Licensed by Contraller of Certifying Authorities, Governmeni of India.

Home | AboutUs | Products | ContactlUs | SiteMap | Feedback

Y

Searchl
on  INFINET ©

CPS

Corporate Profile Tr“st &

Registration Authority

IT Act 2000 IDRBT CA is licensed by Controller of Certifying Authorities, Government of (5 <N

Szt India. The digital certificates issued by IDRBT CA are trust worthy and

Repository legally valid under the Information Technology Act 2000.

Resources

Glossary View our Certificate Download our Certificate

FAQs
SUpport IDRBT is an autonomous center for Development and Research
H_r"lpd“k in Banking Technaology set up by Reserve Bank of India in
b tis 1996. IDRET owns the INFINET, the communication backbone IDRET becomes the
for the Indian Banking and Financial sector, Yarious inter-bank Certifying Authority for
and intra-bank applications ranging from Simple Messaging, INFINET
MIS, EFT, ECS, Electronic Dehit, Online Processing and Trading -
4| | Bl
|@ Applet started l_l_ (22 Local intranst

Figure 2.1 IDRBT CA home page

It is assumed that the applicant of the digital certificate of IDRBT CA must have
knowledge of Public Key Infrastructure, the general usage of certificates, the rights
and obligations as prescribed in IDRBT CA CPS. We suggest the applicants must
read and understand the rights, obligations, liabilities, warranties, documents
required at time of certificate request, certificate practices, etc. mentioned in the
IDRBT CA CPS. The information related to PKI and the IDRBT CA Certification

Services are available at http://idrbtca.org.in/ .
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Review Reports
Click For downloading the full version of IDRET Ca CPS-W2.0

For downloading Adobe Acrobat Reader go to Downloads -
4| |

|@ http: ffidrbtca.org.infCPS, html |_|_|ﬂ Internet

Figure 2.2. CPS page.
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a IDRET Certifying Authority - Microsoft Internet Explorer - | = |i|

J File Edt View Favaorites Tools Help ‘
J <= Back -~ = - @ it | @Search (3] Favorites aHistorv | %v =] -
Jngldress IE http:/fidrbtea.org.inf j o |JLinks =
J GODglEvI j fi search Wb @iSearch Site | PageRiank @ pagenfo - EJUp - AP Highight
- = 3 1N L e _' N
I-trust PKI Serpices WAL .

IDRBT Certifying Authority Licensed by Controller of Certifying Autharities, Govemment of India.

Home | AboutUs | Products | ContactUs | SiteMap | Feedback
IDRBT CA Certification Services =l
Corporate Profile o IDRBT CA Certification Practice Statement (CPS)
CPS s Subscriber Agreement
Registration Authority » Relying Party Agreement
IT Act 2000 « IDRBT CA's F‘riv.e!cy Statement
T + [DRBT CA Certificates
- » Digital Certificate Renewal
Repository :
« IDRBT C& PKI Hierarchy

Resources : . o
e« IDRBT CA Registration authorities

Glossary
FAQs
Support
Helpdesk
Review Reporis

Certificate Status and Information

+ Search for and Check the Status of a Digital Certificate -
» Find a Certification Revocation List

-
4| | E

|@ http:/fidrbkca. org.infrepositary, htm |_|_|° Internet

Figure 2.3. Repository Page.

If you want to get information for becoming Registration Authority under IDRBT CA,

click the appropriate link provided in the Registration Authority page.

If you are already a Registration Authority, you can proceed with the IDRBT CA
Registration Authority Services by clicking the link “Click here to visit Registration
Authority site”.
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DRBT Certifying Authotity - Microsoft Internet Explorer ==
J File Edit Yiew Favorites Tools  Help |
J $Back ~ = - () it | Qhsearch [ Favorites & AHistory | BN S - w D
J.ﬁ.gldress I@ http: fidrbtea. org.inf j ﬁGD H Y" >
J [':Q:-Please help us categorize this sibe] |Search... @[Skinsl\'ﬁehl@]
i- trust PKI Services DL TR
IDRBT Certifying Authority Licensed by Controller of Certifying Authorities, Government of India.

Home | AboutUs | Products | ContactlUs | SiteMap | Feedback

Others:

e
Corporate Profile

CPS ¢ The RA or IDEBT CA shall not be responsible if the Subscriber's Private

Registration Authority
IT Act 2000
Downloads

" ¢ The Ra or IDRBT CA shall not be responsible to inform wsers of
Repository

key is compromised and a request for Suspension, Revocation or

Activation is placed on Subscriber's behalf,

o revocation of their Certificates in case of the request being initiated by

Glossary the Subscribers themselves, In case of request being initiated by Ra or
e IDRBT C4A, the Subscriber shall be informed of the action being taken.

Support

Helpdesk
Review Reports Click here if you want to be a Reqgistration Authority

Click here to visit Registration Authority site

Copyright © 2002, IDRET. All rights reserved. Legal Privacy Feedback Siternap
4| BC
|@ http: fidrbtca.org.ingRa, html (22 Local intranst

Figure 2.4 Registration Authority page

This will guide you to IDRBT CA'’s secured site https://10.0.65.60/RA/RA/
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IDRBT Certifying Authority - Microsoft Internet Explorer : - |ﬁ' |5|

J File Edit Wiew Faworites Tools  Help |
J 4=Back ~ = - @ 7 | @Search [Ge] Favorites @History | %v =N

JLinks @Customize Links @Free Hokrmail @Windows @ReaIOne Flayer 4 Fres AOL & Unlimited Internet

J GODglEvI j % Search web QSearch Site: | Fl'aéﬁa”',‘ ﬂPage Infa ~ [EJUp ~ ¥ Highlight

|

Address @ https:ff10.0.65.60/RARAfNINdE:. jsp VI 6)(50

4 W ;
Licensed by Controller of Certifying Authorities,
Government of india.

Registration Authority

IDRET is the Certifying Autharity licensed by Cantrallar
of Certifying Authorities, Ministry  of Information
Technalagy, Governrment of India.  This  License
indicates that the digital certificates issued by IDRET
are trust worthy and legally binding under the
Information Technology Act 2000,

Registration Authority Office

A Registration Authority  [(RA)  Office provides the
interface between the user and the Certifying Authority
[CA) It captures and authenticates the identity of the
users and recommends the Certifving Authority to issue
the [igital Certificate by submitting the cedificate
request given by the subscriber. The quality of this
authentication process determines the level of trust that
can be placed in the certificates,

Login to the Systerm..... . Login

l_ E | Trkernet

Figure 2.5 IDRBT CA Registration Authority Services Home page.

Click the ‘lock’ icon in the Internet Explorer status bar to view the Secure Server
Certificate of IDRBT CA Website (Figure 2.6).

551 Secured {128 B}
Internet

Figure 2.6 IDRBT CA Secured Server Certificate
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3. Operational Guidelines for RA Administrator

RA Administrator can visit the RA side to access pages and to perform the
various operations described in this manual.
This is the first page RA can visit by typing URL https://10.0.65.60/RA/RA

describes about registration authority in brief. Click Login button to proceed

2} IDRBT Certifying Authority - Microsoft Internet Explorer == =]
J Fil= Edit W¥iew Faworites Tools Help |

J #=Eack -~ =p - @ ot | @5&arch (] Favorites @Hlstory | %v =N | ¥

| Address [@] https://10.0.65 60/RARA/ /Index. sp | @eo |J Links
J Y_’ j’; = Customize I [ Search | - || [Y! Sign inI@My Yahoo! - Ask ahoo! -~ TP YWahoo! - ahoo! Mail -~ e

Toust & Secuiny on AELUIIT e A tEuSt

Licensed by Controller of Gertifying Authorities,
Government of India.

Registration Authority

IDRET iz the Certifying Authority licensed by Controller
of Ceartifying Authorities, Ministry  of Inforrnation
Technaolagy, Gowernment of India. This License
indicates that the digital certificates izsued by IDRBT
are trust worthy and legally binding under the
Information Technology Act 2000.

Registration Authority Office

A Registration Authority (RA)  Office provides the
interface between the user and the Certifying Authaority
(CAJ, It captures and authenticates the identity of the
users and recommends the Certifying Authority to issue
the Digital <Certificate by subrnitting the certificate
request given by the subscriber. The quality of this
authentication process determines the level of trust that
can be placed in the certificates,

Login to the Systern..... Login -

&
T
=]

=
=

<

%

&)

|&1 bone l_Elo Internet
Figure 3.1

3.1. Howto Login?

RA Administrator will login to the specified RA Office, which is assigned by the
IDRBT CA office through the digital certificate signing. First he/she should enter
USER-ID in text box and then choose his/her RA Office from the given list of RA

offices. Then click Login button. See Figure 3.2.
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2} Registration Authority - Microsoft Internet Explorer
File  Edit

dBack -~ = - ot | @ search [GFavorites G Media ®| Ev- S =t

Address I@ http:ff10.0.65.60/RA/RAralogin.jsp

Tt & secuion MR

3 \ ] 1
IDRBT c.l'wn’ M&ur‘t! Licensed by Controller of Certifying Autho

'
Government of India.
July 3, 2002

Registration Authority Login

Enter the User ID, Select the Registration Authority to which you belong to and Press Login buttan,

View Favorites  Tools  Help

User 1D [DRBTAdmin
Select the Registration Authority | DRET-IDRETAdmin =l
Login

Farfeedbadk on this site, please write to the webmaster. Copyright @ 2002 IDRBT
Legal Disclaimer| |Privacy Folicy

i€l l_l_’_|° Inkernet
Figure 3.2

Note :- First you have to enable the ActiveX Control Plug in as Smart card uses the

ActiveX control to be in your local system. Open Internet Explorer > Tools > Option >
[Security Tab] > Custom Label, From the Security Setting choose "Enable Signed
ActiveX Control" Then press OKk.

See Figure 3.3 and Figure 3.4.
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General  Security IContent I Conneckions I Programs I advanced I

Seleck a Web content zone to specify its security settings.

® O @

Internet Local intranet GRS ESEH Restricted
sites

Local intranet

—Security level For this zone

L0l This zone conkains all Web sites that Sikas, .. |
|C3F= are on your organization's inkranet, —

Move the slider to set the security level For this zone.
- Medium-low
- Same as Medium without prompts
- Mosk conkent will be run without prompts
- Unsigned Activex contrals will not be downloaded
- |- - dppropriate for sites on your local nekbwork (inkranet)

Cusktom Level, .. I mefault Lewel I

Ok I Cancel I Apply

Figure 3.3

Security Sekktings ﬂﬁl

Setbings:

nd plug
O administrator approved
{J Disable
{# Enahble J
) Prompt

@ Scripk Activer controls marked safe For scripking
) Disable
{#} Enable
) Prompt

@ Cookies

&] Allow cookies that are stared on your computer
{O) Disable
{#} Enable

= . -
< I m k I _',I—I

—Reset custom settings

Resel ta: IMedium-IDw LI Reset |
Ok I Cancel |

s

Figure 3.4

DRB
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Following window (See Figure 3.5) will pop up. This window will contain the list of
certificate installed in your browser. You have to select the same certificate from list
for which key pair and certificates are installed in your smart card. After selecting
correct certificate some details will be displayed automatically on the rest of the

boxes. You can verify with these details that you have chosen the correct certificate.

Select a Certificate |

Chooze a Certificate and Press 0K

‘Wit 5 Chah
- CaalIN
Certificate Holder B dmin

E-hdail 1D Imchauhan@idrbt.ac.in

Certificate Issuer [IDRET Certitying Autharity
tMeszage To be Signed
UszerlD=RAExec

teststr=T ue Aug 20 17:02:28 UTC+0530 2002
raCode=IDRBTRARMGMT

Cacel_|

Figure 3.5

If you try to proceed without selecting any certificate from the given list, following
error message will pop up

signer x|

Q Certificate is nok selected.

If you have selected correct certificate you can proceed with it by clicking OK
button. After clicking one pop up window will ask for your smart card PIN. (for

more information regarding smart card administration, please refer Appendix1)
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Confirm Smart Card PIN x|
Pleaze enter your PIM ok
I xxxxxxx 71
Canizel
[ Change FIN after Confirmation

Schlumberger

Give the pin number and click OK.

If PIN number is typed incorrectly then following error message will pop up

Schlumberger Cryptographic Ser El

Q The PIM entered was not correck,
Cancel |

You can retry with correct PIN by clicking Retry button. If PIN has given correctly

it will successfully login you to your page.

After signing in is successful the RA Administrator will get following Dash Board
on screen containing summary of information for his RA office. This information

includes (see Figure 3.6):

= RA User Status

» Aggregate Request Status
= Subscriber Status

= Assigned Request Status

= Request Processing Time (in Hours)

RA Administrator can perform the following activities displayed on left pane of

screen.
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/Z) Home Page - Microsoft Internet Explorer _=x]

File Edit View Favorites Tools Help ﬁ

<aBack ~ = - 2 at | Qisearch [GelFavorites PMedia £4 | - S =
Address |@ http: f1000,65,60/RARASAdmIn/R AsdminHome  jsp j ﬁGo Links **

L 0, &
“- m m Licensed by Controller of Certifying Authorities,

‘Government of India.
July 2, 2002 Registration Authority

Home

Create Subscribers

Activate/inactivate Dashboard For Registration Authori
Subscribers

o | Create RA Operat
{&i  Create perators B A lser Status Aggregate Request Status

[T

E z:i:ie;:t::i Serial |Type of User| Status |; | Request Status |Nu. of Requests
P - Réhdmin |[ACTIVE[1| [Certificate Generated | 2
= RReasssign Fending |RAOperator |AC'IT\.’E |§ |Generation Eecuest Posted by ﬁpp]icant| 1
=] Siqgn Fequests
£ “iew Rejected Requests
G Relesse Raquess
=) RZ:Le:;‘: b |Type of User| Status |;
gy ViewReauessReledted | [[ndividual  |ACTIVE |7 |
£ Revke Individual  INACTIVE[L
) Suspend
E Acﬁ\p,ate Assigned Request Status Reqguest Processing Time (In Hours)
£y Reports | BA User | Status F |Request Type |I\a'lm Time |Avg. Time |Max Time
S e Initin [Ra001 [2| [GEMERATION| 0171 [ 1181 [ 2191 =
[&] Done [ [ |4 mtemet
Figure 3.6
a. Create Subscriber
b. Activate/In activate Subscriber
c. Create RA Operator
d. Manage RA User
e. Edit RA Certificate Serial Number
f. Assign Request

Reassign Pending Request

= Q

Sign Request

View Rejected Requests
] Release Request
k. Release Rejected Requests

View Request Rejected from CA
. Revoke
Suspend

Activate

T ©o 5 3

Report
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3.2. Creating a Subscriber
1. RA Administrator will assign a Username and password after getting an

application form duly filled accompanied with the subscriber agreement and
the DD for a particular class of certificate. The RA Office will acknowledge the
receipt of the application by email to the subscriber. The physical verification
procedure of the Subscriber will be solely depended on the registration
authority and it can be done according to the procedures followed by the RA

(Banks/Financial institutions).

2. The above process of creating the Subscriber's user id and password is

carried out by clicking the “Create Subscriber” button as given in the figure
3.7.

/3 Create Subscribers - Microsoft Internet Explorer

=18 x|
File Edit Wew Favorites Tools Help ﬁ
dBack -~ = - & ) | ‘QiSearch [GFavorites lfMedia £ | By S =
Address |§"| htbp: {10,065, 60/RARA Admin/createUsers, jsp j @Go Links **

S SECIENY o S R LT Thll ot
w mm Licensed by Controller of Certifying Authorities,

Government of India.

July 3, 2002 Create Subscribers

£y Home
5y Create Subscribers |
= ActivatelInactivate Uer I ||Xy2

Subscribers . =
€ | Create A Oparators | Email ID ||xyz@|drbt.com
fE5  Manage RA Users | Type of User|||ndividual =l
= Edit RA Cerificate Serial —

Humber Submit
£y Assign Requests
= Reaszzsign Fending

Requests
Sign Requests

Wiew Rejected Requests

QP

For feedback on this site, please write to the webmaster. Copyright @ 2002 IDRBT

Releaze Requests ILegal Disclaimer] |Privacy Policyg]

Releaze Rejected
Requests

Wiew Requests Rejectad
from CA

Revoke

1]

7]

Suspend
Activate

Reports
Haln LI
[&1 [ [ |4 ntemet

FRDRDRD

Figure 3.7
RA Administrator has to give some information related to the off line application
form for creation of user id. Along with he has to give the email id and the type of

user should be selected as per the application form. The given input for the user
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id should be unique in nature. After clicking the submit button, the user id will
created and the password will be generated randomly. The following figure-8
shows the user id and concerned password for the subscriber, which has to be
printed with help of the printer attached to the system. When you scroll down the
page you will get Print button also for the said purpose. Out of two copies one
has to be sent to the Subscriber and one copy has to be essentially kept by the
RA Administrator in RA Office. In addition RA Administrator must write user-id

assigned to subscriber on the certificate request form.

R Crmaks vew Subscriber - Ficrosoft Inbermet Esplorsr i ST T ES |

Fim Edc Yew Favorkes Iools  Heb -
d=od - = - G (E] A | hseach SgFeecte @Meds 3| T S S
aidress [ig] bt (10,0, 25 A0JRAM o friser U ser t=p

Pt & securiyy on AL

Jufp s, 200 IDRBT CA User

Liooneesd by Conomilar of Camtyisg Aemorias,

User D is : xyZ

Password |5 . 28632

Flease acknowledge the receipt of the usend, password b sigring the following the sgreement. Your Usand
willl b activatad ance the acknawlsdgement 5 recelvwad and verifiad by the IDRBT CA.

Tha iiBr il aid The pastiionil s 10 e Kl libiler [he sale CUETnly of The appeecaid, The IDRET O il nod e resgion sike Tor the
I o drailga s of Hhie s er ijassword.

=
Eoee T -

Figure 3.8
RA Administrator will send the user name and password in a sealed envelope to

the subscriber. The user login will be kept inactive till the acknowedgment

receipt of the sealed envelope from the subscriber is received at the RA Office.
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3.3. Activate Subscriber

RA Administrator can activate the subscriber after receiving the subscriber's
acknowledgment receipt duly signed. Before that you have to select the type of
user form given list box. Click submit button. See figure 3.9.

T Activte Wser - Microsolt Intesnet Enplorer R

IEE -
debock = < - D [A A DTewch Pk ek [ S (E E B

| addeess Ip_'l bt ) 10,005, 60) RAJRA) A n (ks Lsers. [sp j e J w o

] [-b Please help us cabegoize tes ll'bl]

Tt & securiy on UL

bry Comfrofler of Cartifying Avthanties,
& ovemimse of dis.

Augue 20, 2002 Activatelinactivate Subscribers
4 Hams
B | Craata Bubsoibas
oy | Ratertsiina s Tyoe of User to View
= Bubsmibers

fiml | Greste AA Opeubos
(6l | Mansge A4 e

o= EdHFA Cedifogie Seddal
= byt

S | Leslgs Raquast
g | Aammign Pending

Individual user | =

[Select Subscrier type

= Raquests H Carnpany user
T Blon Requess Ciowginment ugei -

] | Wiews Rujncbad Auqusahs

fEl | Aelease Raquasis
~. FAslsans Fsjscisd

Paquera Forfesdback sn 1his sHe. pleass ewhe bo Tz vetbmgger Coppright S 2002 IERBT
o | Miaw Aaguacs Rejacked wgal Dicddaimgi] Fibgor Folice]
= ca
(il | Aewoke
G | Bumard =l
&1 0o BEN TCLT
Figure 3.9

To activate the Subscriber you should check the check box drawn before
corresponding user id and mail id of subscriber. You can inactivate the
subscriber by clicking again in the same check box. Press submit button. See
figure 3.10.
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3.4. Create RA Operator

RA Administrator can create the RA Operator for operational convenience by
clicking the “Create RA Operator” button specified. The figure 3.11 shows to fill
the field variables with the authentic value. All fields should be filled including a
certificate serial number, which is already obtained by the RA Operator or can be
obtained from IDRBT CA office.

Cell phone number is optional field but rest of the text boxes must be filled with
correct and valid information. It is RA administrator’s obligation to verify these

credentials while creating RA Operator.
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3 Create RA Operator - Microsoft Internet Explorer

File Edit View Favorites Tools Help

R Back - = - @ at | @Search (3] Favorites @Media @ | %v S =

Address I@ http:/f10.0.65.60/RASRASAdmin/create_RA_operator.jsp

Toust & secucry on LU

Licensed by Controller of Certifying Authorities,

Government of India.

July 3, 2002 Create RA Operator
£y Home
=] Cre.ate Subscr.ibels RA User ID l—
r Activate/lnactivate

Subscribers Name I
Crzate RA Operators

=]

£ Manage R Users Serial # of certificate I
~ Edit RA Cerificate Sarial .
= Humber Email I

i

FAzzign Requests
Phone Numherl
Reazzign Pending
Requests
£ Sign Requests Cell Phone Number
ign Reque
{2 Wiew Rejected Requests Fax Numherl

£y Felease Requests

i

Releasze Rejected

=]
Requasts Submit
= Wi Requests Rejected
from CA
5 Rewoke
e
fi pSuspend For feedback on this site, please write to the webmaster. Copyright @ 2002 IDRBT
5 Activate |Legal Disclaimer| [Privacy Policy]

i€l [ | |4 mtermet
Figure 3.11

Press submit button will give following message

Microsoft Internet Explorer x|

@ Activate the FA operakor now
Cancel |

RA operator will be activated by clicking OK button. Clicking Cancel will create

RA Operator but he/she will not be activated.

After creation of RA operator following message will be displayed.
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2} Create RA Operator - Microsoft Internet Explorer _ (==l

J File Edit Wiew Favorites Tools Help |

J dBack + = - £ i) | Qi Search [GFavorites £ #Histary ||%v =]

| address |@ https:10,0,72. 2R ARAAdmInfinsertRA, jsp | e

Toust & g cuiey on LN

Government of India.

August 20, 2002 Create RA Operator
£y Home
€4 Create Subscribers RA operator has been successfully added.

Activatefinactivate
Subscribers

=

£y Create RA Operators

£y Manage RA Users

= Edit RA Certificate Serial
Humber

53 Assign Requests

= Reassign Pending For feedback on this site, please write to the webmaster. Copyright @ 2002 IDRBT
Fequests |Legal Disclaimer] |Privacy Policy]
£y Sign Requasis

£y Wiew Fejected Requests

{5 Releaze Requests

Release Rejected

=] Requests

= Wiew Requests Rejected
from CA

£y Rewoke
£y Suspend
5y Activate LI

|&] pone |_|T2|_ | Internet
Figure 3.12

3.5. Activate RA Operator
RA Administrator can Activate and Inactivate the RA Operators by clicking
“Manage RA Users” which is mentioned in the figure 3.13.
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a Activate InActivate RA - Microsoft Internet Explorer ;[ilil
File Edit View Favorites Tools Help ﬁ
<aBack ~ = - 2 at | Qisearch [GelFavorites PMedia £4 | - S =

Address Iﬁj htbp: 10,0065, 60/R A/RA Admin/Activate_Inactivate jsp j ﬁGo Links **
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July 3, 2002 Activate InActivate RA
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Create Subseribers Activate / Inactivate RA Operator
Activate/Inactivate
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8
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‘Government of India.
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I3 |Operator |nitin

£y Manage RA Usars |
Edit RA Cerificate Serial |

Humber
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-~ Feassign Pending
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" Submit
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-, FReleaze Rejacted Forfeedbadk on this site, please write to the webmaster. Copyright @ 2002 IDRBET
Requests |Legal Disclaimer| [Privacy Policy]
e Wiew Requests Rejected
from CA

[ I_I_’_|° Internet
Figure 3.13

3.6. Edit RA Operator’s Certificate Serial Number

RA Administrator can edit the RA Operators Certificate serial number. This facility is
to provide the administrator flexibility if he wants to retain the same operator with
other certificate. This facility will be useful in case of RA Operator lost his/her smart
card or smart card is spoiled. In case if smart card is lost, RA operator should
immediately intimate to RA Administrator or his higher authority. Registration
authority must request the CA office for revocation of that certificate. In case of
losing private key on the token RA operator should apply for new certificate and RA
administrator can replace certificate serial number of old certificate with certificate
serial number of new certificate. See figure 3.14.
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Figure 3.14

3.7. Assign requests to RA Operator
RA Administrator will assign the certificate generation / revocation / suspension /
activation request received from subscriber to activated RA Operator by clicking

“Assign Request” button.

See figure 3.15
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Figure 3.15

RA Operator can be selected from the list box named “RA Name” to whom RA
Administrator can assign. RA User ID will be automatically displayed on other
text box. Before clicking the check box and pressing submit button RA
Administrator should see the request. RA Administrator can view the request and
details of subscriber by clicking the Request Number (Blue Link).

See figure 3.16, 3.17.

After seeing request RA Administrator can assign it to selected RA Operator by
clicking on checkbox and clicking submit button. RA Administrator can assign
different requests to different RA Operators under same RA Office.
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j Assign Requests - Microsoft Internet Explorer
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Figure 3.16

Click the Certificate Serial Number
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Figure 3.17
Once the RA Administrator has assigned the request to RA operator following

message will be displayed
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3 Assign Requests to RA Operators - Microsoft Internet Explorer
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Figure 3.18

3.8. Reassign pending request

If RA Administrator has assigned some request to any operator who was later on
inactivated because of some reason (e.g. Certificate is revoked for RA Operator)
In that case requests assigned to him can be assigned to other activated RA
Operator under same RA Office. See figure 3.19.

© IDRBT, 2002 52




; Reassign Inactive Users Request - Microsoft Internet Explorer
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Figure 3.19

After clicking submit button in figure 3.19, list of activated and inactivated RA

Operator will be displayed see figure 3.20.
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Figure 3.20
After assigning from inactivated user to activated user click submit button. It will

PRD D

list the request those are pending with inactivated RA Operator. After selecting
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request click submit button. It will reassign pending request to selected and

activated RA Operator. See Figure 3.21.

a Assign Requests - Microsoft Internet Explorer
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Figure 3.21

3.9. Sign therequest

Once the RA Administrator has released the request to RA Operator, RA
Operator will verify the credentials of subscriber, RA Operator signs it digitally
and send back to RA Administrator again. RA Administrator can view those
request by clicking Sign Request. RA Administrator needs to select the Request
Type and User Type from the List Boxes given.

See figure 3.22
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Figure 3.22
The RA Administrator will verify the signed requests by the RA Operator by
clicking button Verify. See figure 3.23.

j Sign Requests - Microsoft Internet Explorer

File:

Back ~ = - £ o | Qsearch  [ElFavorites  GPMedia ®| - S =

Address IE http://10.0.65,60/RA/RAadminfAdminyiewskatus, jsprlink=1

FOE & secusiny on LIS =

IDRBT c.wn. ‘"ﬁﬂruy Licensed by Controller of Certifying Al jorities,

Edit ¥iew Favorites Tools Help

Government of India.

July 3, 2002 Sign Requests
£ Homs
{24 Creste Subscribars
& [ ctivate/inactivate Requests for GENERATION of Certificates

Subscribers
{24 Create RA Operators

4 Manage RA Users
Edit RA Certificate Serial
=

Mumber
{5y Assign Requests

Reassign Pending
=] Requests HTH

il Requests from Individuals
2y Sign Requests

i i . Assigned .
(S [Riew Rejectad Raquesly MewReqMO Name Email an W erify =
{54 FRelease Requests To
Release Rejected e

=) Warghese p P Varily

Requests
oy View mequest Rejectes ™ G2 Biju bvarghesed@idriot ac.innitin

from CA
24 FRevoke
5§ Suspend
£ Activate Farfeedback on this site, please write to the webmaster. Copyright @ 2002 IDRET

ILeqal Disclaimer |Privacy Policy] LI

@ Dane l_ l_ l_ | Tnkernet
Figure 3.23
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If RA Operator signature is verified successfully the following message will be
displayed.

3 WeriFy Signature - Microsolt Internet Explorer
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Figure 3.24

After Clicking Sign&Send button the following window will pop up to select the RA
Administrator certificate to sign and send it for release to CA Office.
x|

Choose a Certificate and Press OK

r
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0na LI
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Figure 3.25
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3.10. Release requests to CA Office

To release the certificate request from the RA Office to CA Office click the
“Release Request” button. Select the Request Type and User Type Click Submit
button.
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Figure 3.26

The requests, which are successfully signed by RA Administrator, will come for
Release to CA office. You can select the request to be released by clicking check
boxes. To release the request click on Release Button. See figure 3.27.
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After clicking Release button the following message will be displayed
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Figure 3.28
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RA Operator will verify the subscriber information written in the application form
with the documents given by the applicant based on the Class of certificate he
has applied for. The RA will ask the applicant to be present before RA for
physical verification. In case of Class 3 certificates physical verification is

required and is to be conducted by the RA Operator.

3.11. View rejected request

In case of RA Operator signature verification is failed, RA administrator can view
those request by clicking “View Rejected Request” assigned to particular RA

operator.

3.12. View rejected request from CA

RA administrator can view the request reject from CA office by clicking View
Rejected Request from CA” in case signature is not verified. He can again send
the rejected request using correct signature using “Release Rejected Request”.

3.13. Initiate revocation of the Certificate

RA Administrator can initiate to revoke the Certificates issued to the Subscriber,
with some appropriate reason specified according to the IT Act 2000 by clicking
Revoke button from left pan menu. RA Administrator will select the type of user

and type of certificate for which he wants to initiate revocation. See Figure 3.29.
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After clicking Submit button the list of issued certificate will be displayed. RA

Administrator can select the certificate by clicking request number (Blue Link).

See Figure 3.30.
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Figure 3.30

After clicking request number following window will pop up which contains
certificate details. RA Administrator must specify the Reason for revocation. List
box contain the valid reasons for revocation according to IT Act 2000.

In comments text box he/she must specify the detailed reason and comments for

revocation. See figure 3.31.
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revocation. Click OK to confirm the revocation.

Microsoft Internet Explorer

x|

@ Confirm the Revocation Reguest
Cancel |

After confirmation RA Administrator need to sign the revocation request using his

digital certificate. See Figure 3.32.
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Figure 3.32

Once the RA administrator signed the revocation request following message will be
displayed on the screen.
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Figure 3.33
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3.14. Initiate suspension of Certificate

RA Administrator can suspend the Certificates issued to the Subscriber, with
some appropriate reason specified according to the IT Act 2000.He will send the
suspension request to CA office. The rest of the operational procedure for

suspension is same as above-mentioned procedure for revocation.
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Figure 3.34

If Revocation/Suspension request is imitated by the subscriber, RA Administrator
must get the Revocation / suspension paper form signed by subscriber before
forwarding request to CA office.

3.15. Report generation

RA Administrator can generate the following reports given below by clicking the
“Reports” button.
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Figure 3.35

RA Administrator should conduct investigation, in case a subscriber owns
multiple certificates for different purposes (The signature, Encryption, SSL etc)
and one of the certificates is suspended or revoked to ensure whether all other
certificates are to be revoked or not. In case it is required that any other or all the
certificates are to be revoked RA Administrator should initiate the revocation

process.
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4. Operational Guidelines for RA Operator

4.1. How to login?

RA Operator after being activated by the RA Administrator has to log in the RA

site using his certificate to perform the activities specified. He/She will login same
as RA Administrator using smart card as described in section 3.1.
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Figure 4.1

Dash Board contains following information
RA Pending Requests
RA Aggregate Request Status

RA Request Processing Time (In Hours)

After successful log in RA Operator can perform the following activities
Create Subscriber

Activate/Inactive Subscriber

Sign Request
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Accept Rejected Request

4.2. Create Subscriber

RA Operator will assign a Username and password after getting an application
form duly filled accompanied with the subscriber agreement and the DD/Cheque
for a particular class of certificate. The RA Office will acknowledge the receipt of
the application by email to the subscriber.

The physical verification procedure of the Subscriber will be solely depended on
the registration authority and it can be done according to the procedures followed
by the RA.. The process of creating the Subscriber's user id and password is
carried out by clicking the “Create Subscriber” button as given in the figure 4.2.
The procedure is same as in RA Administration option.(See Figure 3.7,3.8 also)

A Ci eate Subscribers - Microsaflt Tnkermet B lorer i - ] =
Ble Edt ¥iem Faeoitss Teak  Help -
ek = = - i@ (] ] PTeech [GFeroiten Frede OB | B S = =
Az | hibp ) 1 0.0, 65,600 A Py Cipes ator foreabe Lissrs. [sp =| e | Linke ™
s & Secudny on NI
Ihnl-lb;'l:d'ul-r
G mimeil of India
duly 3. 2002 Create Subscriners
3| Home
Ty Creale Subsoiber
-y AcHusbsiinackuabs User ID
= Bubccribex
Gy | Slan Ragquacis Email ID
S5 Buecipt Rajected Aaquests T?PB of Liser lnl:ll'-'ll.'lu__|nl -
Th Hal ——
P— Submit
Logoust
IDABTi= =
Licancad
Dﬂl‘llls.il':&i:-n'ﬂﬂy Farfaedbak on iz ile, ple s wita b the wabmagler, Copaight s 2002 ILRET
in Ind=. agal Plepiaim
R =
HEl [ [ rwamet
Figure 4.2
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4.3. Verify and sign the request

After verification of the subscriber’'s credentials, RA Operator will sign over the
subscriber’s request clicking “Sign Requests” and send back to RA Administrator.
If the credentials are found to be fictitious or mismatched with to the paper

application form then, RA Operator has authority to reject the request, which is
given in the following figure 4.3.
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Figure 4.3

This window will pop up on Clicking Sign&Send Button So that RA Operator can
select his certificate and can sign the request. RA Operator can also view the
request and message to be signed in the given box .See Figure 4.4.
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Figure 4.4

After Clicking OK button the request will be digitally signed and send to the RA
Administrator.

4.4. Rejection of request

RA Operator can reject the request for the two reason specified in the provision.
Either it is temporarily if money not paid or permanently if any fictitious entries
found. RA Operator has to specify comments for the rejection. See Figure 4.5.
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Flease type inyour comments below

Money not paid ;I

Comments: o
[~
i* Eejected as Money Not Paid
' Eejected due to wrong data -
Rl | b

Figure 4.5
RA Operator can activate the subscriber after receiving the subscriber’s

acknowledgment receipt duly signed.( Same as Figure 3.9, Figure 3.10).

4.5. Acceptrejected request

RA Operator can again sign the subscriber’s rejected request by clicking “Accept
Rejected Request” after receiving the money if it is temporarily rejected.

NOTE: All paper based records, documentations and reports containing all
confidential information shall be kept in secure and locked container or filing
system, separately from all other records.
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Brief procedures for RA Office for the issuance of Digital Certificate

Get the duly filled Application Form, Subscriber Agreement and DD for the
corresponding Class of certificate from the subscriber. He also receives the
verification document as mentioned in IDRBT CA CPS (either Voter's ID,
Passport, or PAN Card).

. RA Administrator will login to RA Site through http://idrbtca.org.in on INFINET

and create User ID for the subscriber. The password will be automatically

generated by the system.

3. Take three print outs of the User ID and Password form.

4. Send two forms of the User ID and Password to Subscriber by register post

9.

and insist the subscriber to acknowledge the receipt of the form in the other
form duly signed by him/her.

Get acknowledge the receipt of User ID and Password from the subscriber
duly signed in the receipt form.

Activate the Subscriber after getting acknowledgment receipt.

Send communication to subscriber by Email about the activation of the user
ID.

User logins to its Subscriber site and generate its key pair on Smart Card or
system.

RA Administrator assigns the request to RA Operator for verification.

10.RA Operator verifies the request of subscriber with the paper application

form. He can reject the request if the digital certificate request contains error

or incomplete.

11.RA Operator signs and sends the request to RA Administrator if the certificate

request is valid.

12.RA Administrator will verify the RA Operator’s signature.

13.RA Administrator signs and sends the request to CA Office.

14.Send the DD and the Xerox copies of the Subscriber Application Form and

the Subscriber Agreement to IDRBT.
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Getting Started in COVE

The Cryptographic Object Viewer and Editor (COVE) is an application for formatting
a smart card to prepare it for the cryptographic operations required by the card’s
program. COVE has a graphical user interface to the card’'s cryptographic
management tasks, which you can access through the Smart Card Toolkit or as a

standalone application.

Before you work with COVE, you should be familiar with the cryptographic
requirements and key types needed for the card programs you are planning. For
example, you might need to know the requirements for CryptoAPIl, PKCS #11, or

Entrust software.

Starting the COVE Application
If you are viewing a standalone \ersion of this help file and have not yet started the

COVE application, you can use any of the following methods to display the COVE

window.
Starting a COVE Application Installed with SDK 4.1 Software

To start COVE from the Schlumberger Smart Card Toolkit window, either:

Click the COVE button, or

Select Cryptographic Editor and Viewer (COVE) from the Tools menu.

To start COVE as a standalone application, click the Start button on the Windows
taskbar, then select Programs 2 Schlumberger Smart Cards and Terminals ?
Cyberflex Access SDK 4.1 ? COVE Admin Tool (or, if you installed the software
in a custom location, find COVE Admin Tool in the custom path.)

The COVE Administration Personalization Tool window appears in either standalone
mode or pre-connected mode, depending on the method you used to display the

window.

© IDRBT, 2002 73



e

DRBG
Starting a COVE Application Installed with SDK 4.1 Software

To start COVE as a standalone application, click the Start button on the Windows

taskbar, select Programs, and locate COVE under the SDK 4.1 installation folder.

The COVE Administration Personalization Tool window appears in standalone
mode.
Initial Appearance of the COVE Window

When you first display the COVE Administration Personalization Tool window, it
appears in either connected or pre-connected mode, depending on the method you
use to display it.

Connected Mode

If you display the COVE Administration Personalization Tool window from the Smart
Card Toolkit application (included with the Cyberflex Access SDK 4.1 software),
COVE is already connected to the card. The COVE Administration Personalization
Tool window is in connected mode, and connection controls (the Card Reader list
and Connect button) do not appear.

Pre-Connected Mode

If you display the COVE Administration Personalization Tool window as a
standalone application, COVE is not yet connected to the card. The COVE
Administration Personalization Tool window is in pre-connected mode, so

connection options appear in the window, as shown in the following illustration.
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¢+ COVE Adminiztralor Personalization Tool

Eile Tools Help

Card Header.
ESchLlrnba-rger Fellex 720 :I

Digital IDs | Card | PIN | Personaize | GINA
=) My Computer

+ @ Registy

k If you start COVE as a
standalone application, you will
see the Lard Reader field and
Connect button as shown.
Ifyou start COVE from the Smart
Card Toolkit, these item s do not
appear because the COVE
window reflects the card
reader cumrently used by the
Smart Card Toolkit

\Aﬂer g card has been

personalized, thistab changes
to say “Repersonalize.”

Connecting to a Card

Until you personalize a card, you can connect COVE to it without presenting any
verification keys. If you have personalized the card with COVE in a previous card
session, you must verify your access rights before you can view the card’s contents.
Connecting to a New (Unpersonalized) Card
To connect to an unpersonalized card, click the Connect button in the COVE
Administration Personalization Tool window. (The Connect button appears only if the
window is currently in pre-connected mode. The status box at the bottom of the
window displays a message as COVE attempts to read the card’s contents. If COVE

recognizes the card’s type, it completes the connection, and these changes occur:

The Connect button changes to read Disconnect.
The name in the Card Reader box becomes dimmed, which indicates that the

reader type is no longer selectable.
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Connecting to a Personalized Card

Until you personalize a card, you do not have to have any key to connect to it in

COVE. If you have used COVE to create a cryptographic file structure on a card, you

must prove your access rights before you can communicate with the card in a later

session.

To connect to a personalized card, follow these steps:

1. If you are not already connect to the card, click the Connect button. (If the
COVE Administration Personalization Tool window displays a Disconnect
button instead of a Connect button, COVE has already established

connection with the card.

If COVE recognizes the card’s type, it completes the connection. A connection

dialog box appears, which you use to establish access rights.

2. Enter the correct key or keys in the connection dialog box and click OK.

COVE sends the verification command to the card. If you enter the key value(s)

correctly, the card grants you access rights to view and modify the card contents.

Personalizing a Card

Personalizing a card means creating the necessary cryptographic structure for
storing the digital certificates and keys you need to perform secure operations such

as signing and encrypting email.
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Personalization QuickStart

When you install the Cyberflex Access SDK 4.1 software, it adds several default
personalization profiles (files with .cpf extensions) to the host system. You can use
these profiles to quick-start personalization. Choose the profile that most closely
matches your needs, then make any adjustments that are necessary.

Follow these steps to quick-start personalization:
Step 1: Display the Personalization Tab
Step 2: Select a Personalization Template
Step 3: Set Advanced Personalization Options
Step 4: Adjust Personalization Settings
Step 5: Execute the Personalization Operation

Step 1: Display the Personalization Tab

To begin the personalization process, first display the Personalize tab by folowing

these steps:
1. Start the COVE application if it is not already running

The COVE Administration Personalization Tool window appears, with the Digital IDs

tab displayed in front.
2. Click the Personalize tab.

The Personalize tab appears at the front of the window.
Contents of the Personalize/Repersonalize Tab

If the currently connected card is not personalized, the COVE Administration
Personalization Tool window displays a Personalize tab. Once you personalize the
card, the tab name is Repersonalize.

The Personalize/Repersonalize tab contains the following elements:
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A browsing pane and list of default personalization files (cpf files) you can
select, modify, and load onto the card.
Cryptoflex card or Cyberflex Access 16K card — A pie chart and statistics
that show how much EEPROM the current personalization settings will use
and how much EEPROM will remain available on the card.
GINA-related personalization settings
The PIN value and PIN unblocking value for the user PIN on a Cryptoflex card
or the PKI applet PIN on a Cyberflex Access Developer 32K card.
A place to enter the key or keys needed to complete personalization, either:
o Cyberflex Access Developer 32K card — Fields to enter the AUTH,
MAC, and KEK key values.
o Cryptoflex or Cyberflex Access 16K cards — A field for entering the
transport key value.

If you fail to enter the correct value for the required key or keys within
the allowed number of attempts, the key becomes blocked and you
can no longer communicate with the card. Cryptoflex cards allow
three attempts to verify the transport key. Cyberflex Access 16K cards
allow eight verification attempts. Cyberflex Access Developer 32K
cards allow ten attempts to verify the AUTH, MAC, and KEK keys.

If you change value of a card key that corresponds to a key you use in
the Personalization File Settings dialog box, make sure you use the

new key value in the dialog box.

Cyberflex Access Developer 32K card — A Settings button, which you use to
display the settings used for the PKI applet COVE incorporates during
personalization. Keep the default values unless you are performing advanced
debugging or correcting complex problems that require changes in these

values.

© IDRBT, 2002 78



e

DRBG
Step 2: Select a Personalization Template

In this step, you select a personalizaton profile. Use the drive and subsidiary folder
lists to find and select the personalization file that best fits your needs. You can
select a custom profile you created in a previous personalization session, or select
one of the sample profiles the instalation program added to your host system. The

sample personalization files contain configurations for the following situations:

Cryptoflex Entrust interop MS.cpf - Windows 2000-compatible Cryptoflex or
Cyberflex Access 16K card that operates with Entrust and a Microsoft
browser and mail client (Internet Explorer and either Outlook or Outlook
Express).

Cryptoflex Entrust.cpf - Cryptoflex or Cyberflex Access 16K card that
operates in the Entrust environment.

Cryptoflex MS interop Netscape.cpf - Windows 2000-compatible card that
operates with either Netscape® or Microsoft browsers and mail clients.
Cryptoflex Netscape.cpf - Cryptoflex or Cyberflex Access 16K card that
operates with a Netscape browser and mail client.

Cyberflex Entrust interop MS.cpf - Windows 2000-compatible Cyberflex
Access Developer 32K card that operates with Entrust and a Microsoft
browser and mail client.

Cyberflex Entrust plus Netscape.cpf - Cyberflex Access Developer 32K card
that operates with Entrust and a Netscape browser and mail client.

Cyberflex Entrust.cpf - Cyberflex Access Developer 32K card that operates in
the Entrust environment.

Cyberflex MS interop Netscape.cpf - Windows 2000-compatible Cyberflex
Access Developer 32K card that operates with either Microsoft or Netscape
browsers and mail clients.

Cyberflex Netscape.cpf - Cyberflex Access Developer 32K card that operates

with a Netscape browser and mail client.

Each personality profile has specified settings for a file structure that reflects the

requirements for certain types of objects to be protected or remain unprotected. For
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example, PKCS #11 specifications require that public keys be stored in public areas,
and so remain unprotected. In this case, the public keys are publicly available.
CryptoAPI specifications, on the other hand, require that public keys be write-
protected, so that you typically must verify CHV1 to gain write access to public keys.

In this case, the public keys are stored in private space.

The choice you make affects the amount of EEPROM required for the
personalization. Different profiles may have different settings for such elements as
the number of private keys that can be stored on the card and the amount of
memory allocated to symbol tables.
Notes:
Microsoft Profiles — Profiles whose file names include "Microsoft" can
accommodate full compliance with CryptoAPI standards, as long as you
enable protected mode.
Netscape Profiles — Profiles whose file names include "Netscape" can
accommodate full compliance with the PKCS #11 specification, as long as
you do not enable protected mode.
Netscape/Microsoft Profiles — Profiles whose file names include both
"Microsoft" and "Netscape" can accommodate full compliance with either
PKCS #11 or CryptoAPI specifications, depending on whether you enable
protected mode. The distribution of files in each case reflects the requirement
for certain types of files (such as public keys) to remain open (as in PKCS
#11) or to be protected by a security condition (as in CryptoAPI).
Entrust Only Profiles — If you plan to use the card only with Entrust, choose

a profile whose file name includes "Entrust,” but not "Microsoft" or "Netscape."

Step 3: Set Advanced Personalization Options
Optional Step: Once you select a personalization profile, you have the option of
setting advanced personalization options in the Personalization File Settings dialog
box.

To display the Personalization File Settings dialog box:
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Advanced...

The Personalization File Settings dialog box appears and displays the settings

specified by the personalization file you chose.

2. Review the settings and make any adjustments needed. You can revise any

of these attributes:

(0]

Number of Private Keys — Number of private keys, or digital
identities.

Private Space — Number of EEPROM bytes reserved for protected
digital ID data (data that is notpublicly readable).

Public Space — Number of EEPROM bytes reserved for unprotected
digital ID data (data that is publicly readable).

CryptoAPI Enabled — Select this check box if you plan to implement
a card program that complies with Microsoft's CryptoAPI architecture.
PKCS #11 Enabled — Select this check box if you plan to implement
a card program that complies with RSA’s PKCS #11 specification.
Generate Keys on Card— Cryptoflex Cards Only: Select this check
box if you plan to generate RSA keys on the card. (This option is not
available on Cyberflex Access Developer 32K cards.)

Protected Mode Enabled — Select this check box to implement the
CryptoAPI requirement for write-protecting objects that are publicly
readable, such as public keys and public key certificates. Clear this
check box to implement the PKCS #11 requirement to grant write
access to objects that are publicly readable. The file structure can be

fully compliant with only one of these specifications.

3. Optional: To specify a new transport key value for a Cryptoflex card or a

Cyberflex Access 16K card, select the Set Transport Key check box, select

either the Ascii or HexString radio button and enter the transport key (an 8-

character ASCIl or 16-digit hexadecimal value) in the text field. (The

HexString radio button is selected by default.)
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To cancel the transport key setting, clear the Set Transport Key check box.

If you change the transport key value, be sure to use the new transport key value
in the Personalize tab.

If you try to personalize the card with an invalid transport key, you may block the

transport key and permanently lose contact with the card.

4. When the Personalization File Settings dialog box settings are complete, click
OK.

You return to the Personalize tab of the COVE Administration Personalization Tool
window. If you are connected to a Cryptoflex or Cyberflex Access 16K card, the tab
displays an updated pie chart and corresponding statistics.

Step 4: Adjust Personalization Settings

Optional Step: Now that you have selected a personalization profile and set any
advanced options you like, you have the option to adjust the settings in the
Personalize / Repersonalize tab as follows:

Card Label— The card label is used for PKCS #11 applications. The card
label typically appears in Netscape applications as the card identifier. If you
do not specify a card label, PKCS #11 supplies Netscape with the default
card label "Card in Slot #N," where N is an incremental value assigned to the
card reader slot. (Card labels do not appear in Internet Explorer, Outlook, or
Outlook Express.)

o To specify a card label, enter a text string in the Card Label text field.
You can enter any text string you like, with a maximum length of 32
characters.

o To delete the current label, clear the Card Label check box.

o To edit the card label, change the existing label name in the text field.

User and Unblock Pins — To specify a new PIN value and unblock PIN

value for the Cryptoflex card user PIN or the PKI applet PIN on a Cyberflex
Access Developer 32K card, enter an 8-digit string in the User Pin box and
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the Unblock Pin box. If you specify a value in one of these boxes, you must

specify a value in both.

All the sample personalization profiles set these default PIN values:
User PIN — 00000000 (decimal)

o Unblock PIN—11111111 (decimal)
o To cancel the PIN settings, clear the Set PINs check box.
o To require the user to change the PIN after login, select the Initial Pin

check box.

GINA — To enable secure logins by using GINA, see

Step 5: Execute the Personalization Operation

With all the personalization options set, you are ready to enter the appropriate key

value(s) and complete the personalization operation.

1. Enter the AUTH, MAC, and KEK key values (Cyberflex Access Developer
32K card) or the transport key value (Cryptoflex card):
o Select the ASCII or HexString radio button, and
o Click the Select Key button to choose the key value(s). For a
Cryptoflex card, you choose an 8-character ASCIlI or 16-digit

hexadecimal value to appear in the Transport Key box.

If you click the Select Keys button while you are personalizing a Cyberflex Access
Developer 32K card, the next step depends on whether you started COVE as a

standalone application or from the Smart Card Toolkit:

o Started as a standalone application — A window appears and asks
you br a key set file. You can select options through the window’s
Tools drop-down menu to create and edit keys, which COVE will store

in a key set file.
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o Started from the Smart Card Toolkit — The Key Manager Visa OP

window appears, which you can use to create and edit keysets. These

keysets are stored in the Key Manager database on the host system.

The personalization profiles you load from Cryptoflex .cpf files contain
the default transport key value. If you change the transport key on the
card, you must enter the new transport key value in the Transport Key
box.

If you fail to enter the correct key value within the allowed number of
attempts, the key becomes blocked and you can no longer
communicate with the card. Cryptoflex 16K cards allow three attempts
to verify the transport key. Cyberflex Access Developer 32K cards
allow ten attempts to verify the AUTH, MAC, and KEK keys.

2. When the settings are complete, click the Personalize button.

A message box appears and asks you to confirm the action. (If the card has already
been personalized or had certificate and key files added to it, personalization will

overwrite the old cryptographic files.)

3. Click OK.

COVE deletes old cryptographic files (if necessary), and creates the new file
structure. The status bar displays messages and a graphical display to indicate the
progress of the operation. When personalization is complete, a message appears
that confirms the card has been personalized. The Personalize tab name changes to
Repersonalize. When you start a new card session in COVE, you will be required to
enter the CHV1 key to gain access to the card. (The default CHV1 key value is
00000000.)
Example: Changing a Personalization Profile’s Settings

Most of the default profiles are set to accommodate one or two digital identities. As a
simple example, let’'s say you choose a profile with these settings:
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Private keys = 1
Private space = 1000 bytes
Public space = 2500 bytes

To modify the settings, you can enter new values in the boxes or click the spin
buttons to adjust the values incrementally. Following this example, you could add

space for another digital ID by entering these settings:

Private keys = 2
Private space = 2000 bytes
Public space = 5000 bytes

To set the Personalize tab parameters correctly, you must have a good
understanding of the application that will be used with the card. Private keys typically
occupy private space on the card, and public keys occupy public space. Certificates
typically occupy a considerable amount of EEPROM memory and are stored in the
memory pool allocated to public objects. In some cases, however, certificates are
stored in private space.

When you calculate the space you need, use an appropriate personalization profile’s
settings as a basis.

Saving and Loading Custom Personalization Profiles

You can save custom options you have entered in the COVE Administration
Personalization Tool window’s Personalize tab and in the Personalization File
Settings dialog box. You can either save the settings as a new profile or overwrite an
existing profile. Once you save the personalization profile as a file, you can reload
the profile or distribute it for use on other systems.

For more information, see these topics:

Saving a Profile

Loading a Profile
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Saving a Profile

To save the current setting in the COVE Administration Personalization Tool
window’s Personalization tab and Personalization File Settings dialog box as a .cpf

file, follow these steps:

1. Click the Save button at the bottom of the Personalize tab.

A standard save file dialog box appears.

A

Navigate to the folder you want to use for storing the personalization file.

3. Enter a name for the file in the File Name box, or select an existing file (to

overwrite its contents).
4. Make sure Personalization File (*.cpf) appears in the Save as Type box.
5. Click Save to save the file, or Cancel to exit without saving changes.

Loading a Profile
You can load the personalization settings from an existing .cpf file into the
Personalization tab and the Personalization File Settings dialog box. To load profile,
use the navigation aids in the Select Personalization file area to find and select a
personalization profile. Be sure the file you want to use is highlighted in the right-

hand pane.

COVE loads the specifications from the specified profile into the Personalize tab. If

you like, you can make adjustments to the settings .
Using the Digital IDs Tab

The Digital IDs tab displays a list of all digital certificates in the host system’s

registry. If a card is connected to COVE, the Digital IDs tab also shows whether the
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card has been personalized and shows any certificates and associated

cryptographic keys stored on the card.

You can use the Digital IDs tab to examine the host system and card certificates,
and remove items that are not needed. If you are working with a CryptoAPtenabled

card, you can add digital IDs on the card to the host system’s registry.

Displaying the Digital IDs Tab
When you first start the COVE application, the Digital IDs tab appears at the front of
the COVE Administration Personalization Tool window.

Examining Digital Certificate Data

When you first start the COVE application and view the Digital IDs tab, you can
examine information about certificates registered on the host system. Once you
connect to a personalized card, you can also view any digital ID data stored on the
card.

For more information, see these topics:

View the registry tree

Display a certificate’s properties
Delete certificates and keys

Export a certificate to the host registry

Refresh the Digital ID tab display

Contents of the Registry Tree

The digital certificates registered on the host system appear in the Registry tree,

which contains these folders:

Address Book — Certificates of email correspondents who have sent you
email from Outlook or Outlook Express

CA — Certificates of certificate authorities, used to verify correspondents’
certificates

My — Your personal certificates
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REQUEST — Certificate requests that have not been processed
Root — Self-signed certificates, used as the basis for trust trees
TRUST — Certificates designated as trustworthy without proof from a

certificate authority

NOTE If you use a card that complies with Microsoft’'s CryptoAPI card
standards, you must register digital certificates on the host
system. For a PKCS #11-compliant card, you do not need to
register certificates on the host system. This difference relates
to the different security models the two standards use.

The Card’s Digital ID Elements

If a personalized card is connected to COVE, the Digital IDs tab displays a
personalization container symbol (like the one shown at left). If you have added any
cryptographic objects to the card’s personalization files, they appear under this

symbol.

The following illustration shows a card that contains some digital certificates and
keys.
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Displaying a Certificate’s Properties
To display the properties of a certificate, double-click the item’s name or icon. The
Properties status box appears and displays information about the certificate in a
table format. The following illustration shows the Properties status box displaying

information about a sample card’s Entrust certificate.
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The Properties box displays whatever types of information are recorded in the
certificate. The information varies but typically includes a serial number, an inception
and expiration date, the type of algorithm used, the value of the public key modulus,

the issuer’'s name, and information about the certificate holder.

Deleting Certificates and Keys
You can delete individual items or clear all digital information from a card in the
Digital IDs tab of the COVE Administration Personalization Tool window. You may
want to eliminate unneeded registration data, for example, or remove old digital IDs
from a card.

Deleting Digital ID Data from the Registry or the Card

To delete an individual item, follow these steps:
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1. Highlight the item you want to delete in the Digital IDs tab of the COVE

Administration Personalization Tool window. You can delete any of these
items:

o A certificate registration or request from the Registry tree (but not a
folder)
o A certificate or key from the personalization files on the card (but not

the personalization file container)

When you have selected an item you can delete, the Delete Object button is
activated. If you select an item that you cannot delete, the Delete Object button

appears dimmed.

2. Click the Delete Object button.

COVE removes the object.
Clearing All Certificates and Associated Data from the Card

To clear all the digital ID data that is currently on a card, follow these steps:
1. Highlight a personalization file container in the Digital IDs tab display area.

The Clear Card button is activated (and no longer appears dimmed).

2. Click the Clear Card button.

COVE removes all the digital IDs and associated keys from the card. The card’s
personalization files remain on the card, ready to receive new digital signatures and
keys.
Exporting a Certificate to the Host Registry

If your card program complies with Microsoft's CryptoAPI card standards, you must
register digital certificates on the host system. (This is not necessary for PKCS #11
card programs.) When you download a certificate to a card, the certificate is
automatically registered on the host system. If you download the certificate on one

system, then use the card on another system, you must register the certificate on the
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new system. You cannot use the certificate until it is registered on the host system

you are currently using.

You can use the Digital IDs tab in the COVE Administration Personalization Tool
window to register certificates that were downloaded to a card on other host

systems:
1. Highlight a card certificate in the Digital IDs tab display.

The Export to Registry button is activated (no longer appears dimmed).

2. Click the Export to Registry button.
COVE automatically exports the certificate data to the host system’s registry.

3. Continue with this process until all the certificate data is registered. (You do

not register the certificates’ associated keys.)

Refreshing the Digital ID Tab Display
To refresh the display in the Digital ID tab, click the Refresh button.
COVE reloads the digital IDs in the host system registry, and the digital IDs on the

card.

Using the Card Tab

The Card tab shows the card’s current personalization settings and associated
cryptographic contents. You can use the Card tab to view and modify these settings.
You can also use the Card tab to add a label to the card or change the existing card

label.

The bottom part of the tab presents a graphical view of the amount of personalized
file space in current use, and shows the number of the card’s RSA public and private

keys, certificates, data objects, and containers.
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For more information, see these topics:

Display the Card tab —
Change Card tab data —

Add or edit the card label —

Displaying the Card Tab
To display the Card tab, start the COVE application if it is not already running, then
click the Card tab. The Card tab appears at the front of the COVE Administration
Personalization Tool window.

Changing Card Tab Data

You can change the following types of information in the Card tab:

Card Label — An editable field that displays the current label for the card, if a
label has been specified during personalization or in the Card tab. This is the
label used for PKCS #11, which typically appears in Netscape applications as
the card identifier.

CryptoAPI Enabled — Check box to specify whether the file structure
defined during personalization is compatible with Microsoft's CryptoAPI
standards.

PKCS #11 Enabled — Check box to specify whether the file structure defined
during personalization is compatible with RSA’s PKCS #11 specification.
Generate Keys on Card — Check box to choose to enable RSA key
generation for the card during personalization. (Applicable to Cryptoflex cards
only.)

Protected Mode Enabled — Check box to specify whether certain types of
files will be placed in protected areas of the card (areas that require

authentication) or will be placed in unprotected areas.

Click Apply when you have finished making changes.
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Adding or Editing the Card Label

You can add a card label either in the Card tab or as part of the personalization
settings you specify in the Personalize/Repersonalize tab.

The card label you create appears as the list entry for the card to select in Netscape
clients. If you do not specify a card label, the Netscape list entry for the card reads
"Card in Slot #1" (or an incremented slot number). The card label does not appear in
Internet Explorer, Outlook, or Outlook Express.

To add or edit a card label, enter a text string in the Label box, then click the Apply
button. You can enter any text string you like.

To delete the current label, clear the Label box, enter a single space, then click the
Apply button.

Using the PIN Tab

You can use the PIN tab to perform any of these actions:

Change the value of the PIN (the PKI applet PIN on a Cyberflex Access
Developer 32K card or the user PIN on a Cryptoflex card

Unblock a blocked key

Change the unblock key value

Change the transport key on a Cryptoflex card

NOTE The PIN tab is enabled anly for cards that contain a PIN—
either:

A CHV1 PIN at the root level on a file-based card (which COVE will add to the
card during personalization if it finds no pre-existing PIN when personalization
is performed), or

A PKI applet PIN on an Open Platform-compliant card (added to the card

during personalization).
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Displaying the PIN Tab
To display the PIN tab, start the COVE application, then click the PIN tab. The PIN

tab appears at the front of the COVE Administration Personalization Tool window.

The PIN tab appearance is card-specific. On a Cryptoflex card, you enter the

transport key to change or unblock the user PIN. On a Cyberflex Access Developer

32K card, you enter the AUTH, MAC, and KEK keys to unblock the PKI applet PIN.
Changing the PIN Value

If the card contains a PIN, you can change its value in the Change User PIN area of

the COVE PIN tab. (For a file-based card, this function applies to the CHV1 PIN

value at the root level. For an Open Platform-compliant card, this function applies to

the applet PIN added to the card during personalization.)

To change the PIN value, follow these steps in the Change User PIN area of the PIN
tab:

1. Enter the current PIN value in the Old PIN box. (The PIN is 8 decimal digits or
ASCII characters in length.)

For a Cryptoflex card or Cyberflex Access 16K card, enter the CHV1 PIN value. For
a Cyberflex Access Developer 32K card, enter the PIN value of the PKI applet

added to the card during the most recent personalization.

2. Enter the new PIN value in the New PIN box and in the Confirm PIN box.

(The replacement PIN must also be 8 decimal digits or ASCII characters in

length.)

The Change PIN button is activated as soon as you enter data in the Confirm PIN

box. (The button no longer appears dimmed.)

3. Click the Change PIN button.
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If you entered the correct PIN value and matching strings of the correct length for the
replacement PIN, COVE updates the PIN value. (COVE warns you if you enter a
new value that matches the original one.)
Unblocking the PIN and Changing Its Value

If the card contains a blocked PIN and you know the unblock PIN value, you can
unblock it and change the PIN’s unblock value in the Unblock User PIN dialog box.
NOTE For a file-based card, this function applies to the CHV1 PIN

value at the root level. For an Open Platform-compliant card,

this function applies to the applet PIN added to the card during

personalization.

To unblock the PIN and change its value, follow these steps:

1. Click the Unblock PIN button in the PIN tab of the COVE Administration

Personalization Tool window.

The Unblock User PIN dialog box appears, as shown in the following example. (The

example shows the dialog box after data has been entered.)

Unblock User PIN |

I_Ir'll:lll:":k: I xxxxxxxx
M ew Llzer PIM: I ““““““““
Eanirm: I xxxxxxxx

Unblack EIND& Cancel |

2. Enter the current unblock PIN value in the Unblock box.
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PINs are 8 decimal digits or ASCIl characters in length. You can create a shorter
PIN by adding padding characters (with the value FFh) to the end of the PIN value

string.

If you are connected to a Cryptoflex card or Cyberflex Access 16K card, enter the
unblock key for the root CHV1 PIN value. For a Cyberflex Access Developer 32K
card, enter the unblock key value of the PKI applet PIN added to the card during the

most recent personalization.

3. Enter the new PIN in the New User PIN box and in the Confirm box. (The
replacement PIN must also be 8 decimal digits or ASCII characters in length.
To create a shorter PIN, add padding characters with the value FrFh to the end

of the PIN value string.

The Unblock PIN button is activated as soon as you enter data in the Confirm box.
(The button no longer appears dimmed.)

4. Click the Unblock PIN button.

If you entered the correct value for the unblock PIN and entered matching strings of

the correct length for the replacement PIN, COVE unblocks the PIN and updates its

value. (COVE warns you if you entered a new value that matches the original one.)
Changing the Unblock PIN Value on a File-Based Card

If you know the transport key value of a file-based card, you can use the Change

Unblock area of the PIN tab to change the unblock PIN value.

NOTE For a file-based card, this function applies to the CHV1 PIN
value at the root level. If the card does not contain a PIN of this

type, this function is disabled.

To change the unblock PIN value in the Unblock User PIN dialog box, follow these

steps:
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1. Select the entry format for the transport key by clicking on one of the radio
button under the Key box in the PIN tab’s Change Unblock area:
o ASCIl — Expressed as ASCII format, the transport key is 8 characters
or digits in length.
o HexString — Expressed in hexadecimal format, the transport key is an

8-byte (16-digit) value.

2. Enter the transport key in the Key box. Enter the value in the format you

selected in the previous step.

If you fail to enter the correct transport key value within the allowed
number of attempts, the key becomes blocked and you can no longer
communicate with the card. You have three chances to verify the
transport key on a Cryptoflex 16K card. You have ten chances to

verify the default keys on a Cyberflex Access Developer 32K card.

3. Enter the new unblock PIN in the New and Confirm boxes. (The replacement

PIN must also be 8 decimal digits or ASCII characters in length.)

The Change Unblock button is activated as soon as you enter data in the Confirm

box. (The button no longer appears dimmed.)

4. Click the Change Unblock button.

If you entered the correct value for the transport key and entered matching strings of
the correct length for the replacement PIN, COVE updates the unblock PIN value.
(COVE warn you if you entered new values that match the original one.)

Changing the Transport Key Value on a File-Based Card
If you know the current transport key value of a Cryptoflex or Cyberflex Access 16K
card, you can use the Change Transport Key dialog box to change the transport key
value.
To change the transport key value, follow these steps:
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1. Click the Change Transport Key button in the PIN tab of the COVE

Administration Personalization Tool window.

The Change Transport Key dialog box appears, as shown in the following example.

(The example shows the dialog box after the data has been entered.)

Change Transport Key I

Qld: I xxxxxxxxxxxxxxxx

" Ascil % HexSting
Mew: |1111111111111111

) Azcii + HexSting

Change Tranzpart Key N LCancel

2. Select the entry format for the current transport key by clicking one of the
radio buttons located under the Old box:

o ASCIl — Expressed as ASCII format, the transport key is 8 characters
or digits in length.

o HexString — Expressed in hexadecimal format, the transport key is an
8-byte (16-digit) value.

3. Enter the current transport key value in the Old box. Enter the value in the

format you specifed in the previous step.

As you enter the value, asterisks appear in the box.

If you fail to enter the correct transport key value within the allowed number of
attempts, the key becomes blocked and you can no longer communicate with the
card. Three attempts are allowed for Cryptoflex 16K cards and eight attempts for
Cyberflex Access 16K cards.

4. Select the HexString radio button to specify the entry format for the new
transport key.
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5. Enter the new transport key value in the New box. Enter a value in

hexadecimal fomat.(The Change Transport Key dialog box will respond only

to keystrokes for hexadecimal values.)

As you enter the value, it appears in plaintext in the New box.

Take note of the new number. If you forget it, you may permanently lock yourself

out of the card.

The Change Transport Key button is activated as soon as you enter the correct

number of digits or characters in the New box.

6. Click the Change Transport Key button.

If you entered the correct value for the transport key and your entry for the new

value is valid, COVE updates the card’s transport key value.
Using GINA

Winlogon is a component of the Microsoft Windows NT/Windows 2000 operating
system that provides interactive logon support by combining the Winlogon
executable program, a Graphical Identification and Authentication dynamic-link

library (DLL)—referred to as the GINA—and any number of network providers.

The GINA is a replaceable DLL component that is loaded by Winlogon. The GINA
implements the authentication policy of the interactive logon model, and is expected
to perform all identification and authentication user interactions. In this case, GINA
DLLs can implement smart-card authentication mechanisms in place of the standard
Windows NT/Windows 2000 user name and password authentication. Winlogon can

also load zero or more network providers to perform secondary authentication.

If you plan to use GINA for smart card login to Windows NT/2000, you must

personalize the smart card so that it is ready to accept GINA users.

NOTE Java Card specifications require a PKI applet to be loaded before GINA
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can be set up. This applet is loaded automatically by the software during

the card personalization process.
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Appendix - 2
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Installation of Cyberflex Smart Card Reader Utility software

components

Installation must be under Administrator login.

Remove all other Smart card Reader Software if previously installed on the
computer.

Connect one of the Smart Card Reader ports to the serial port of the
machine and the other port to the mouse socket (connect the mouse to the
Smart Card reader’s port).

Ifthe devices mus
share a P§/2 plug
on the host
system, insert the
keyboard or
mouse PS/2 jack
into this plug.

power light

Ll %
attach the COM l__ attach this

P5/2 jack t
) = connector to a l, a F;gg ;fugﬂ

o1+ (OMporton the
host system on the host

system

Connections for the Reflex 72 Reader

Use Add /Remove utility of START - Settings - Control Panelto remove the
other Card Reader software.
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Prerequisites

Netscape Navigator version should be 4.7 or above or

Internet explorer version should be 5.5 or above.

Installation

Insert Software CD. This will automatically start the installation. If not run
setup.

The program will be installed in the default C: drive. Choose the required
software to be installed as given below

' Schlumberger Cyberflex Access SDE 4.1 - InstallShield Wizard

Custom Setup

Select the program features pou want ingstalled.

Clizk an an icon in the lizt below to change how a feature iz ingtalled.

= Feature [Meseiption

bicrozoft Smart Card Baze
Companents far Wings /M T

--------- » = | Reflex 20 Reader Dnver Installation
--------- ® | Reflex USE Reader Driver Installation
--------- =3~ | Reflex Toolz

= = = | Cyberflex Accesz SOE 4.1 Thiz fe._ature requires OK.B on your
- = | Documentation hard drive.
I =-|5 amphgg

--------- » vI Enahble Entrust with PECS511

C:%Program FilezhSchiumbergerySmart Cardz and Terminalsh,

rigtall Shield
Help | < Back I Hent » I Cancel

Enable Microsoft Base Component,

Enable Reflex 72 Reader driver Installation
Enable Reflex tools

Enable Cyberflex Access SDK 4.1

© IDRBT, 2002 104



e

DRB

Disable the other remaining options by right clicking on it and choosing
X

Press The NEXT button to continue installation.

Complete the Installation. After Installation it will prompt for restarting the

machine. Choose the Restart option. Before Restarting connect
Schlumberger Card Reader to the serial port and the mouse port.

After Restarting

If using Netscape Navigator then after restarting open the file

“ C:\Program Files\Schlumberger\Smart Cards and Terminals\Cyberflex Access SDK
4.1\PKCS11 Enable\SIbNsInstall.html *

The Browser will inform if the installation was successful.

Exporting Certificate from smart Card to Registry for Internet Explorer

Press Start Button.

Go to Programs.

Go to Schlumberger Smart cards and terminals.
Select CyberFlex Acess SDK4.1.

Select COVE User Tool 4.1.

Check if the Schlumberger Reflex 72.0 is displayed in the Card Reader
Text Box. If not use reinstall or troubleshoot the Smart Card Hardware
Device.

Insert Smart card in to the Smart Card Reader.
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COVE User Tool 4.1 will ask if you want to connect to the Smart Card
Press YES.

Else click the Connect button to connect to the Smart Card
Enter your Smart Card PIN #. Default Pin number is 00000000.

COVE User Tool 4.1 will now show Details of User Certificate on the
Smart Card

Select the Certificate Icon by pressing left mouse key only once.
Now Press “Export to Registry” Button on the Right side.
Press OK on completion of Export to Registry.

To View details of the User Certificate double click on the Certificate Icon.

| ; : COVE User Personalization Tool !E[E
File Help
| Card Reader: Ty .
I ISchlumberger Reflex 720 ;I f@“ Risconnect I
Digital IDs | Card | PIN | GINA | Sch y
by Camputer Ex=port ta
§ Registry HTEgiSU_U...
= Cryptofles 16K,
- E';_'_-'-] PHE1 Delete Object
Clear Card
Befresh

© IDRBT, 2002 106



e

DRBG

Changing the PIN number of the Smart card

Press Start Button.

Go to Programs.

Go to Schlumberger Smart cards and terminals.

Select Cyberflex Access SDK4.1.

Select COVE User Tool 4.1.

Check if the Schlumberger Reflex 72.0 is displayed in the Card Reader

-Igee)\(/ticBe(.)X' If not use reinstall or troubleshoot the Smart Card Hardware

Insert Smart card in to the Smart Card Reader.

COVE User Tool 4.1 will ask if you want to connect to the Smart Card
Press YES.

Else click the Connect button to connect to the Smart Card

Enter your Smart Card PIN #.

Once Validated, Click PIN tab, the change PIN dialog will appear.
Enter the old PIN, new PIN and the confirm PIN.

Click Change PIN to confirm.

(See figure below)
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Schlumberger Reflex 72 0 |_, V

.
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