Institute for Development and Research in
Banking Technology

(Established by Reserve Bank of India)

/pms

Explore, Enable, Excel

IDRBT CA

Registration Authority (RA) Portal
User Manual

Version 1.0

Institute for Development and Research in
Banking Technology

(Established by Reserve Bank of India)

/orB

Explore, Enable, Excel



http://idrbt.ac.in/index.html
http://idrbt.ac.in/index.html

N7 Institute for Development and Researchin
DRB Banking Technology

Explore, Enable, Excel | (Established by Reserve Bank of India)

Table of Contents

I o T o 11 o PO PP PSPPI 2
2. DASNDOAI ..o ettt b e bbbttt eas 3
B U SIS ittt bbbttt h bt bt a bt ehe et bt et e bt ehe et e sheeat e beeae et e heebenees 4

B R \V/ = U F=To [ @] o 1] =1 (0] =SSP 4

3.2 VIEW RA AGIMINS ...ttt sttt ettt b e st sttt et s b eae 13
4. NEW REQUEST .......ooieeeteeeee ettt ettt sttt et stt e e s te e sbt e e s beesbaessabeesbaeesabeesabaessseesabeesnssean 15
LT (Y =T g = T (ST O ) o= = TSP 19
6. APPIrOVAl REQUESTES .....ooeieeiiiiceeeseee ettt ettt sttt st e st e s ae e s e seesaesse s st essesteessansesseensenes 27
AR £ oT= 135 o T g WA o] o] FTor= L A o] o 1S U 41
8. ACCOUNTS ...ttt a et bbb bt et e bt s bt et e e bt et et e e bt et e seeeat et e sbe et e bt saeeneenne 44

Registration Authority (RA) Portal Page 1 of 45

User Manual


http://idrbt.ac.in/index.html

Institute for Development and Researchin

Banking Technology
(Established by Reserve Bank of India)

Explore, Enable, Excel

Introduction

RA Administrator and RA Operator can login to RA Portal. RA Portal has the facility to
create New Certificate Request, manage Certificates/setup Certificate, process Certificate

Requests and create/manage RA Operators.

1. Login

Open any browser like Chrome/Firefox/IE etc. and enter the respective IDRBT RA Portal
URL https://10.0.67.57/idrbtra in address bar of the browser. The following page
will be displayed:

55527 | Institute for Development and Ressarchin
‘DR BJ | Banting Technology
Explare, Encle, Ewel | Eablihed by Rexarve Bank ofIncial

Registration Authority

Login
Login ID

Enter the “Login ID” and click on “Proceed” button, then Certificate and Token Password

fields will be enabled.
e Insert the Crypto token.
e Select the Certificate from drop-down list.
e Token password needs to be entered.

Registration Authority (RA) Portal Page 2 of 45
User Manual


http://idrbt.ac.in/index.html
https://10.0.67.57/idrbtra

Institute for Development and Researchin
Banking Technology
(Established by Reserve Bank of India)

AN

DR

Explore, Enable, Excel

Institute for Development and Researchin

’Dﬂﬂ? Banking Teshnology

Exalor, Enabe, Esoel| I ablished by Reserve Bank of ndia
Registration Authority
Login
Login ID

eraadmin
Certificate

Select

Token Password

LOGIN

By clicking on “Login” button, the entered credentials will be validated and land in RA
Dashboard page.

2. Dashboard

Once the login is successful, “Dashboard” page will be displayed by default as shown
below.
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3. Users

RA Admin can manage RA Operators and also can view RA Admin users of the
respective RA Office.

Institute for Development and Researe

in Welcome,
fnolog o Registration Authority Portal ANB ORG 8

New Request Approval Requests Reassign Applications

Manage Opl Manage Operators Create Operator Excel

View RA Admins

Manage Certificate

Search By Include Date Range [J

Login ID Select - From 07122019 E# To |07-122019 Filter By @@@

Sl.No.  Full Name Login ID Email ID Mobile No. Created By Created Date Is Active Action
1 operator eraoperator yash.gsp@gmail.com 7013371901 anberaadminone 06-Dec-2019 4 @ view
2 Anb Era Operator Three  anberao3 abhishek.n@emudhra.com 8050903086 anberaadmintwo 28-Nov-2019 v @ view

3.1 Manage Operators

Manage Operators is to create/manage RA Operators (Users > Manage Operators). On
click of “Manage Operators”, a page will be displayed by listing all Operators which are
in Active status as shown below.
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AT Y s Registration Authority Portal AN 8
L5 v

Dashboard Users v New Request Manage Certificate Approval Requests Reassign Applications Accounts

Manage Operators [ Excel

Search By Include Date Range []

Login ID Select + ) From |o7122019 E| To [07-122019 B Filter By mm

Sl.No.  Full Name Login ID Email ID Mobile No. Created By Created Date Is Active Action
1 emudhrautwo emudhrautwo nandhakumar.n@emudhra.com 7094940185 emudhrapone 06-Dec-2019 v @ view
2 emudhrauone emudhrauone nandhakumar.n@emudhra.com 7094940185 emudhrapone 06-Dec-2019 V4 @ view

Total Count:2/2

Create Operator:

To create operator, click on “Create Operator” button present at top right corner of
Manage Operators page. Create Operator page will be displayed as shown below.
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Reassign Apphcations

Fill the details and enable the Permissions needed.

Institute for Development and Researchin
Banking Technology
(Established by Reserve Bank of India)

VWS ST,

HWANDHAXLMAR

ALounts

8

¢ Fields which are marked with asterisks (*) are mandatory fields. Fill all those
details and enable “Is Active” toggle switch.

0 Login ID is required for RA Operator to login to RA Portal. It must be an
alphanumeric combination having at least one alphabet and minimum

length is eight characters.

The certificate can be either uploaded as .cer file or can be read directly

from certificate store. (Note:Read from store option, certificates must
be installed or USB token containing certificates needs to be inserted in

the system.)

e Common Operator: Switch on Common Operator toggle to make available this
particular operator as common operator to all the RA Administrators of

respective RA Office.
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As per the requirement,

enable respective permissions for the Operator by selecting or deselecting the
toggle switches.

Users -~

Create Operator

Fisll Mgavos *
Drate of Birth
Gender
Login i *
Sourge

Certificate *

Certticite indormation

Mzl Mo, ®
Arermacie Mobike Mo
Ervadl 1D *

Addreyy

Permissions

Can e RA Poral

Hew Request

WMa's

Fash

2345

Risgstration Authority Portal

Manage Certilicate

Fereale

Approval Requests

Uplead Certificats ¥ Read froem slore

Olxss 3 Dorgamizanon few (E3XA73HE

H

Fatt NS rudhr 5 G0

Can podeds Agprinad Reguesl

Can oreals Kew Requen

Can manage CerbficatesT

Can fetup Certificate?

Can raius Bevoks negquest?

Can rafe SUSDErdion reguestT

Can Fiske ASEhvalion récueit?

i+]

Clear

Reasvign Applications

Localny

i CodefZ1P Concte *
Country ®

Skate

Comy *

FAN

I Aaiive

Commsn Operatne

Weliorra

BANDHAKL MAR

886888688

Bk
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Dashboard  Users »
Create Operator
Full Rarre *

Date of Beth

Cander

Laogir

Sourge

Certificate

Certdicase irdormation
Mzl Mo, ®
Areracrre Mobike Mo
Ervadl 1D *

Adddreiy

Permissions
Can e RA Poral
Can béiid Agprivd Reguedli)
Can oreals Kew Requen
Can manage CerbficatesT
Chn febigp Cerlificabe)
Can raius Bevoks negquest?
Can Fise SUSERion reguestT

Can faie Addhalion reguedt?

Mew Reguest

R ibr atioen Authority Portal

Manage Certilicate

Was Ferirule
o 2345
Uplead Certificate # Rpad froen yiore

Oxss 3 Dorgamizanon few (E3XA73HE

Clear

Approval Bequests

L4

DRB
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Reasvign Applications

Localry

FiN CoderZIP Cosde *
Counbry ®

State *

Cimy *

FAN

I= Aaiive

Commsn Operatne

Institute for Development and Researchin
Banking Technology
(Established by Reserve Bank of India)

Wkl

HANDHARUMAR

rarnata

ANGALDRE

88688688

Bk

¢ Onclick of “Save” button, secondary authentication pop-up will be displayed where
the certificate from the dropdown list needs to be selected for signing the create

user request.
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Secondary Authentication

Login ID
emudhrapone

Select

Token Password

e On click of “Submit” button, success message popup will be displayed stating

that “Operator Created Successfully”.
e On click of “Clear” button, all the details entered in respective fields of Create

Operator page will be cleared and permissions enabled will be disabled.

Institute for Development and Research in . . . Welcome,
IDSR%‘EBﬁ 7 Registration Authority Portal NANDHAKUMAR 8

Banking Technology
Estnblinbed by Reserve Bark of o)

Explors, Enabls, Exosl

Dashboard Users v New Request Manage Certificate Approval Requests Reassign Applications Accounts

Manage Operators [ Excel

Search By Include Date Range [J

Login ID Select - From 07122019 B To 07122019 [ Filter By Mm

| a Operator created successfully

Sl. No.  Full Name Login ID Email I Created Date Is Active Action

1 ‘Yashwanth yash1245 yashwar “ 07-Dec-2019 J @ view
2 emudhrautwo emudhrautwo nandha;:umar‘n@emudhra‘com 7094940185 emudhraponer 06-Dec-2019 J @ view
3 emudhrauone emudhrauone nandhakumar.n@emudhra.com 7094940185 emudhrapone 06-Dec-2019 J @ view

Total Count:3/3

View (Update Operator):

To Update/View Operator information, click on “View” button in Actions column as
shown below.
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Dashboard Users v New Order Manage Certificate Approval Requests Reassign Applications

Manage Operators R Excel

Search By Include Date Range O

Login ID Select - From |27-112019 3| To |27-11-2010 B3 Filter By m

Sl
No. Full Name Login ID Email ID Mobile No. Created By Created Date  Is Active Action
1 Yash yash12345 yashwanth.tm@emudhra.com 7013371901 anberaadminone  27-Nov-2019 v @ view

Total Count:1/1

On click of “View” button, Update Operator page will be displayed as shown below

II'.!':.—_.-.;. e LT L T L e W T
Ay el egistration Autharity Portal i
oLyt o A"

Dushboard Limers = Hew Bequest Manage Cenificate Approval Requetts Reassign Apphoations ACCoumits
Update Operator Bk

il s * P
Fusl Wamie P Localty

D o Buth PIM Cosdle/ T Coae

3 S0

Gender " Male Fenale Country * e
Lioggin 1D * TR M Stiste *

ST B "
Certificate indormatian

Gy ®

¥ Bangatire
Mobile Mo, * — Wi be 2y
b= =l TR s

Alternative Maobile Mo,

8

Emad 1D * nandhalaimar rbemuciiva oo Coenman Dpsratos

Arichress

Permissions
Canurse RA Portal
Can ey Rpprired] Bequesis’
o creane hoew Deguein
Canomanage Certificaes?
Cary Setup CortiNeate?
oy Tk Birvohs feg st

Can raise SUSpEnSIOn request?

888848888

L riee REThBlicen risquas]?

e On click of “Edit” button, the RA Operator details will be in editable mode as
shown below. Make the necessary changes and click on “Save” button to save
the changes. (Note: Once Login ID is created, it can’t be altered.)
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Dashiboprd  Users « Mew Request Manage Certificate  Approval Requests  Beassign Applications Accounds

Update Operator #0h
1, prme .
Dute of Bt a PIN CoderZIP Code
Lot LT Ferruale Cioasndry
ogin 10 Froundiwacne Late ® e
" abe If Tl m Chany g
Wishie b - e
e ARl i
AR eirarye Mobile Mo [
TEITLE Muobike = i ()
sl 12} i - Cavrman Ofrera
Addrey
Parmissions
Can wie BA Porial

£an acteit e el Bagraeiti
Can ereate Mew Request

Can manage Cermficabes?

€an etup Cerbficate?

a0 Flese Bevaion eguest?

N raise SLApeTEon nequest’?

886886888

AN raise ACERREON reguT

e By disabling “Is Active” toggle switch in Update Operator page, the respective
Operator can be deactivated.
e To activate the deactivated Operator,
0 Go to Manage Users page.
o Click on “Inactive” toggle button present at the top right corner of

Manage Users page to display the deactivated Operators as shown
below.
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Institute for Development and Research in N N . Welcome,
ID:REE‘; 7 Banking Tocnmotogy ‘ Registration Authority Portal NANDHAK T 8
Bl Bca | It by oarme B of

Dashboard Users v New Request Manage Certificate Approval Requests Reassign Applications Accounts

Manage Operators [ Excel

Search By Include Date Range [J

Login ID Select + ) From |o7122019 E| To [07-122019 B Filter By MM

Sl.No.  Full Name Login ID Email ID Mobile No. Created By Created Date Is Active Action

1 emudhrautwo emudhrautwo nandhakumar.n@emudhra.com 7094940185 emudhrapone 06-Dec-2019 @ @ view

0 Choose the intended Operator and click on “View” button in “Actions”
column.

o Click on “Edit” button and enable “Is Active” toggle switch button and
then click on “Save” button to activate the deactivated Operator as shown
below.

R i b B Dprterp ped By i i 3
nﬂgf-._.u:—.“ - " R st atioen Authority Portal

Dashbosrd  Users = Mew Regu Maruge ficate  Approval Bequests  Reassign Applications  Accounts

Update Qperator # Bk

Full Maress * Locality

Dt of Barh i | il CodeiZ1P Coude *

et 4 WAae Farrule Counbny *
Lognio erTaaihritwe State *

r it bk
Certdic st imdgrmatigr m Charge i
By hamgaion

[y s reausstEs Lo

=" I Active: &0

AT T ST a o Comessn O perator

Aermatios Mobile Mo
Eriail 5+

Address

Permissions
Can use RA Porial
Can peiedd Anr el Requieila?
Can Qreale harw Regues
Can mansge CertficatesT
Can vetug Certificate?
Can Fass Bevokor negurir
Can FaSE SUSpErainn raguest?

TN risde AISRlon regreest’

866866888
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Search By:

e Select “Login ID” from the dropdown list and on click of “Search” button, Operator
details will be displayed based on search criteria.

. B ) ) Welcome,
h/“p?émnll‘ Bankng Tectndony Registration Authority Portal NANDHAKUMAR 8

Dashboard Users v New Request Manage Certificate Approval Requests Reassign Applications Accounts

Manage Operators [ Excel

Search By Include Date Range [

Login ID emudhrauone - From |07-122019 B To 07122019 Filter By mm

Sl.Ne.  FullName Login ID Email ID Mobile No. Created By Created Date Is Active Action

1 emudhrauone emudhrauone nandhakumar.n@emudhra.com 7094940185 emudhrapone 06-Dec-2019 v @ View

Export To Excel:

e On click of “Export” button, Operator(s) details will be downloaded into excel
format.

Institute i N N . Welcome,
!é“"?fﬂ{,‘ ""::»:1'""".5 Registration Authority Portal NANDHAKUMAR 8

Dashboard Users v New Request Manage Certificate Approval Requests Reassign Applications Accounts

Search By Include Date Range [

Login ID emudhraucne - From |07-122019 E To o07-12-2019 E Filter By mm@

Sl.No.  Full Name Login ID Email ID Mobile No. Created By Created Date Is Active Action

1 emudhraucne emudhraucne nandhakumar.n@emudhra.com 7094940185 emudhrapone 06-Dec-2019 v @ view

3.2 View RA Admins

There can be multiple RA Admins for a RA Office. To view other admins available
under that particular RA Office “View RA Admins” option is used. This option is used
only for viewing purpose and no information can be edited. (Users = View RA
Admins). On click of “View RA Admins”, a page will be displayed with all RA Admin
Users of respective RA Office as shown below.
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Institute for Development and Research in Welcome,

m Banking Technology Registration Authority Portal NANDHAKUMAR 8

Explore, Enabis, Evcl | 1Extabisbed by Resurus Bark of bndis)

Dashboard Users v New Request Manage Certificate Approval Requests Reassign Applications Accounts

Admin User(s)

Search By Include Date Range []
Login ID Select - From |07-12:2019 [E To |07-122019 [ Excel
Sl. No.  Full Name Login ID Email ID Mobile No Created By Created Date

1 emudhraptwo emudhraptwo nandhakumar.n@emudhra.com 7094940185 admin 06-Dec-2019

Search By:

e Here the Admin Users can be searched by selecting the “Login ID” from the
dropdown list and upon click of “Search” button, respective details will be
displayed based on search criteria.

Admin User(s)

Search By Include Date Range ¥

Login ID ( anberaadminone v) From | 27-11-2019 B | To |27-11-2019 [ Search [F Excel
sl
No. Full Name Login ID Email ID Mobile No Created By Created Date
1 ANB Era Admin anberaadmincne abhishek.n@emudhra.com 2050903086 admin 26-Mov-2019

Total Count:1/1

Export To Excel:

e On click of “Excel” button Admin Users details will be downloaded in excel

Institute for Development and Research in N . N Welcoma
‘bR, Banking Tochaatogy ‘ Registration Authority Portal NANDHARae 8
FLoaCH 4 ) P

Dashboard Users v New Request Manage Certificate Approval Requests Reassign Applications Accounts

Admin User(s)

Search By Include Date Range []
Login ID Select - From |07-12:2019 [E To |07-122019 [ Excel
Sl. No.  Full Name Login ID Email ID Mobile No Created By Created Date

1 nandhakumar.n@emudhra.com admin

emudhraptwo emudhraptwo

7094940185

06-Dec-2019
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4. New Request

To create New Certificate Request, click on “New Request” in main menu. The following
page will get displayed. New Certificate Requests can be generated by RA Admin/RA
Operator.

. " | Registration Authority Portal velcome. O
ing Technol egistration Author| orta
!ﬂ‘.?.ﬂi.‘ rvrsHri S 8 v NANDHAKUMAR

Dashboard Users v New Request Manage Certificate Approval Requests. Reassign Applications Accounts

Request @ Cancel
. Request Details

Subscriber Login ID Ferch
New Subscriber?

Name * Mobile No * ==+ Number
Email ID *

Certificate(s) * Pick Certificate(s)

@ Cancel

Generating New Certificate Request:

e On click of “New Request” in main menu, “Request” page will be displayed.

¢ Fill the Details for creating new Request.

e For the existing Subscriber, enter the Login ID of the respective Subscriber and
click on “Fetch” button pre-fill the Subscriber information such as Name, Email ID
and Mobile Number.

e For the new Subscriber, click on “New Subscriber” hyperlink. A popup will be
displayed with option to enter Subscriber’'s Email ID, Username and Captcha.

Create Account

Email ID yashwanth.tm@emudhra.com

Loginil) Yashwanth

Captcha PEWEER MPB o

Create Account

e Username Validations are as follows:
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Preferably Official email Id

Length is 5-50 Characters

Not contain a space

Contain at least one alphabet

e On filling all the details, “Create Account” button will be enabled.

e On click of “Create Account” button, account creation success pop-up message
will be displayed and an email will be sent to the Subscriber/subscriber with a link
to generate the password.

* & o o

Institute for Development and Research in N . . Welcome,
R R e O ResEratcniuieivicnal NANDHAKUMAR 8

Explar, Enable, Exssl | (Esto

Dashboard Users v New Request Manage Certificate Approval Requests Reassign Applications Accounts

Request @ Cancel
- Request Details

subscriber Login ID yashwanth
Change Subscriber

Name * | Q Subscriber created successfully ==~ Number
Email ID * yashwanth.tm@emud| a
Certificate(s) * Pick Certificate(s)

@ Cancel

Registration Authority (RA) Portal
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e After successful creation of Subscriber, click on “Pick Certificate(s)” hyperlink to
display the list of available certificates in pop-up as shown below.

CERTIFICATE(s)

Category All

Certificate

Signature - Class 2 (Individual) - One Year
Encryption - Class 2 {Individual ) - Gne Year
SSL OV (Auto) - One Year

SSL QV (Manual) - One Year

Code Signing EV - One Year

Signature - Class 2 (Individual) - ECDSA - One Year

Cimmatien  Curbama Cart Ame Vane

e Pick the respective certificate(s) from the list and click on “Add” button to add
Certificate(s) to the New Request.

IDI!B Banking Technology
bisbed by Resarve Bank o ndin}

Explors, Enabl, Excel | IF310

Dashboard Users v

Request

- Request Details

Subscriber Login ID

Name *

Email ID*

Certificate(s) *
Certificate Category

Certificates

New Request Manage Certificate

Registration Authority Portal

yashwanth
Change Subscriber

yash

yashwanth.tm@emudhra.com

Pick Certificate(s)
Certificate

Signature - Class 2 (Individual)

Approval Requests

Welcome,
NANDHAKUMAR 8

Reassign Applications Accounts

Mobile No *

e On click of “Save” button, Request creation

displayed.

@ Cancel

— 7 7013371071

Validity Quantity Action

One Year 1 x

@ Cancel

success message popup will be

Registration Authority (RA) Portal

User Manual

Page 17 of 45


http://idrbt.ac.in/index.html

Institute for Development and Researchin
Banking Technology
(Established by Reserve Bank of India)

AN

DR

Explore, Enable, Excel

nstitute for Development and Research in wel 3
I!-::'i‘:‘f'u:ﬂ:yp resndResearch Registration Authority Portal NANDHAKELICIC'IH.;; 8

Estabinbed by Rensrvs Bark of indis)

foral

Explors, Enabls, Evoel

Dashboard Users ~ New Request Manage Certificate Approval Requests Reassign Applications Accounts

Request #522 Share Link
- Request Details

Subscriber Login ID yashwanth

Name * yash = - 7013371071
| o Request Saved Successfully

Email ID *

yashwanth.tm@emud|

Certificate(s) * n

Certificate Category Certificate Validity Quantity

Certificates Signature - Class 2 (Individual) One Year 1

Fulfill Request

e On successful creation of Request, Setup Certificate/Fill Application link can be
shared with Subscriber by using the “Share Link” option available at top right
corner of the page.

Share Link

Setup certificate link will be sent to the following:

Email Address

yashwanth.tm@emudhra.com v @ Close

OR

Web URL

http://10.80.100.44:8080/emRA-Subscriber/Ul/setupCertificate.jsp?x=51AvW
mvXdnUwd29RSEZOcIRHMXhuUTO9&y=c01WSWtFSWItVEhmM2)zTnVZK2h
GUT09

e Setup Certificate can be completed either by Subscriber or on behalf of Subscriber,
the RA Admin/RA Operator can fulfill the same. This can be done by selecting
“Fulfill Request” option available at top right corner of the page.

e On click of “Fulfill Request” button, will redirect to Setup Certificate page. (Refer
to Manage Certificate).
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Institute for Development and Research in

[DRBJ Banking Technology
Explors, Enabs, Evae | [Estabisbedoy Rusa

Dashboard Users v New Request

Sl. No. Application ID / Date

Signature - Class 2 (Individual) yash
1 i . - yashwanth.tm@emudhra.com # Setup
DRI One Year 7013371071

5. Manage Certificate

Manage Certificate

Registration Authority Portal

Approval Requests

Manage Certificate(s) Frilter sy m m @ m m Search By | Application IC Q

Certificate / Common Name /

Validity

Reassign Applications

Accounts

Customer Details

Advance Search

Status

[ Excel

Welcome,
NANDHAKUMAR &

Action

On click of “Manage Certificate” in main menu, Manage Certificate page with filter by

option
displayed.

Active/Pending/Expires/In—Progress/Rejected/Revoked/Suspend

status

be

Institute for Development and Research in Welcome,
Banking Technology i T
LT I i st Registration Autherity Portal NANDHAKUMAR
Dashboard Users New Request Manage Cerlificate Approval Requesis Reassign Applications Accounts
Manage Certificate(s) riter sy [F1 (200 50 EFET®) searcnBy | ApplicationID Q Advance Search | [ Excel
SI. No. Application ID / Date Certificate / Common Name / Validity  Subscriber Details Status Action
Signature - Class 2 (Individual) nandhakumar
1 auasess emudhra nandhakumar.n@emudhra.com i view
09-Dec-2019 (16:12:03) One Year 7094940185
1395053 SSL OV (Auto) nandhakumar
2 09.Dec.2019 (11:28:06) emudhra.com nandhakumar.n@emudhra.com =3 B view
: One Year 7094940185
P SSL OV (Auto) nandhakumar
3 08-Dec.2019 (11:25:06) emudnra.com nandhakumar.n@emudhra.com ® View
o One Year 7094940185
1853447 Signature - Class 2 (Individual) nandhakumar
4 emudhra nandhakumar.n@emudhra.com =3 i view

09-Dec-2019 (11:25:06)

e On click of “Setup” button, it will redirect to Setup Certificate page.

One Year

7094940185
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P 4
‘DrRBJ Borking Technology
Explore, Enble, sl 13t emares ok o i)

Setup Certificate - Signature - Class 2 (Individual) < Share Link

+ 1.Requestor Details Request Details

+ 2. Applicant Details Request Date
07-Dec-2019 (18:50:39)

Application ID
Validity
One Year

‘Common Name

Request Status

e In right side of the Setup Certificate page, Request details like Request Date,
Application ID, Validity, Common Name and Request Status will be displayed.

e Information which required to filled are displayed as a tab. Each tab needs to be
selected and respective information should to be filled in on click of “Proceed”
button the status will change to “Completed” in the tab.

and Researchin

Setup Certificate - Signature - Class 2 (Individual) < Share Link

- 1. Requestor Details Request Details

Type Organization - Bank Email ID ashwanth.tm@emudhra.com Request Date
Y 07-Dec-2019 (18:50:39)
Name yash WMobile / Phone =~ 7013371071 Application ID
Validity
Fill Later Proceed One Year

e Fill the Requestor details completely, click on “Proceed” button. Once the
requestor details tab is completed, Application ID will be generated for the created
Request.

Registration Authority (RA) Portal Page 20 of 45
User Manual


http://idrbt.ac.in/index.html

Institute for Development and Researchin
Banking Technology
(Established by Reserve Bank of India)

AN,

DR

Explore, Enable, Excel

P 4
‘DrRBJ Borking Technology
Explore, Enble, sl 13t emares ok o i)

Setup Certificate - Signature - Class 2 (Individual) < Share Link
+ 1. Requestor Details [ Completed | Request Details
- 2. Applicant Details Request Date
07-Dec-2019 (18:50:39)
Common Name * Application ID
9070096
Email ID * Mobile / Phone * == - ez.08123456789 Validity
One Year
Organization Name * Organization Unit * T YETE
Request Status
Full Name * Country * Select v
Postal / ZIP Code * Town / City / District *
State / Province * PAN *
Aadhaar Number 1234-6789-1234
Fill Later Proceed

e Fill all mandatory fields in Applicant Details and click on “Proceed” button,
Applicant Details pending status will be changed to completed status and
Validation of Documents tab will be enabled.

e Fields which are marked with asterisk (*) are mandatory.

T i
‘DS Borking Technology
Explors, Enabl, Evael | Estobisbedby Reserve Bonk of infisd

Setup Certificate - Signature - Class 2 (Individual) < Share Link
+ 1. Requestor Details Request Details
- 2. Applicant Details Request Date
07-Dec-2019 (18:50:39)
Common Name * Yashwanth Application ID
9070096
Email ID * yashwanth.tm@emudhra.com Mobile / Phone * == v 7013371901 Validity
One Year
* i *
Organization Name INDIVIDUAL Qrganization Unit BUSINESS Common Name
Request Status
Full Name * YASHWANTH T M Country * India M
Postal / ZIP Code * 560017 Town / City / District * BANGALORE
State / Province * KARNATAKA PAN * AORPN1234F
Aadhaar Number 1234-6789-1234

Fill Later Proceed

e Complete the verification process as mentioned in “Validation Documents” tab.
The verification process will vary based on the Certificate Type which are pre-
defined.

e The following are the different types of Verification Types and their Modes. This
is defined based on Certificate Type by IDRBTRA Admin.
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Verification Type

Mode

Description

Document List

Upload Document

Upload PDF document

Domain Verification (SSL
Certificates)

DNS Based

Respective CNAME record
needs to be created in
DNS Server.

Email Based

An email with link to verify
the ownership of the
Domain will be sent to
default email IDs of the
domain or to the list
obtained from Who's
records. The Subscriber
needs to click on the link
received and verify the
domain ownership.

File Based

The respective record (text
file) needs to be created in
DNS Server.

Email Verification

Email Link

An email with a link to
verify the ownership of
email ID will be sent to
Subscriber. The Subscriber
needs to click on the link
received to verify the
same.

Email OTP

Subscriber will receive an
email with OTP, the same
needs to be entered
respective verification
block of Setup Certificate

page.

Upload Document

Upload PDF respective
document.

EV Verification (SSL
Certificates)

Certificate Approve
Authorization Letter

Upload PDF of Certificate
Approve Authorization
Letter.

Contract Signer
Authorization Letter

Upload PDF of Contract
Signer Authorization
Letter.

Organization Operational
existence Verification

Upload PDF of
Organization Operational
existence Verification
proof.
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Organizational Physical Upload PDF of

existence Verification Organizational Physical
(Address) existence Verification
Document.

Upload Document Upload PDF document.
Hardware Key Storage

. o Upload Document Upload PDF document.
Individual Verification

o o Upload Document Upload PDF document.

Organization Verification
Upload Document Upload PDF document.
_ o Video Recording Video of the subscriber to
Physical Verification be recorded through the

link provided by answering
the questions asked during
video recording process.
Telephone Verification Inbound SMS Subscriber will receive an
OTP. The same needs to
entered in respective
section of Setup Certificate
page complete the mobile
verification process.
Outbound SMS Subscriber will receive a
message through SMS.
The same message as to
be forwarded to the
mentioned number in the
message to complete the
verification process.
Upload Document Upload PDF document.
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Setup Certificate - Signature - Class 2 (Individual)

+ 1. Requestor Details
+ 2. Applicant Details

- 3. Validation Documents

Telephone Verification @ *

Telephone No. +91-7013371901 Supporting Decument

OR
Email Verification @ * o
Email ID yashwnth.tm@emudhra.com...  Supporting Document
OR
Email OTP l:| verify OTP Resend OTP
oR
Email Link Resend Mail
Physical Verification @ *
Name yash Supporting Document
OR

Video Verification Record video

Institute for Development and Researchin
Banking Technology
(Established by Reserve Bank of India)

AN

DR

Explore, Enable, Excel

Request Details

Request Date
07-Dec-2019 (18:50:39)

Application ID
9070096

Validity
One Year

Choose File | No file chosen

Common Name
Yashwanth

Request Status

Choose File | No file chosen

Choose File | No file chosen

Fill Later Praceed

=5 Share Link

On successful Completion of Validations/Verification, click on “Proceed” button,
now validation documents tab status will be changed to “Completed” status.
On click of “Proceed” button, “Submit for Verification” button will be enabled as
shown below.
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Institute for Development and Research in
‘DrRBJ Borking Technology
Explors, Ensbs, sl | Extabiinbmdby Rosaruv Eank of st

Setup Certificate - Signature - Class 2 (Individual) < Share Link
+ 1. Requestor Details [ Completed | Request Details
+ 2. Applicant Details Request Date
07-Dec-2019 (18:50:39)
+ 3.Validation Documents P
9070096
Validity
One Year

‘Common Name
Yashwanth

Request Status

Setup Pending

Submit For Verification

e On click of “Submit for Verification” button, the request will be submitted for
verification by RA Admin.

Institute for Development and Research in
(DR B[ EBovking Technology
Explos, Enabl, sl | IEstobibesl by Reervs ok of s

Setup Certificate - Signature - Class 2 (Individual) < Share Link
+ 1. Requestor Details Request Details
+ 2. Applicant Details Request Date
) 07-Dec-2019 (18:50:39)

+ 3. Validation Documents [ compieted | A
9070096
validity
One Year

Common Name
Yashwanth

Request Status

Setup Pending

Submit For Verification

e On Successful submission of application, the same will land in Approval Requests
page of RA Admin in RA Portal.

Export To Excel:

On click of “Export” button, Application’s details will be downloaded in excel format.
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Institute for Development and Research in Welcome,
Banking Technalog) i
IR e s Registration Authority Portal NANDHAKUMAR
Dashboard Users v New Request Approval Requests Reassign Applications Accounts
Manage Cenificate(s) Filter By m m m Search By | Application ID Q Advance Search
Sl. No. Application ID / Date Certificate / Common Name / Validity ~ Subscriber Details Status Action
- Signature - Class 2 (Individual) nandhakumar
1 2085689 emudhra nandhakumar.n@emudhra.com B view
e One Year 7094940185
4225053 SSL OV (Auto) nandhakumar
2 09-Dec-2018 (11:28:06) emudhra.com nandhakumar.n@emudhra.com B view
One Year 7094940185
405565 SSL OV (Auto) nandhakumar
3 09-Dec-2019 (11:28:06) emudhra.com nandhakumar.n@emudhra.com Revoked @ View
One Year 7094940185
1833447 Signature - Class 2 (Individual) nandhakumar
4 09-Dec-2019 (11-28:06) emudhra nandhakumar.n@emudhra.com & view
One Year 7094940185

Search By:

On entering Application ID and clicking search icon in “Search by” Filter, required
application can be fetched based on search criteria.

Institute for Development and Research in Welcome,
Banking Technolog i i
L iy bt A Registration Authority Portal NANDHAKUMAR
Dashboard Users ~ New Request Manage Certificate Approval Requests Reassign Applications Accounts
Manage Certificate(s) Fitersy [ Active] EEI®] searchBy | Application ID @ Advance Search || [ Excel
SI. No. Application ID / Date Certificate / Common Name / Validity  Subscriber Details Status Action
SRS Signature - Class 2 (Individual) nandhakumar
1 emudhra nandhakumar.n@emudhra.com B view

09-Dec-2019 (16:12:03) One Year 7094940185

Advance Search:

e On click of “Advance Search” button, “Advance Search” overlay will be displayed
with all the advanced search options as shown in the below page.

i in N N X Welcome,
Joral e recmoions Registration Authority Portal NANDHAKUMAR 8

Explar, Enabie, Exel | (Extabisbead by Resarvs Bank

Dashboard Users v New Request Manage Certificate Approval Requests Reassign Applications Accounts

Manage Certificate(s) riler Bymmm Search By | Application IC Q Advance Search [ Excel

« Advance Search

Search By O Application D © Common Name
Status o (o (D [ (D (D
Include Date Range £ From 07-12-2019 EH | To 07-12-2019 [EH

@ Reset Cancel

e Select search criteria and click on “Search” button for a personalised search.
e Applications can be searched by the following ways:
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o Search By, application ID/ Common Name.

o0 Search By, status.

o Search By, date range.
e On click of “Reset” button, all the selection made will be reset to default values.
e On click of “Cancel” button, Advance Search pop-up will be closed.

6. Approval Requests

In Approval Requests Page, RA Admin/RA Operators can approve the Pending
Applications. On click of “Approval Requests” in main menu, Approval Requests page with
application pending for RA approval (“Pending RA”) will be listed as shown below.

- . . ) Welcome,
Registration Authority Portal NANDHAKUMAR

Dashboard Users v New Request Manage Certificate Approval Requests Reassign Applications Accounts

Approval Request(s)

Filter By More ~ SearchBy = Application ID  Q Advance Search Excel
Sl. No. Certificate / Application ID Common Name/ Validity RA Processed Expiry Date Status Action
. ;ng:jzt:ge - Class 2 (Individual) ;r::ti:i .
5 Zf:(?;:ge - Class 2 (Individual) ;:ars;\:t::rth .
2 g:;z;;:r]t;on - Class 2 (Individual ) ;r::?:z .

¢ RA Admin can directly process the Request or it can be allocated to RA Operators.

Allocate to Operator:

e On selecting the application (checkbox), “Allocate to Operator(s)” popup will be
displayed at the top right corner of the page.

e Select the Operator from the drop-down list and click on “Assign” button.

e On click of “Assign” button, the application will be assigned to selected RA
Operator.
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n . ) Welcome, 8
Registration Authority Portal NANDHAKUMAR

Dashboard Users v New Request Manage Certificate Approval Requests Reassign Applications Accounts

x

{ Allocate To Operators | Select - ‘

Approval Request(s)

[J Sl.No. Certificate / Application ID Common Name/ Validity RA Processed Expiry Date Select ition
@ 1 Signature - Class 2 (Individual) emudhra - . emudhrauone @
8464296 One Year =
Yashwanth
oo Signature - Class 2 (Individual) Yashwanth - %
9070096 One Year -
Encryption - Class 2 (Individual ) emudhra = -
o -
J E 8174914 One Year = S
Code Signing EV emudhra - -
4 2666774 One Year - i @ iew
5 SSL OV (Auto) emudhra.com - @ View
3464604 One Year - =
Encryption - Class 2 (Individual ) emudhra - -
é 7687547 One Year - i SN

e Once RA Admin approves any certificate request, the same will land in CA Portal
for CA approval.

e If RA Admin allocated the Request to RA Operator, then the Request will land in
Approval Request page of RA Operator. Once Operator process the Request,
application will land again in RA Admin Portal for approval. On processing Request
by RA Admin, the application will land in CA Portal for CA approval.

it i N N . welcome,
!ﬁ’j’:‘.ﬁ& Povvrsri S Registration Authority Portal NANDHAKUMAR 3

Dashboard Users v New Request Manage Certificate Approval Requests Reassign Applications Accounts
Approval Request(s)

) Sl.No. Certificate / Application ID Common Name/ Validity RA Processed Expiry Date Status Action
Signature - Class 2 (Individual) emudhra = -
o 8464296 One Year - ) S

e On click of “Process” button in Actions column, Certificate Request Verification
Page will be displayed as shown below.
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Institute for Devalopment and Research in . . . welcome, ()
/D:RE E& ? Baking Tachnology '“‘ Registration Authority Portal NANDHAKUMAR

Explar, Enabie, Exel | 1Extabisbes by Resurvs Bank

Dashboard Users + New Request Manage Certificate Approval Requests Reassign Applications Accounts

Certificate Request Verification € GO to Request List
- Requestor Details Request Details
Type Organization - Bank Email ID nandhakumar.n@emudhra.com Request Date
Name nandhakumar Mobile/Phone 7094940185 R ec TR ARESH)
Application ID
) 8464296
Applicant Details
Product
Common Name * emudhra Email 1D * jkkj@emudhra.com e @ A0 EE)
Validity
Mobile / Phone * +91-7094940188 Organization Name * nandha One Year
Qrganization Unit * NANDHA Postal 7 ZIP Code * 635121 Common Name
emudhra
Country * Azerbaijan State / Province * tamilnadu
Request Status
Town / City / District * krishnagiri PAN * AXTPNIE56K

Aadhaar Number - Full Name * nandhakumar Raise Query

- Validation Documents View Certificate History

Telephone Verification

Telephone Number +91-7094940188 Supporting Document & Download @ View
Comments
Verified Save

Email Verification

Email Address jkkj@emudhra.com Supporting Document & Download @ View
Comments
Verified Save

Physical Verification

Full Name nandhakumar Supporting Document & Download @ View
Comments
Verified Save

e Enter the “Comments” and click on “Save” button to save the comments.

e To raise query, click on “Raise Query” button available on right side of the page.

e On click of “Raise Query” button, raise query pop-up will be displayed as shown
below.
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Raise Query

Applicant Details Verification [ Others

0 Aadhaar Number O Telephone Verification
[ Country [J Email Verification
) Email ID [ Physical Verification
O Full Name

O Mobile / Phone

[ Organization Name

[J Organization Unit

O PAN

[ Postal / ZIP Code

[ State/ Province

[ Town / City / District

Remarks

e Select query from Applicant Details/ Verification/Others and enter Remarks.
e On click of “Submit” button, query will be raised and particular record will land in
Subscriber portal.

Note:
v On raising query in Applicant Details or Verification, the status will change to
“Setup Pending”.
v/ On raising query with others, the status will remain same.
v" Query can be raised only if the applied certificate is in pending status.

e By checking the details and entering the Comments, RA Admin/Operator can
“Approve” the request or ‘Reject’ the request.
e On approving the Request, Request Status will be changed from “RA Pending” to

“RA Approved”.
/pnn? e Registration Authority Portal NANDHAVI:QLIICI\T.;: 8

Explors, Enabs, Excel | IFoto

Dashboard Users v New Request Manage Certificate Approval Requests Reassign Applications Accounts

Approval Request(s)

Filter By More Search By | Application D Q@ Advance Search Excel
) Sl.No. Certificate / Application ID Common Name/ Validity RA Processed Expiry Date Status Action
Signature - Class 2 (Individual) emudhra emudhrapone
! 8464296 One Year 07-Dec-2019 (19:41:45) . @ View

e On rejecting the Request, Request Status will be changed to ‘RA Rejected'.
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Institute for Development and Research in Welcome, 8

Registration Authority Portal NANDHAKUMAR

Dashboard Users + New Request Manage Certificate | Approval Requests  Reassign Applications  Accounts
Approval Request(s)

Filter By More ~ SearchBy | applicaton D Q| | Advance Search | [ Excel

[l Sl.Ne. Certificate / Application ID Common Name/ Validity RA Processed Expiry Date Status Action

Signature - Class 2 (Individual) Yashwanth emudhrapone
9070096 One Year 07-Dec-2019 (19:43:10)

RA Rejected ® View

e To view applications with specific status, select respective status in “Filter By”
option.
Institurte for Development and Research in Welcome, 8

DR Banking Technology Registration Authority Portal NANDHAKUMAR

Explore, Enabe, Exoe | IEstablsher by Resarvs Bank of ot

Dashboard Users v New Request Manage Certificate Approval Requests Reassign Applications Accounts
Approval Request(s)

Filter Ey More ~ Search By | Applicationip Q. Advance Search [ Excel

) sl.No. Certificate / Application ID Common Name/ Validity RA Processed Expiry Date Status Action
L g cmznv e Er e
;g cozaas e T
) S e e v

Advance Search:

e On click of “Advance Search” button, “Advance Search” overlay will be displayed
with all the advanced search options as shown in below page.

Institute for Development and Research in Welcome,

W Banking Technology Registration Authority Portal NANDHAKUMAR 8

Explore, Enable, Exucl | [Estabiished by Resarve Bank of i)

Dashboard Users v New Request Manage Certificate Approval Requests Reassign Applications Accounts
Approval Request(s)

EUEE= setup pending | pending Ra | approved Ra | rejected va [0S SearchBy = Application D Q Advance Search || [B Excel

- Advance Search

Search By O Application 1D © Common Name

Status setup pending [l penaing-Ra Jl approvea-ra )] rejectea-ra | atocatea [l expirea ll penaing operator )l rejecten operator [ approvea ca )l rejectea ca [l penaing sun-ra.
Approved Sub-RA ll Rejected Sub-RA ll Allacated Sub-Operator [l Pending Sub-Operator [l Rejected Sub-Operator [l Certificate Generated il Certificate Downloaded [l Subscriber Rejected
Certificate Revoked [ Certificate Suspended [l Manual Issuance Pending.

Include Date Range [ From | 07-12-2019 i | To|07-12-2019 =

Reset Cancel

e Enter the search criteria and click on “Search” button for a personalised search.
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e Applications can be searched by the following ways:

o0 Search By application ID/Common Name.
0 Search by status.
o Search by date range.

e On click of “Reset” button, all the selection made will be reset to default values.
e On click of “Cancel” button, Advance Search pop-up will be closed.

Export To Excel:

On click of “Excel” button, applications details will be downloaded in excel format.

S5 Institute for Development and Research in . ) . Welcome, 8
IDRA[ BerknTecndoy Registration Authority Portal NANDHAKUMAR
B | stabishet by esaras o ot i

Dashboard Users v New Request Manage Certificate Approval Requests Reassign Applications Accounts

Approval Request(s)

BN < Pning| Pncing | Approves | e [T Searchey appication D Q| | Advance search )| (B xcel

[ Sl No. Certificate / Application ID Common Name/ Validity RA Processed Expiry Date Status Action

Signature - Class 2 (Individual) emudhra emudhrapone

! 8464296 One Vear 07-Dec-2019 (19:41:45) : @ View
Signature - Class 2 (Individual) Yashwanth emudhrapone .

2 9070096 One Vear 07-Dec-2018 (19:43:10) : @ View
Signature - Class 2 (Individual) emudhra emudhrapone

3 - @ View
41634 One Year 07-Dec-2019 (18:41:36)

Search By:

On entering Application ID and clicking search icon in “Search by” Filter, required
application can be fetched.

:velopment and Researchin

. . ) welcome, 8
Registration Authority Portal NANDHAKUMAR

Dashboard Users v~ New Request Manage Certificate = Approval Requests Reassign Applications Accounts

Approval Request(s)

Filter By Mare ~ Search By | 8174914 Q Advance Search [B Excel

[ Sl.No. Certificate / Application ID Commeon Name/ Validity RA Processed Expiry Date Status Action
Encryption - Class 2 (Individual ) emudhra = -
o 8174914 One Year - : eI

Quick Task:

Once the certificate requests are approved by CA in CA portal, "quick task” provision gets
enabled in the bottom right side of the Request Verification page which will be available
in “Approval requests” page of RA portal.
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a. Suspend Certificate:

¢ In approval requests page, choose “Certificate Generated/Certificate
Downloaded” status certificate to suspend the certificate.

ol b oy et | gogistration Authority Portal

Raphes, fachie, Fasad | Brbabbshod iy Parserss

Dashboard Users ~ New Request

Approval Request(s)

Manage Certificate

Approval Requests

5l No.  Certilicate / Application 1D
- S5L OV {Auto)
5850347
3 S5L OV {Auto)
Y2042 76
3 SSL OV (Auto)
BIETSY
% Signature - Class 2 (individual)

7457126

Commaon Name/ Validity

emudhra.com
Qne Year

emudhra.com
(ne Year

emudhra.com
One Year

nandhakumar
One Year

Reassign Applications

Search By

RA Processed

emudhrapone
07-Dec-2019 (18:22:29)

emudhrapone

07-Dec-2019(13.29:47)

emudhrapone

07-Dec-2019(12:21:47)

emudhrapone
06-Diec-2019 {18:09:43)

Accounts

Wl‘lrnml',(g
MNANDHAKUMAR
Application i Q Achvance Search [ Excel
Action
& Virw
- View
= View
Cernficatr Dovnicacien Vi

¢ On click of “View” button, Certificate Request Verification details page will be

displayed.

JOTRT e st | g gisteation Authorisy Portsl

Dashboard Users. New Reguest
Certificate Request Verification

- R

Type Qrgani

Hame nardhakumar

- TR

Comman Name =

inn - Bani

senanskumar
Mubile / Phone + 317054940185
Grganizanion Unit * NANDHAKUMAR
Cournry & ingia

Town / ey / Gisrice = BANGALIRE

Aagraar Number

B veevn pomumens

Telephane Verification
Teirprnar Rumaer =H1.0549801 85
Comments

Verified

Ernail Verification

Manage Cerrificate

Appreval Requests

Emad ID

MiobiRIFRonE

Ermad iD=
Orgarization Name +
Pastal | 2IF Code =
Stace / Pravire
PaN =

Full e ®

Supparting Document

Reassign Applicarions

Arceunrs

Aandhainimar nfemudnea com

TORI01ES

nendhsumer.n@emudncs com
nandnaimar

60105

KARMATAKA

ANTPNSESED

nandhairmar

& Downiced M View

Weitome.
NAMDHAKUMAR 8

Gt Request List

Aequesz Daze
06-Dee-201% {18:08.27)

Produc
Signature - Class 2 (Idvidusly
validity

Qe Year

Comman Name
nardhskumar

Bt Statis

View Lertificate Hestory

Quick Task
+ Revake Cerificare
» Susprend Certificate

» Resend Download PIN

e On click of “Suspend Certificate” tab in quick tasks, “Suspend Certificate” tab will

expand.
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Certificate Request Verification # Go 10 Request List
- ——
Type Organization - Sank Email ID nandhakumar.n@emudhra.com P
Name nananzkumar Mobile/Phore 7094340135 C =i DEEEEn)
Application 1D
7457126
- Applicant Details
Product
Signature - Class 2 (Individual
Common Name * nandhakumar Email ID* nandhakumar.n@emudhra.com & . D
validity
Wiobile / Phone * +91-7094840125 Organization Name * nandhakumar ane vear
Organization Unit * NANDHAKUMAR Postal / IIP Cade * 560103 Common Name
nandhakumar
Counry = India State / Province * KARNATAKA,
Request Status
Town / City / Districe* BANGALORE PAN=* AXTPNS356D
Aadhaar Number R Full Mame * nandhakumar

Certificate History
- Validation Documents

Telephone Verification

Quick Task
Telephone Number +91-7034540185 Supporting Document & Download @ View
Comments > Revoke Certificate
Verified
« Suspend Certificate

Email Verification Are you sure you want to Suspend

. Certificate ?
Email Address nandhakumar.n@emudnra.com Supporting Document & Download @ View
Comments Grezzy
Veritied

» Resend Download PIN

e On click of “Proceed” button, “Suspend Reason” pop-up will be displayed as
shown below.

Suspend Reason

e Enter the appropriate reason and click on “Submit” button.
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S Institute for Development and Researchin
DRB Banking Technology
Explore, Enable, Exeel | (Established by Reserve Bank of India)

3 tute for Develapment and Research in WWeleome.
(BRI B teimaiy """ | Registration Authority Portal Aot O
Lo L i RO
Dashboard ~ Users v  NewRequest  Manage Certificate  Approval Requests  Reassign Applications  Accounts
Certificate Request Verification # Go to Request List
- Requestor Details Request Details
Type Organization - Bank Email ID nandhakumar.n@emudhra.com e —
Name nandhakumar Mobile/Phane 7084340185 B ftE)
Application ID
- 7457126
Applicant Details
o Product
. . Signature - Class 2 (Individual)
Common Name = nandhakumar Emall ID* nandhakumar.n@emudhra.com
Validity
Mobile / Phone = +91-7094940185 Qrganizstion Name = nandhakumar One Year
Organization Unit * NANDHAKUMAR Postal / ZIP Code * 560103 ‘Common Name
nandnakumar
Country * Indie State / Province * KARNATAKA
Request Status
Town / City / District = BANGALORE PAN = AXTPNSB56D
Aadnasr Number - Full Name + nandhakumar

View Certificate History

Suspend Certificate request is
initiated - 07-Dec.2018 19:59:55
Telephane Number +91-7094940185 Supporting Document & Download  ® View Status -

Telephone Verification

e On click of “Submit” button, Suspend Certificate request will be initiated and the
request will land in CA portal for further processing.

b. Activate Certificate:
e This option is available only for the Certificates with “Certificate
Suspended” status as shown below.

: o ST Welcome,
JoRBI iwteomacsy """ | Registration Authority Portal NANDHAKUMAR(S

ke b

Dashboard  Users NewRequest  Manage Certificate | Approval Requests Reassign Applications  Accounts

Approval Request(s)

UM sceup penaing | penaing aa [ Approved ia ] nejectea na [T SearchBy | Application D Q | | AdvanceSearch || [ Excel

SL.No.  Certificate / Application ID Common Name/ Validity RA Processed Expiry Date Status Action
1 Signature - Class 2 (Individual) nandnakumar emudhrapone 08-Nov-2019 (18:12:40) @ View

7457126 One Year 06-Dec-2019 (18:09:43)

e On click of “View” button, Request verification page will be displayed.
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Iestitute for Develapment and Research in
(DRI Bowking Tesimol

logr
ot A e R

Dashboard Users ~

Certi

- Requestor Details

Type

Name

Common Name *
Mobile / Phone
Organization Unit =
Country

Town  City / District*

Aadhaar Number

Telephone Verification

ion Documents

Telepnone Number

Comments
Verified

New Request

Registration Authority Portal

Manage Certificate

cate Request Verification

Organization - Bank

nandhakumar

nandhakumar
+51-7094940185
NANDHAKUMAR
India

BANGALORE

+51-7094940185

Approval Requests

Email ID

Mobile/Phone

Email ID*
Organization Name *
Postal / ZIP Code *
State / Province *
PAN*

Full Name *

Supporting Document

Reassign Applications

AN

DR

Institute for Development and Researchin
Banking Technology

Explore, Enable, Exeel | (Established by Reserve Bank of India)

Accounts

nandhakumar.n@emudhra.com

7094940185

nandhakumar.n@emudhra com
nandhakumar

560103

KARNATAKA

AXTPN9B56D

nandnakumar

& Download @ View

I
NANDHAKUMAR 8

4 Go o Request List

Request Details

Request Date
06-Dec-2015 (18:08:22)

Application ID
7457126

Product
Signature - Class 2 (Individual)

Validity
One Year

Commaon Name
nandhakumar

Request Status
Quick Task

» Activate Certificate

» Resend Download PIN

e On click of “Activate Certificate” tab in quick tasks, “Activate Certificate” tab will
get expanded.

Authority Portal

[T ettt i
oRB.

L P ksl it AP

Dashboard ~ Users

Certificate Request Verification

- Requestor Details

Type

Name

Common Name *
Mobile / Phane *
Organization Unit
Courtry

Town / City / District *

Aadnaar Number

Telephone Verification

dation Documents

Telephone Number

Comments
Verified

Email Verification

New Request

Manage Certificate  Approval Requests

Organization - Bank

nandhakumar

nandhakumar
+51.7094540185
NANDHAKUMAR
India
BANGALORE

+91-7094840185

Reassign Applications

Email ID

Mabile/Phone

Email D+
Organization Name *
Postal / ZIP Code *
State / Province *
BAN®

Full Name =

Supporting Document

Accounts

nandhakumar.n@emudhra.com

7034940185

nandhakumar.n@emudhra.com
nandhakumar

560103

KARNATAKA

AXTPNSE5ED

nandhakumar

& Download @ View

Welcame,
NANDHAKUMAR 8

€ Goto Reques List

Request Det;

Request Date
06-Dec-2019 (18:08:22)

Application ID
7457126

Product
Signature - Class 2 (Individual)

validity
One Year

Common Name
nandhakumar

Request Status
View Certificate History
Quick Task

~ Activate Certificate

Are you sure you want 1o Activate Certificate 7

e On click of “Proceed” button, a pop-up will be displayed along with a textbox to
enter the activate reason.

Activate Reason

e Enter the reason and click on “Submit” button.
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DR
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e On click of “Submit” button, Activation Request will be initiated and request will
land in CA portal for approval.

c. Revoke Certificate:
In approval requests page, choose “Certificate Generated/Certificate
Downloaded” status certificate to revoke the certificate.

Iraritune far Development sad Research in Welcarme
BT b ey NANDHAKUMAR 8

Haphes, fmle Fuwad

Registration Authority Portal

Dashboard Users ~ New Request Manage Certificate Approval Requests Reassign Applications Accounts
Approval Request(s)
Fiter e [T Searcnfy | applicaion 1o Q| | Advance Search || [Excel
5l No.  Certilicate / Application 1D Commaon Name/ Validity RA Processed Expiry Date Status Action
SSL OV {Auto) emudhra.com emudhrapone
SAS0347 one Year 07-Dec-2019 (18:22:29)
2 SS_L IOV.lAu[UJ (._'I'Ilulj.hh:!.tulll L:r.,“{{{'."dP.U"F. - ST
904276 One Yea O7-Dec- 2019 (13,29:47)
3 SS.L OINT'lN.IlUJ t._'muu.hr.f.t.um Lrnudhr.:.p.mu_ o ——
B2B759 One Yea 07-Dec-2019 {12:21:41) Cartieate BaRe
= signature - Class 2 (Individual) nandhakumar emudhrapone - v
4 7457126 Qe Year 06-Dec. 2019 {18:09:43) s ki

e Do s S
e

Dashboard  Users

Type Qrganization - Ban Emed ID nanshainmar nemusnea com FERiL R,
Hame nardbakurnar MODIRIFTONE TO440185 o 019 (1 o
A
7.
Produc
Sigeture - Class 2 (Inavidusl
Commaen Name = senanskumar Emad iD= nendhaiumer. niemudnis com ¥ ! )
iy
Mutile / Phone + 917054820185 Orgarization Mame + nandnsiimar ane vear
Grganizanian Unir * NANDHAKUMAR Postal § TIF Code = 50105 Correnan Narre
nardhskumar
Courry ingia Suse / Praviree * KARNATAKA —
et Seattss
Town { Cey f Dimrier = BANGALORE Pake ANTPNSEEED
Aagraar Numoer Full Pagere randhaimar
View Lertificate Hestory
Telephane Verification .
e Quick Task
Teieprane Humaer 1705480185 Supparting Dacument &oowniced @ view

Comments
Verified

Ernail Verification

New Request

Registration Authrity Partsl

Manage Cermificate Approval Requests

Reassign Applicarions

tiome
NAMDHAKUMAR 8

Gt Request List

Request Details

» Revoke Cerificare

» Susprend Certificate

» Resend Download PIN

e On click of “Revoke Certificate” tab in quick tasks, “Revoke Certificate” tab will

expand.
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Authority Portal

e e bt e s i

Dashboard  Users

Certificate Request Verification

Bl reouescor oeis

Type

Hame

- Applicant Details

Common Name =
Wobile / Phone =
Organization Unit =
Country *

Town / City / District *

Azdhasr Numoer

- Validation Documents

Telephone Verification
Telepnane Numboer

Comments
Verified

Email Verification

New Request  Manage Certificate

Organization - Bank

nandhakumar

emudhra
+51.7094540185
EMUDHRA

India

BANGALORE

+91.7094940185

Reassign Applications

Email ID

Wabile/Phone

Email ID*
Organization Name *
Postal / ZIP Code *
State / Pravince *
PAN*

Full Name =

Supporting Dacument

DRB

Institute for Development and Researchin
Banking Technology

Explore, Enable, Exeel | (Established by Reserve Bank of India)

nandhakumar.n@emudhra.com

7054940155

nandhakumar.n@emudhra.com
emudnra

560103

KARNATAKA

AXTPNSES6D

nandhakumar

& Download @ View

Icome,
NANDHAKUMAR 8

4 Go o Request List

Request Details

Request Date
07-Dec-2015 (20:04:36)

Application ID
1330323

Product
Signature - Class 2 (Individual)

Validity
One Year

Comman Name
emudhra

Request Status

Quick Task

 Revoke Certificate

Are you sure you want 1o revoke Certificate?

e On click of “Proceed” button, “Revocation Reason” pop-up will be displayed with
a list of reasons.

e Select the appropriate reason from drop-down

Revocation Reason

Unspecified
KeyCompromise
CACompromise
AffiliationChanged
Superseded
cessationOTOperaton
certificateHold
removeFromCRL
privilegeWithdrawn
AACompromise

list and click on “Submit” button.
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S Institute for Development and Researchin
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s titute for Bevelapment and Research in N N N Welcome,
L”’SEL Aurhorty Portal nanoarAR O
Dashboard ~ Users~  NewRequest  Manage Certificate  Approval Requests  Reassign Applications  Accounts
Certificate Request Verification  Go 1o Request List
- ——
Type Qrganizstion - 820k Email ID nandhakumar.n@emudnra.com Request Date
Name nandhakumar Mobile/Phone 7094940185 (PR T
Application ID
H 1330323
Applicant Details
w Product
Signature - Class 2 (Individual
Common Name * emudhra Email ID = nandhakumar.n@emudhra.com BIEE-E S A ]
Validity
Mobile / Phone * 317094940185 Organization Name * emudnra One Vear
Organization Unit * EMUDHRA Postal / ZIP Code * 560103 Common Name
emudhra
Counry * India State / Province * KARNATAKA
Request Status
Town / City / District * BANGALORE BAN* AXTPNES6D
Aadhasr Number - Full Name * nandhakumar

View Certificate History

Rewoke Certificate request initiated - 07-Dec-2019
20:23:53

Telephone Number 4517094940185 Supporting Document 4 Downlosd @ View Status -

Bl vsicaon Documents

Telephone Verification

Comments

e On click of “Submit” button, Revoke Request will be initiated and the request will
land in CA portal for further processing.

d. Resend Download Pin:
e In approval requests page, choose “Certificate Generated/Certificate
Downloaded” status certificate to resend download PIN request.

=T _ Welcome,

/g:nﬂ e e S Registration Authority Portal NANDHAKIU”"I"R 8

b ok e bbb rey R o MA
Dashboard Users ~ New Request Manage Certificate Approval Requests Reassign Applications Accounts

Approval Request(s)

TR e e | Perin | Agpreves | a2 (TPTSH Searcnfy | applicaion 1o Q| | Advance Search || [Excel

5l No.  Certilicate / Application 1D Commaon Name/ Validity RA Processed Expiry Date Status Action
SSL OV {Auto) emudhra.com emudhrapone
SA50347 Cine Year 07-Dec- 2019 (18:22:29)

3 SS.L OV.lAu[UJ (._'I'Ilulj.hl'd.tUl“ ur.nudhrd[.a.uuu e
Y042 TR (ne Year 07-Dec- 2019 (13:28:47) Gl Aot Ganw
SSLOV Z ! 3

3 OV {Auto) t._muu.hra.wm Lr!mdhr.:.p.mu_ ——
BIB7S9 One Year 07-Dec-2019(

= signature - Class 2 (Individual) nandhakumar emudhrapone -

. - ; ®view
7457126 Qe Year 06-Diec-2019 {18:09:43)

e On click of “View” button, certificate details page will be displayed.
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lonal
fLld o B e e
Dashboard Users.

Certificate Request Verification

- Requestor Details

Mobile / Phone &

Grganizanion Unit *
Cournry &
Town / ey / Gisrice =

Aagraar Number

Teleghane Verification

dation Doruments
Teieprane Humaes
Comments

Verified

Ernail Verification

Mew Request

Registration Authority Portal

Manage Cerrificate

Qrganizazion . Bank

nardbakurnar

nandnekumar
174040185
NANDHAKUMAR
ingla

BANGALORE

=§1-7054540185

Approval Requests  Reassi Aceounts

Appliearions

Emad ID
Miobil/FRone

Ermai iD=
Orgarization Name
Pastal { 1P Codle =
Stace / Pravire
Pan -

Full e ®

Supparting Document

DRB

Institute for Development and Researchin
Banking Technology

Explore, Enable, Exeel | (Established by Reserve Bank of India)

nanghaimar ngemisdnea som

TORI01ES

AendRsImer N emudnis com
Pandhaiimar

60105

KARMATAKA

ANTPNSESED

nandhairmar

& Downiced M View

NAMDHAKUMAR a

# Goa Request List

Aequesz Daze
06-Dee-201% {18:08.27)

Application I
FEETIZE

Product
Signeture - Class 2 (navisualy
Wity

One Year

Cormmen Name
nardtakumar

Bt Statis

View Certificate | estory.

Quick Task
+ Revake Cerificare
» Susprend Certificate

» Resend Download PIN

e On click of “Resend Download PIN” tab in quick tasks, “Resend Download PIN”
tab will get expanded.

Certificate Request Verification

Ty

Pame

Common Name =
Mosiie [ Pnone =
Qrganizazion Unit =
Country *

Town / Gy District &
Andraar Hurrber

Telephane Verificatian
Teiephone Nurmber

S BA Comments
Commens
e
Erral Verification

Erran Adsress

e On click of “Proceed”
and registered mobile

Oeganizancn - Bank

nanansmar

ranangTe
3170045401 86
NANDMAKUMAR
nes
BANGALORE

+51.7004040188

manilants rmo@gmail com

Emai il
Mabie/Phane

Emailifi=
Gegaiztion Name =
Poseal / P Cade =
Sume / Prowinee *
Ban

Fudl Hame

Supporting Document

Supparting Dotument

number.

ABNENBKUMAE.NSeMuUIRKE Eom

ToREsanIEL

FhankarS. AEOBEMAL oM
ABNERSKLMSS

<0108

EARNATANA

ANTPHEAEE0

nangnakumar

& Dowricsd  ® View

& Doweriand b Vi

&G0 1o Request List

Request Dee

07-Des-2019 (21:28:00)
Applicacion i

uzsen0

Proguc

Signeture - Class 2 lindvvicuall
pisgry

e Vewr

Common Hame
nardhakiumar

Request aans

View Crriifiate History

Quick Task
+ Revoke Certificate
» Suspend Certificate
~ Resend Download PIN

Are you SUe YOU WaN 19 Resend Downloed

e

Download PIM has been sent to your registered
Email ID

button, Download PIN will be sent to registered Email ID

Registration Authority (RA) Portal
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Banking Technology
(Established by Reserve Bank of India)

On click of “View Certificate History” available on right side of the page, all the
applications of particular subscriber with following status - CA Approved, certificate
downloaded, certificate generated, certificate revoked and certificate suspended will be
displayed as shown below.

View Certificate History

Application
)

4751248

8440887

9796111

7346853

5304852

1463438

8861496

9367933

7457126

Class2

ssL

Code Signin,

ssL
Signature
Class 2

Signature
Class 2

Signature
Class 2

Validity / Request

s IssueType  Date

One Year
New Request

NewRsquesz O"EYeSr )

06-Dec-2019 (09:45:28)
New Request Seri;:jm 9(10:16:12)
New Request Seri;:jm 9(11:03:34)
New Request uoeri;:jm 9(12:03:04)
New Request uoeringjm 9(12:38:00)
New Request uoeringjm 9(16:25:26)
New Request uoeringjm 9(16:35:09)
Qne Year

New REQUEST 6 Dec.2019 (18:08:22)

7. Reassign Applications

06-Dec-2019 (09:46:50)

06-Dec-2019 (10:15:48)  05-Dec-2020 (10:15:48)

06-Dec-2019(11:03:09) 05-Dec-2020(11:03:09)

06-Dec-2019(11:08:08) 05-Dec-2020(11:08:08)

06-Dec-2019(12:21:01)  05-Dec-2020(12:21:01)

06-Dec-2019 (12:45:19)  05-Dec-2020 (12:45:19)

06-Dec-2019 (16:46:08)  05-Dec-2020 [16:46:08)

06-Dec-2019 (16:48:41)  05-Dec-2020 (16:48:47)

06-Dec-2019 (18:12:40)  08-Nov-2019 (18:12:40)

Application Status

CA Approved

Certificate Downloaded

Certificate Downloaded
Certificate Revoked
Certificate Suspended

Certificate
Status

z
3

pogaagan
< i

In Reassign Applications page, applications which are already assigned to RA
Operators can be reassigned to another RA Operator, if available. On click of
“Reassign Applications” in main menu, Reassign Applications page with Operator
assigned applications will be displayed as shown below.

[T st ettt |

Dashboard Users. Hew Request Manage Certificate

Reassign Application(s)

SLNo, Centificate / Application 1D

Ererypeion - Cass 2 Bndnidust §

Reassign Application(s):

Approval Requests

.........

Assigned To

Wacsme, 8
HANDHAKUMAR

Advance Search [P Fure

Registration Authority (RA) Portal
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Institute for Development and Researchin
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AN,

DR
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On selecting the application (using checkbox), “Reallocate to Operator(s)” popup will be
displayed at the top right corner of the page as shown below.

: [ —— ) ) Welcore,
fono Autharity Portl NANDHAKUIIAR 8

[t S ks et AT

Dashboard  Users~  NewRequest  Manage Certificate  Approval Requests | Reassign Applications | Accounts
Reassign Application(s) Advance Search || [ Excel
SLNo.  Certificate / Application ID Common Name! Validity Assigned By Assigned To Actian
_— Code SIgning BV emudhra emudhrapane emudhrauane e R =
2765816 One Year 07-Dec2019 (14:0134) 07-Dec2019 (14:01:34) S—
N Code Signing EV emudnra emudhrapone emudnrauone P
- 622910 One Year 07-Dec-2019 (14:02:01) 07-Dec-2019 (14:02:01) o
R Code Signing EV emudhra emudhrapane emudhrauone -
1625158 One Year 07-Dec2019 (14:02:02) 07-Dec2019 (14:02:02) =
. Encryption - Class 2 (individual ) emudhra emudhrapone emudhrauone -
4544676 One Year 07-Dec2018 (14:02:02) 07-Dec-2018 (14:02:02) =

Select the Operator from the drop-down list and click on “Reassign to Operator(s)”
button. On click of “Reassign to Operator(s)” button, the application will be assigned to
the selected Operator.

sttt forDexclopreat andflescarchin Welcorms,
b Authority Portal NANDHAKUMAR 8

>
5

Dashboard  Users~  MewRequest  Manage Certificate  Approval Requests | Reassign Applications  Accounts
Reassign Application(s) Advance Search || [f Excel
x —
SL.No.  Certificate / Application ID Comman Name/ Validity Assigned By Rellocate To Operator(s) ( Select BY reosicn
oog Code Signing EV emudhra emudhrapone Emudhratone
2765816 Qne Year 07-Dec-2018 (14:01:34) 07-Dec2019 (14:01:34)
Code Signing EV emudhrs emudhrapane emudhraucne pr—
2291 One Year 07-Dec-2019 (14:02:01) 07-Dec:2019 (14:02:01)
emudhrauone
o Code Signing EV emudhrs emudhrapone emudhrauone
1625155 One Year 07-Dec-2019 (14:02:02) 07-Dec2019 (14:02:02) T
. Encryptian - Class 2 (Individuzl ) emudhre emudhrapane emudhraucne .
4544676 One Vear 07-Dec2019 (14:02:02) 07-Dec2019 (14:02:02) =

Total Count: 4/4

On click of “View” button in Actions column, the application details and Request status
will be displayed.
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Certificate Request Verification

- [

Type ngigusl

Hame nandraiumar
B s

Domain Neme

Grganization Unic = nerargkmar

Samte § Province ® KARMATAKA

Mokile / Pone = =31-70545401 0%

Adkditional Infarmation
Posal /TP Code = S0

Aagrasr Number "

- sddtianel

Crgsiatan Ty Moa.Commereial Enciry
Reg. jurisgirion Typs Stmte
CONMPAT SIRNE (authinnsed Sarion wha an 30 TSterier apresman]
HName narareumar
EnedlD rardhakumar ngemudara cam
MoteiFnane ~31.7094540183
i A o of appe
Name mardhacumar
Emai ID nendrekumar, ngemudnra.com
WesieFnane ~31.7084540185
- SR
SR

CSRType  RSALOH)

BEGIN CERTIFCATE REQUEST

MICHECATACAG, -

MO
AAOCARAMIBCERTAEAT STt WS puSGAmEwn I NCTIF LR« CIH

aocsaiong ORI
AT DY y
RN pEGTTChLTICRE AL V6
AGELEQADFREAAM iy
FG2aILE Ty T = gl
CTHUREON <
.c iber Agreemers

A Downioad  ® View

Agreement Signed

0 Documents

Organizatian Information (0]

Deganization Name nandrakumar

Extended Validation [EV) Verification
mangdracumar

e KARMATAKA

Crysnization Name

SuppeTag Dot & Dawnlosd @ View

Crganaastion Dperationsl Existence Venfication

Supportig Dot & Dawnicad mView
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On assigning application to RA Operator, the Request will land in Approval Request
page of respective RA Operator. Once Operator process the Request, application will
land in RA Admin Portal for approval. After processing Request by RA Admin, the
application will land in CA Portal for CA approval.

8. Accounts

e While creating RA Office in IDRBTRA Admin Portal if the RA type is selected as
“IDRBT RA” or “Co-Operative RA” then “Accounts” section will be disabled for
respective organization’s RA Admin/Operator in RA portal as shown below.

i‘:’!‘i‘z e b b
Eusiay's Snminti
S atpin B Pre-Froducion Certificete]s| g
a o
[ —— F—,
[ ——
[ Ty V] va———rY
Tarufua hilel - AT
otn O K.
Tote
el Soomg Ta Ba Espepd S rass 5 amp
Cart wd
S Er.card
Eue 1 bageraen
€ W Bapoearii! B
e L]
[

00000000

Crrtificatieln] Rerwoied Certificatein) Susipended Coivtificateli} Acthvated

Q 0 4]
Tl Subricrivensy

ncoerglece Cermifinate Regueis)
16

3

While creating RA Office in IDRBTRA Admin Portal if the RA type is selected as

smome 5

“Normal RA” then “Accounts” section will be enabled for respective organization’s
RA Admin/Operator in RA portal as shown below.
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