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PROCEDURE FOR OBTAINING

DIGITAL CERTIFICATES FOR 

RTGS PAYMENT INTERFACE SERVER (TEST SYSTEM)

(For those who have opted IDRBT as Registration Authority)
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IDRBT CA,

Castle Hills, Road No. 1

Masab Tank, Hyderabad, Andhra Pradesh – 500057, India

Ph: 040 23534981/23534982 Fax: 040 23535157/23536365

Email: cahelp@idrbt.ac.in
http://idrbtca.org.in/   (On Internet)

http://10.0.65.65/ (On Infinet)

It is assumed that the official from respective banks applying for Class 3 RTGS Server certificates have already presented themselves to IDRBT RA during RTGS individual certificate issuance at RBI in November, 2003 and have got User ID and password. 

· The official without personal presence but with user ID and password from IDRBT RA office cannot apply for Class 3 Server certificate. The person has to visit IDRBT, Hyderabad to get registered for the Class 3 certificates. Please contact IDRBT CA office for further course of action. 

· The official having User ID and password from their RA office and presented them to the IDRBT RA office during the RTGS user certification process can apply for RTGS server certificate by submitting the relevant document.  
The documents required to be sent to IDRBT, Hyderabad:

1. Duly filled application form as per Appendix 1 

2. Photograph pasted on application form.

3. Attach self attested photocopy, any one of the following documents 

· Passport

· Voter’s ID

· PAN Card

· Driving License 

4. Demand Draft for Rs 20,000/- taken in favour of IDRBT payable at Hyderabad as per the following particulars.
The cost of Class 3 RTGS Certificate is as given below:

	Certificate type
	Amount in Rs
	Validity 
	Use

	Class 3 Signing
	10,000/-
	1 years
	For Server

	Class 3 Encryption
	10,000/-
	1 years
	



Stepwise procedures for requesting a digital certificate:

1. Procedure to generate the Certificate Request

· The applicant will generate a certificate request in the server in HSM or Smart Card using the utility provided by RTGS vendor. If available, executable at RBI may be used for generating request at the time of applying. Please follow the RTGS document for the request generation process.

Note: Kindly get clarification regarding the new DN field details from RBI for “Test RTGS System”

Use only alphabets and numerals (no special characters, no spaces, no underscore) in CN. For Example: CN should be    < TGSIFSC0000000> i.e. RTGS<IFSC Code for your Bank><Bankcode>

Please follow the instruction in Annexure –I.

· The certificate requests, which will be in PKSC #10 format, will be copied in floppies. The content of the request should be pasted through IDRBT CA online application for getting the digital certificate.

· The applicants will then apply for Class 3 Signing and Class 3 Encryption Certificates for RTGS server through IDRBT CA Certification Services choosing their RA Office as per section 2 and will paste the request generated in the corresponding field. 

· The applicant will download the Certificate on local/floppy disk after the issuance by IDRBT CA (refer Section 3). The certificate is to be uploaded on smart cards/HSM using utility provided by RTGS vendor.
2. Online request
After generation of PKCS#10 request, the applicant has to login to the IDRBT site through https://10.0.65.60/  (on INFINET) or https://services.idrbtca.org.in/ (on Internet).

Fig 1 shows the home page of IDRBT CA Services
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Fig-1
Click on “Enter Subscriber Website”, which will direct you to the main page of Subscriber’s site and select “Get a Digital Certificate” link. Click “Login” button to enter into the page where you can select the Registration Authority (RA) from the list of RAs as shown in Fig 2. 
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Fig-2

Select the RA office from which you have obtained the User ID and Password and click “Submit” button. This will guide you to the login page where you are prompted to enter the UserID and Password as shown in Fig 3.
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Fig-3
Enter the User ID and Password given to you and click “Login” button. If you had already applied for a certificate, the details will be displayed as given in Fig 4. If you are a new applicant, fill the individual details spread across four pages as in Fig 5.
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Fig-4
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Fig-5
Click on submit button to proceed further to the next page as given in Fig 6. 
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Fig-6
Select Certificate type as “Signing Certificate” and Certificate class as “Class 3”. Fill the details of your RTGS server. 

Note: You have already generated PKCS#10 Certificate request using the utility provided by vendor on your RTGS server. Check the ‘Yes’ radio button as in Fig 7 given below and click “Next” to proceed.
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Fig-7 
You can view all the details, which you have filled as shown in the Fig 8.
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Fig-8

Click “Next” button to proceed further and will take you the page where you can paste the PKCS#10 certificate request as shown in Fig 9.
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Fig-9

Copy the entire content of your .req file starting from -----BEGIN CERTIFICATE REQUEST----- to -----END CERTIFICATE REQUEST-----, and paste it in the space provided. Click on “Submit PKCS#10 Request” button. If the request is in correct format, it will give you a request number as given in Fig 10. You can note down this request number for further course of action.
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Fig-10.

Encryption Certificate Request:

For applying Encryption certificate, login with the userid and password and select Encryption certificate from the Certificate type (Fig 11). Make sure to fill the same details as you have filled for signing certificate. You will get another request number pertaining to encryption certificate request.
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Fig 11

IDBRT CA will issue the certificate for your certificate request. 

3. Downloading Certificate

After the certificate is generated you can download the same. You can check the status of the request by querying your certificate request status by clicking the “Certificate Management” link in the homepage of IDRBT CA’s website (https://10.0.65.65/ on INFINET or https://services.idrbtca.org.in/ on Internet). You should login to the site by selecting the RA Office and click “View Status” on the top menu and enter your request number. The status of your request will be displayed as given in Fig 12.
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Fig-12

If the status of the certificate request is “Certificate Generated”, click on the highlighted link corresponding to your request number to proceed for download. On clicking the link, it will prompt you to agree with terms and condition of IDRBT CA. Proceed further by clicking the “I Agree” button. This will guide you to the page where you can download the certificate after viewing the details as shown in Fig 13.
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Fig-13

Select the second option to download the certificate as a file. You can save the file by clicking “Download” button, as given in Fig 14. 
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Fig-14

Assign the name to the file and save it to disk as “Security Certificate” type. This file will be saved with .cer extension by default. 

Downloading of Encryption certificate

For downloading encryption certificate, use the signing certificate on smart card as shown in fig 15 and fig 19.
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Fig 15
NOTE: Please check your browser setting before downloading the Encryption certificate.  Tool > Internet Option > Security > Custom Level > “Please Enable first four option for Activex Control”. Click ok and come out of the dialog box.
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Fig 16

Please select the Certificate from the above dialog box, which has got access to the Smart card certificate. You have to use your Smart Card based certificate to sign the information to obtain the encryption certificate.

Note: If the applicant do not have Signing Certificate in the Smart Card or Certificate in the Smart card is not responding to download the encryption certificate, in that case the subscriber has to send self signed FAX request to IDRBT CA office mentioning the reason of problem with the userid and request number in the letter.
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Once the Signing with the Smart Card is successful it will prompt you to download the Certificate as given above fig.  Please read the instruction for downloading the Encryption certificate as a file as given in the fig below.
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Fig 17

[image: image20.png]Download

‘Yo have chasen to dowrlaad a filefrom this locatian.

-
| ctoaecafon 17216580

What would you ke o do with his le?
" Dpen s flefom s current location
& Bave this file 1o disk

19" Always ask before opening this e o fie

x

Carcel || Morinie





Fig 18
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Fig 19

Note: Password for the Encryption Certificate, contact to IDRBT CA office

For more details contact:

cahelp@idrbt.ac.in 

http://idrbtca.org.in/   (On Internet)

http://10.0.65.65/ (On Infinet)
Ph: 040-23536297 (Direct)

Ph: 040-23534981 Extn- 5217/5216

Note:


The DN fields should be same for both Signing and Encryption certificates.


As mentioned in Annexure-I
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